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ABSTRACT

The Voice over Internet Protocol (VolP) system is an open access mobile
communication service over the Internet. It has become popular in recent years because
of constant development of high-speed internet, available software and comparatively
cheap method of mobile communication. VolP communication became the new priority
for its easy audio, video, image and data exchange. In the era of digitalization, VoIP is
the modern digital communication system, where business, education and research
came to a strong bond. Although, it sounds good in teems the matter of cost and good
features but, still now it is the most unsafe communication method for high hacking
rates and easy to lose important data. Even though recent software’s are becoming more
intelligent for data, it requires more security in real-time environment. Safety may
achieve by introducing comparatively large security method but it has to compromise
the real-time environment. For VolP system, real-time is a necessary requirement
element, where most of the free software compromise with the security for real-time
communication.

In this research, an approximately efficient encryption structure based on chaotic maps
method and Adaptive Differential Pulse Code Modulation (ADPCM) coding technique
as combined algorithm is proposed, to provide real-time secure for VolIP
communication, conform to ITU-T Recommendation point G.726, and ANSI T1.303 —
1989 standard’s connections 16, 24, 32 and 40 kbps for ADPCM transcoding
algorithms. The chaotic map encryption has chosen for its high secure encoding with
random values. ADPCM method has proposed for its transcoding energy efficiency and
described small memory capable of two parallel encode functions per frame. The small
memory of ADPCM holds the user define security keys. The proposed method of the
encryption algorithm should have the adaptability of three main operations, 1. First, to
generate chaotic values from independent initial conditions using two chaotic logistic
maps, 2. The second step is to transform them into binary tables using random encoding
condition and the final is 3. To execute basic proposed ADPCM process to increase
more security.

The simulation analysis was performed on conventional maximised data encoding
speed, ITU standard single ADPCM transcoding and proposed combined method to test
the packet loss ratio, delay, jitter and channel quality performance of the proposed
system.
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CHAPTER ONE
INTRODUCTION

1.1 BACKGROUND OF THE STUDY

Modern telecommunication technologies are developing rapidly because of high
number quality research and proper development. The rapid growth in
telecommunication technologies is ahead of others because of digitalization, uses high
frequency and robust security systems. Nowadays, internet over telephone is becoming
the backbone of all communications. This research aimed to develop a secured and high
performance method for the voice transmission or speech processing over the internet
communication system known as VolIP.

The speech processing is a science related to the development of
telecommunication technologies. Modern techniques of speech processing are designed
to perform the analysis functions, synthesis, compression and security coding. This
research is a part of development of speech security coding using ADPCM and Chaotic
map. The choice of compression algorithm depends on the application domain
(telephone, military radio, satellite communication) and the used equipment
performance (software or hardware, DSP). In this research study, the encoding and
decoding method using ADPCM (Adaptive Differential Pulse Code Modulation)
technique is proposed. ADPCM is a coding technique mainly used for voice music and
sound compression. The ADPCM algorithm technique that was designed previously for
multimedia games and animations, (Purwar RK, Priyanka (2013) released into the
public domain by several companies such as Oracle (Anees A, 2014) and IMA
(Interactive Multimedia Association), also used by Apple and Microsoft for its simple

structure of implementation and has low computational complexity.



Chaotic map was chosen for robust security where, the challenging task in the
design of chaotic map as cryptographic techniques is to generate key streams of high
randomness and statistical properties. In chaotic map the quality of the key stream
generated by the security system determines its strength from cryptographic viewpoint.
The importance of a careful design of cryptographic key stream generators cannot be
underestimated as these generators are becoming particularly useful to ensure secure
multimedia data transmission over an insecure communication channel. Generating key
streams with high randomness is a vital part of many cryptographic operations.

The security method or secure processing of the voice encoding, and decoding
is still a very important and indispensable process to protect voice communication
against illegal access. The GSM, VolP, telephone, analogue radio, and military
communication system is generally based on same voice security processing rules and
techniques. The increased need for confidentiality in the communication systems and
telecommunications’ always leads to develop of new techniques and algorithms for

encryption.

1.2 PROBLEM STATEMENT

In this research, we have proposed ADPCM combined with Chaotic map for better
performance. However, the ADPCM is a technique that uses the principle of proposed
predictive coding which is based on a sequence of samples to predict the next sample.
The Institute of Standards and Technology (ITU) standardized a 32 kbps ADPCM,
known as G721 protocol, which gave reconstructed speech almost as good as the
64 kbps PCM codec (Phillippa Biggs, “The satus of voice over internet protocol (VolIP)
worldwide, 2007)

On the other hand, the Chaotic map uses public key scheme for user

authentication to server, secure key exchange, and symmetric stream cipher encryption



scheme for speech data that encoded and compressed by ITU G.729 standard. The
protocol comprises of four stages; User Connection Stage, User Authentication Stage,
Distributed chaotic initial parameters Stage and Communication Stage (Mohamed
Amine Ferrag, 2017). Use of two encoding tables for parallel method of speech
conversion with selective number of binary words is difficult to implement.

The cryptographic system for speech conversion should not be vulnerable.

1.3 RESEARCH OBJECTIVES

The main aim of this research is to enhance secure control using ADPCM and Chaotic
Mapping method for speech encryption system. The detailed objectives are:
1- To investigate and enhance a secure method design based on ADPCM and
chaotic Map.
2- To simulate chaotic map based ADPCM method for speech encrypting to
enhance packet loss, delay, Jitter in real time communication.
3- To evaluate the packet loss ratio, delay, and jitter and channel quality of the

proposed algorithm with the existing algorithms.

1.4 PROPOSED DEVELOPMENT

e Secured ADPCM method.
¢ Introducing Chaotic-mapping system.

e Real-time operation scheme for encryption and decryption.

1.5 SCOPE OF THE RESEARCH

The operation of ADPCM method is to predict the current signal value from the

previous transmitted values and to calculate only the difference between the real and



the predicted value. The difference of the result may be quite small, so that it can
produce fewer bits than the corresponding PCM encoded value. However, the efficient
purpose of communication system is always to transmit maximum information using
the minimum value of bit rate. ADPCM method is appropriate for signals, sound and
images; those have strong correlations between successive samples values. The main
scope isto —

1. Develop a new algorithm based on chaotic maps and ADPCM algorithm to
implement predefine cyphers.

2. Evaluate the controller performance is evaluated for comparison with other
controllers. Finalize the controller design and simulation output. Record benchmark

performance for software compilation.

1.6 THESIS OUTLINE

To achieve the purposes of this thesis, the descriptions of ADPCM and Chaotic map
method has been given (in chapter 2) for VoIP protocol. In addition, the previous study
performance of individual method on VolIP system for the secure encoding and
decoding has been described where, description of some good method also shown.
Chapter 2 partly discussed the theoretical study. Chapter 3 contains the methodology of
the research. Chapter 4 presents the results and discussion based on the methodology
proposed in this research. Chapter 5 summarises the outcome of the research and

conclude the findings.



1.7 THESIS CONTRIBUTION

In this research, we introduced a method for VVolP system based on combined secured
chaotic method with ADPCM. Though both methods are not new, we have combined
both method in a series with cross checking mechanism to get low packet loss ratio, low
delay, low jitter and better channel quality then single performance of the methods. The
simulation analysis was performed on maximised data encoding speed versus ITU
standard ADPCM transcoding bits to test the cryptographic performance of the
combined method over the single use of ADPCM or not aggregated signals in VolP.
The results have shown an improved performance than single ADPCM transcoding
because, the proposed system have dual channel ADPCM transcoding operation to
increase data encoding rate. Higher value of data encoding rate means higher value of

compressed transcoded data ready to transfer through a single connection.

1.8 CHAPTER SUMMARY

This chapter has presented and discussed the background of the study about
proposed systems for the Voice over Internet Protocol (VolP). It explained why
combined method is vital for the highly secure environment where fast communication
is the main concern. Finally, it can say that the concept of combined method is one of

the step-up proposals in VoIP system.



CHAPTER TWO
LITERATURE REVIEW

2.1 INTRODUCTION

Voice over Internet Protocol (VoIP) is a fast-growing service in communication
technology. Due to the cost-effectiveness, many organizations have been deploying
VolIP technology for their teleconferencing and video conferencing services. In recent
decades, various types of unsecured applications have been developed, and different
application protocols have been standardized but without providing any confidentiality
to voice stream when traveling on the open or shared networks. However, most of VVolP
applications were developed for transmitting voice data over an insecure network. The
increasing demand for VoIP services results in increasing number of users who need a
secure, a reliable, high quality of service, and efficient communication. In this research,
a VolIP system speech encryption has been designed and implemented which is
optimized for best real-time service delivery and increases the confidentiality and
authority. It has also focused on studying the performance of VoIP system and
encryption quality by using multiple data at the same time based on the chaotic Lorenz

map and ADPCM method.

2.2 VOIP STRUCTURE

VolIP is one of the most common and cheap technology to communicate in short and
long distance. It transmits the digitized voice data over IP network which provides a
user to have a telephonic conversation over the existing Internet; this voice signal is

appropriately encoded at one end of the communication channel transmitted using IP



packets, and then decoded at the receiving end which transformed back into a voice
signal.

The simple diagram, which is shown in Figure 2.1, can easily illustrate the idea
of using VolIP calls. VolIP calls start from a Location A, traverse Router A if itis an IP
based call otherwise routed towards PBX box, which further placed it to PSTN Voice
network. This network switches it back to the destination PBX and then placed it to
Location C. Whereas the IP call goes from Router A to Router C by the help of IP WAN

DATA,; they are diverted to the router and terminate over the destination location.

Location A Location B

Location C

Figure 2.1 Illustration of a VOIP system (Amor Lazzez and Thabet Slimani. 2013)

Figure 2.2 shows the internal structure of VVoIP calls made by IP phone. It starts
from the IP phone; the first user presses the digital number on the dialling pad, which
translate these digital numbers into binary codes. These binary codes are converted into
IP packets and transmits towards the Local Area Network (LAN). They further transmit
it towards the router, which analyses the IP address of the destination, and transmit

further through the IP Network. The call has been treated according to the destination,

for instance if it’s meant for an ordinary telephony then it will be directed towards a



PSTN Gateway which further switches towards the right destination. But if it’s a VoIP
call then it will go to the relevant router which analyses the IP address and direct towards
a relevant LAN and then which further could be attended by an IP phone or a soft phone

(software in computer or in a phone).

/

CPE Rouar I IP Network

/)
% m

SIP Prowy

Sofi Phone

Figure 2.2 VVoIP internal structure (Phillippa Biggs, 2007)

2.3 WORKING PRINCIPAL OF VOIP

VolIP uses Internet Protocol for transmission of voice as packets over IP networks. The
process involves digitization of voice, the isolation of unwanted noise signals and then
the compression of the voice signal using compression algorithms/codecs. After the
compression, the voice is packetized to send over an IP network. Each packet needs a
destination address sequence number and data for error checking. The signalling
protocols are added at this stage to achieve these requirements along with the other call
management requirements. When a voice packet arrives at the destination, the sequence
number enables the packets to be place in order and then the decompression algorithms

are applied to recover the data from the packets. Here the synchronization and delay



management need to be taken care of to make sure that there is proper spacing. Jitter
buffer is used to store the packets arriving out of order through different routes, to wait
for the packets arriving late (Bakshi, 2016). There are many intermediate devices which

serve the purpose as shown in the Figure 2.3.
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Figure 2.3 VoIP process (Mona Soliman Habib and Nirmala Bulusu ,2002)
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2.4 SUMMARY OF VOIP WORKS

The overall working of VoIP is summarized at the following steps.
¢ Voice Capture: VolIP uses Internet Protocol for transmission of voice as packets
over IP networks. VolP communication needs an audio input device, like in
ordinary PSTN system, such as a microphone, to send the audio signal. An
analog-to-digital converter is used to transform that audio signal into digital

bytes packets.
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Figure 2.4 Analog to Digital conversion. (Mohamed Amine Ferrag, Volume 2017)

Audio Data Encoding: Before sending the digital signal, it is important in
packet-switched networks to prioritize voice data to be encoded. Then speech
compression is engaged at this stage. Traditional telephone networks use pulse
code modulation (PCM) at 8K samples per second. 12-bit samples are
compressed and expanded by a nonlinear look-up table into 8-bit words giving
a transmitted rate of 8kbit/s. The compression typically used by an Internet
phone today is of the order of 16 to 1 (128kbit/s to 8kbit/s). Such compression
is beyond PCM, ADPCM (32kbit/s, used in CT-2 cordless phones), or sub-band
coding (down to 16kbit/s for speech bandwidths, normally used for music at

higher bit rates).

Packetization: After the compression, the voice is packetized to send over an IP
network. The first packetization is implemented at application level by using
RTP protocol. The voice packets are converted into data packets with RTP

protocol. RTP data packets are sent to transport layer.

For transport Layer (UDP): The transport layer provides the rules required for
sending the data. Most data travelling over the Internet uses the Transmission
Control Protocol (TCP) for the transport layer because it guarantees data

delivery and integrity. VoIP does not need the kind of delivery guarantee which
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