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ABSTRACT 
 

 

 

 

In the 21st century, documents are now no longer only on paper and ink but in discs, 

memory card in computers, smartphones etc. which can be extracted and forwarded to 

others in tangible and intangible forms, i.e. electronically. The use of electronic 

document is now so widespread that laws are made to accommodate them. In this era 

of big data, electronic evidence has been recognised as a form of documentary evidence 

and laws that govern electronic evidence have been adapted in terms of its authenticity 

and credibility (weight or it evidential value). As far as Islamic law is concerned, it 

recognizes documentary evidence as one of the type of evidence. Correspondingly, the 

earlier Islamic scholars had no opportunities to discuss it in their fiqh books. Their 

definitions of the documentary evidence is about something that can be understood, 

useful and contain information. From the evaluation, researcher finds that electronic 

evidence is recognises as documentary evidence from Islamic and Malaysian law 

perspective. The definition of documentary evidence by earlier Islamic scholars are 

dynamic and flexible that they can accommodate electronic evidence as a form of 

documentary evidence. Therefore, electronic evidence subject to the evidentiary rules 

i.e. best evidence rule, hearsay rule and authentication rule. Discussions from the 

perspectives of these early Islamic scholars, modern scholars and common law scholars 

shall be considered/ evaluated/ examined to determine the status of electronic evidence 

under Islamic law and its reception in today’s legal system. The relevance laws 

pertaining to electronic evidence such as Evidence Act 1950, Computer Crimes Act 

1997 and Communications and Multimedia Act 1998 and other jurisdictions applying 

common laws and Islamic laws are relevant to this research. This research is qualitative 

research which used data collection and data analysis including library research and 

semi-structured interview. Findings in this research were used deductively, inductively 

and comparatively.  
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 خلاصة البحث
 

 

 نما، وإفقط يةلم تعد المستندات والوثائق ورق ؛عشرينالو يدافي القرن الح

ية والهواتف الذكالحواسيب الذاكرة في  اتالأقراص وبطاقرقمية مخزنة في 

ا في ورقيًّا ورقميًّ خرين ستخراجها وإعادة توجيهها إلى الآايمكن و وغيرها،

لضبط هذا قوانين الرقمي حتى سُنَّت ستخدام المستند آنٍ معاً، وشاع ا

دلة من أشكال الأ شكلً الرقمية دلة عتراف بالأالاومن ثم؛ جرى  الاستخدام،

تها ووثاقتها وأهميتها من منظور ق قةوالموث  انوني،ينُظر إليها من حيث صحَّ

لرقمي، فلم تكن معروفة من قبلُ تقنيةُ التواصل ا الإسلميةالشريعة في أما 

ة على أنها الرقمي ولم تنُاقشها المصادر الفقهية؛ لذا ينُظر شرعيًّا إلى الأدلة

ن لحظ أ، ويُ القانون الماليزيية، وهذا ما يوافق عليه نوع من الأدلة الوثائق

نه كثيرًا من المع لأدلة الوثائقية مرنل الشرعي تعريفال  لومات،مفيد لتضمُّ

وقاعدة  ،لةقاعدة الأد ؛ من مثل:ثباتلقواعد الإ الرقمي يخضعالدليل  أن يبُي ِّنو

ي آراء ، ولكن؛ لا بدَُّ من النظر أكثر فوقاعدة التحقق من الأصل ،الإشاعات

 الرقميةة لتحديد وضع الأدلالفقهاء الشرعيين والقانونيين القدامى والمحدثين؛ 

 ،1950قانون الأدلة  :مثلمن  ة؛القانوني الأنظمةومدى قبولها في  شرعيًّا

تصالات والوسائط المتعددة وقانون الا ،1997 الحاسوبوقانون جرائم 

ة قوانين عامة وإسلمي فيها قطبَّ ختصاصات التي تُ من الا وغيرها ،1998

ته المقابلت في آنٍ معاً، وهذا ما يحاول البحث تول ِّيهَُ من خلل منهج نوعي أدا

نة بينها شبه المنظمة لجمع البيانات ذا الصلة، ثم تحليلها ومناقشتها والمقار

 وبين ما ورد في الدراسات السابقة.
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CHAPTER ONE 
 

INTRODUCTION 
 

 

 

 

BACKGROUND OF THE RESEARCH 

In both civil and criminal cases, for the court to make decisions, the evidence must not 

only be legally relevant to be admissible, it must also be weighty (credible) or otherwise 

it will need corroboration. The evidence admitted may be in oral or documentary. 

Nowadays, often then not; documentary evidence is electronically generated or 

transmitted. This is because, human ways of life are followed closely by technological 

advancements. Previously, humans can only dream of looking at their loved ones when 

talking in an enclosed area within a building, not to mention across town or even 

continents. Before the introduction of internet, computers, smartphones, memory card, 

and thumb drives etc., documents could only be received not instantaneously. However, 

nowadays documents could be viewed and received in a matter of seconds through 

Instagram, Multimedia messaging service (MMS), Short Message service (SMS) or 

WhatsApp Messenger (WhatsApp) to name a few of them. Humans could even do 

purchases and banking transactions while located far away from the nearest shop or 

financial institutions. Before this, all of the above activities could only be possible 

through human physical interactions.  

With the emergence of the Internet, activities could also be successfully 

conducted online or electronically. These elimination of the physical barriers have been 

made possible as early as in middle 1990, where the Internet has had a drastic impact 

on human culture and commerce, through the introduction of almost real-time (near-

instant) communication that are, electronic mail, instant messaging, Voice over Internet 

http://en.wikipedia.org/wiki/E-mail
http://en.wikipedia.org/wiki/Instant_messaging
http://en.wikipedia.org/wiki/Voice_over_Internet_Protocol
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Protocol (VoIP) "phone calls", two-way interactive video calls, and of course the World 

Wide Web or www for short, with its discussion forums, blogs, social networking, and 

online shopping sites. The Internet continues to grow, and drive the world economy to 

a level where communications etc. are no longer a big deal. 

The Internet seems to create a world within a world, that eliminates all 

geographical and political boundaries but virtual in nature. Nowadays, countries are 

depending more on innovative information technology in administering almost every 

aspect of daily life, ranging from ID cards, credit cards, cash card, toll card to health 

records or the security and defence of its borders1.  

As human life's advances, more and more electronic gadgets or devices are being 

used and developed not only to lessen the burdens of every day human chores, but also 

to safeguard human’s life, making human becoming more and more dependent on 

electronic gadgets especially smart phones. With the use of e-mails, for example, 

documents and correspondence is much faster and more efficient than before. Closed 

Circuit Television or CCTVs are becoming the eyes of law enforcement in ensuring 

safety and in safeguarding the nation. There are many CCTVs along highways and 

traffic lights. These devices or instruments generate and store electronic evidence and 

these electronic evidence are adduced at the trial of an accused. Cellular phones 

nowadays not only are being used as conversation tools, but also as data and text 

relaying devices. Those are amongst the few electronic devices and applications 

(software) which are being widely used to keep data as evidence.  

Unfortunately, with all the advantages that the internet brought, it has also been 

utilized in strengthening traditional criminal activities, as well as fostering new one. 

                                                 
1 Misbah Saboohi, “Collecting Digital Evidence of Cyber Crime” (paper presented at the International 

Judicial Conferences, organized by Supreme Court of Pakistan, 11-14 August 2006). 

http://en.wikipedia.org/wiki/Voice_over_Internet_Protocol
http://en.wikipedia.org/wiki/Video_chat
http://en.wikipedia.org/wiki/World_Wide_Web
http://en.wikipedia.org/wiki/World_Wide_Web
http://en.wikipedia.org/wiki/Discussion_forums
http://en.wikipedia.org/wiki/Blogs
http://en.wikipedia.org/wiki/Social_networking
http://en.wikipedia.org/wiki/Online_shopping
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Through the Internet, criminals are now expanding their activities across geographical 

and political boundaries. These novel criminal activities are famously known as 

cybercrime. Cybercrime refers to any crime that can be committed by means of a 

computer system or network, in a computer system or network or against a computer 

system or network. In principle, it encompasses any crime capable of being committed 

in an electronic environment2. Cybercrime would be “unlawful acts wherein the 

computer is either a tool or a target or both”3. Cybercrime also can be known as internet 

crime or electronic crime or computer crime. When cybercrime is involved, the 

evidence normally is in the form of electronic evidence related and associated with the 

internet, computers and other electronic devices. This form of documentary evidence is 

also known as electronic evidence or digital evidence or computer evidence4.  

Due to the nature of cybercrime itself, which is internet based, borderless, 

international character, easy access, chaotic structure and anonymity5 characteristics of 

the criminal activities, as well as the virtual in nature, it is difficult for cybercriminal to 

be prosecuted either because they are not in the jurisdictions but also linking the 

evidence to them may be filmsy. Proving cybercrime is no different as proving the 

commission of sorcery in the sense the evidence tends to be elusive and intangible. 

However, this thesis is not on cybercrime but on reception of electronic evidence under 

Islamic law as far as documentary evidence is concerned. Nevertheless, to elucidate 

what is electronic evidence, a chapter on cybercrime is allocated.  

                                                 
2 United Nation, “Crimes Related to Computer Networks”, Tenth United Nations Congress on the 

Prevention of Crime and the Treatment of Offenders, Vienna, 10-17 April 2000. 
3 Nagpal. Rohas, Evolution of Cyber Crimes, (Asian School of Cyber Laws, 2008), 2. 
4 Brenner, Susan W, “Cybercrime Metrics: Old Wine, New Bottles?”, Virginia Journal of Law & 

Technology, vol. 9, no 13, (2004): 11. 
5 Yariv Tsfati & Gabriel Weimann, “Terror on the Internet”, Studies in Conflict & Terrorism, vol. 25, no. 

5, (2002): 317. 
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Currently, the volume of electronic evidence continues to mushroom unabated 

as individuals increase their e-mail usages as their means of communication in lieu of 

the telephone6. Electronic evidence also comprises between thirty and seventy percent 

of all evidence in litigation matters, while other findings7 as much as thirty percent of 

all evidence is maintained in electronic form. As the Internet and e-mail grow in 

importance in the daily lives of potential clients and their counsel, statutory and case 

law in this area will expand8. 

Before any evidence could be accepted in any courtroom, the evidence first, 

needs to be adduced in court. Before any evidence could be adduced in court beside 

relevancy, it needs to have certain criteria of authentication or verification. Vacca9 states 

that there are five rules of collecting electronic evidence. These five rules relate to five 

properties that evidence must have to be useful, which are admissible, authentic, 

complete, reliable and believable. Therefore, in ensuring the principle of justices are 

being served, by means of protecting the innocent and penalizing the guilty, electronic 

evidence presented and admitted and used in court to determine the innocent and guilty 

of a party must be authenticated. 

                                                 
6 Jokela, Lynn, "Electronic Discovery Disputes: Will the Eighth Circuit Courts Move beyond Ad-hoc 

Decision Making?", William Mitchell Law Review, vol. 30, no. 3, Article 7, (2004): 1031. Academic 

Search Premier, via William Mitchell Law Review, 

<http://open.mitchellhamline.edu/wmlr/vol30/iss3/7>. 
7 Keena, JR, quote Monte E. Sokol & Phillip P. Andriola, "Cyberspace Becomes Ground Zero in 

Discovery Process and at Trial," N.Y.L.J., in E-Discovery: Unearthing Documents Byte by Byte, 

Minessota State Bar Assosiation, http://www.mnbar.org/benchandbar/2002/mar02/ediscovery.htm 

(accessed 14 September, 2012). 
8 Ungar, Steven and Foldes, Katherine, “Electronic Evidence: Issues Arising in Domestic Relations 

Cases”, (paper presented at Family Law Odyssey, Oregon State Bar Family Law Section’s Annual 

Conferences organized by Oregon State Bar Family Law Section, Oregon, United States, November, 

2001). 
9 Vacca, John R, Computer Forensics Computer Crime Scene Investigation, (Boston, Massachusetts: 

Charles River Media Inc., 2nd Edition, 2005), 220. 

http://open.mitchellhamline.edu/wmlr/vol30/iss3/7
http://www.mnbar.org/benchandbar/2002/mar02/ediscovery.htm
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In order to prove in civil or criminal cases, it requires evidence that is relevant10, 

and authentic11. In oral evidence, authentic in the sense the evidence given is direct 

evidence not a hearsay evidence. Likewise, in documentary evidence, authenticity is in 

the sense that it is primary evidence and has been authenticated. Electronic evidence is 

not free from criticisms particularly concerning its accuracy and authenticity of its 

contents. Electronic evidence, by its very nature, is fragile and can be altered, damaged, 

or destroyed by improper handling or examination12. The main issues for establishing 

the admissibility of electronic evidence is a deep distrust of its reliability and 

authenticity, due to surveillance techniques are untrustworthy as there remain chances 

of manipulation13. Moreover, a manipulated datum or photograph or information is not 

admissible as evidences. Thus, to overcome this legal epidemic, certain provisions were 

inserted to ensure the genuineness of electronic evidence by necessitating that it be first 

authenticated before determining the truthfulness of its contents. For example sections 

90A, 90B, and 90C of the Malaysian Evidence 1950 (Act 56) were inserted to govern 

the admissibility of electronic evidence. 

Islamic law is not an exception and one who is familiar on the book of hadith 

will come across a collection by hadiths collectors such as Sahih Muslim and Sahih 

Bukhari. Sahih means authentic. Giving all the issue with regard to electronic evidence, 

Islamic law of evidence stresses that in admitting evidences, first and foremost, 

evidences must be authentic, valid and legal, as mention by Allah SWT14 to judge 

                                                 
10 Evidence Act 1950 (Act 56), section 5. 
11 Evidence Act 1950 (Act 56), section 67 to 90. 
12 Ashcroft, John, Daniels, Deborah J. and Hart, Sarah V., “Forensic Examination of Digital Evidence: 

A Guide for Law Enforcement”, National Institute of Justice Report, (April, 2004) 

https://www.ncjrs.gov/pdffiles1/nij/199408.pdf (accessed 22 January, 2013).  
13 Radhakrishna, Gita, “E-Mail Evidence and the Hearsay Rule -Commentary on a Recent Malaysian 

Case,” Digital Evidence & Electronic Signature Law Review, vol. 10, (2013): 114; Abu Hena Mostafa 

Kamal, “Admissibility of Surveillance. A Legal Perspective”, ASA University Review, vol. 2, no. 2, 

(2008): 30. 
14 An-Nisā: 105. 

https://www.ncjrs.gov/pdffiles1/nij/199408.pdf
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people justly. Therefore, without authentic, valid and legal evidence will lead to 

unfairness in verdict indeed maqasid al-syariah is unachieved in society.  

The concept of authenticity and validity are also explained by Allah’s messenger 

Prophet Muhammad SAW15. Therefore, in admitting evidence at a trial, it needs to be 

authentic to be credible i.e. reliable in terms of its evidential value. Any evidence that 

is false and doubtful must be ignored because there are not authentic hence not credible. 

The authenticity of the traditions of the prophet will be discussed in chapter six. 

The importance of authenticity under Islamic law for a document is similar with 

the concept of the best evidence rule in Malaysian’s Evidence Act (Act 56) which 

requires primary evidence16 and to be authenticated17. In other words, among others, the 

maker must be called or otherwise to call the witness or it will be hearsay evidence. The 

issues, therefore, where the document is electronically generated, how it is to determine 

that it is authenticate and credible? Therefore, this study also needs to determine the 

Islamic view on the reception of electronic evidence and whether Islamic law considers 

electronic evidence as documentary evidence. The definition of documentary evidence 

under Islamic law that is kitabah needs to be examined.  

 

1.1 PROBLEM STATEMENT 

Question on the position of electronic evidence under Islamic Law of Evidence create 

a large lacuna where these issues need to be addressed. The nature of electronic 

                                                 
15 Related by al-Bukhāri and Muslim in hadith: "The halal is clear and the haram is clear, and between 

them are matters unclear that are unknown to most people. Whoever is wary of these unclear matters has 

absolved his religion and honour. And whoever indulges in them has indulged in the haram. It is like a 

shepherd who herds his sheep too close to preserved sanctuary, and they will eventually graze in it. Every 

king has a sanctuary, and the sanctuary of Allah is what He has made haram. There lies within the body 

a piece of flesh. If it is sound, the whole body is sound; and if it is corrupted, the whole body is corrupted. 

Verily this piece is the heart." Ṣaḥīḥ al-Bukhāri 52, Ṣaḥīḥ Muslim 1599. 
16 Evidence Act 1950 (Act 56), section 64. 
17 Evidence Act 1950 (Act 56), section 67-73. 
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evidence itself somehow restrict its acceptance and admission under the Islamic Law of 

Evidence, where it has the characteristics of being fragile, brittle, easily manipulated 

and forged, the chain of custody are quite difficult to established.  

Electronic evidence can be considered as a new type of evidences due to ongoing 

revision and amendment of evidence and evidence related Acts across the world, 

whereby the amendments and revisions are trying hard to accommodate this novel 

evidence without question and doubt to be utilised in court proceedings. The emergence 

of the electronic evidence has somehow created a big hole in Islamic Law legal literature 

whether it is accepted as evidence or only as an aid to investigation. The position of 

electronic evidence requires a further and detail research on its position, acceptance and 

the admissibility under Islamic Evidentiary Principles.  

Difficulties arises in prosecuting criminals and cyber criminals when utilizing 

electronic evidence are due to the nature of electronic evidence which are intangible, 

unseen, fragile, existed mostly in digital format which requires further treatment 

through forensic computing and sometimes are doubtful, unreliable and unauthentic  

This is due to electronic evidences itself differs from that of traditional 

evidences because it is easily manipulated, easily erased or deleted and quite 

untraceable or not easily traced by nature and characteristics. Electronic evidence itself 

is easily manipulated and therefore its authenticity is questionable because access to the 

computer and internet such as Wi-Fi, broadband registered users easily give away their 

password. Apart from issues relating to authenticity due the fragile18 nature of electronic 

evidence, the internet itself acknowledges a person as Internet Protocols (IP) address 

                                                 
18 Radhakrishna, Gita, “Legal Issues in Electronic Evidence”, Malayan Law Journal Articles, volume 4, 

(2009): lxxii. 
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and not the person himself 19 i.e. by names and physical physique. With the ability of 

humans creativities, stealing IP address is like “taking a cake from a baby” by even 

amateur hackers, not to mention the electronic data that could be modified accordingly 

by the hackers to fulfil certain purposes. Apart from availability of evidence, the issues 

concerning the evidences itself plays a significant role in successfully prosecuting the 

cyber criminals/offenders. Therefore, the utilization of electronic evidences in 

establishing and prosecuting cybercrimes requires further scrutiny and verification of 

its authenticity and validity.  

 

1.2 RESEARCH QUESTIONS 

1. What are the positions of electronic evidence under Islamic Law of 

Evidence?  

2. What are the issues to ensure acceptance and admissibility of electronic 

evidence in court?  

3. What is the role of expert opinion testimony in proving electronic evidence?  

 

1.3 OBJECTIVES 

The objectives of this research are: - 

1. to examine the admissibility and acceptability of electronic evidence under 

both Islamic and Malaysian Law. 

2. to provide guidelines in determining electronic evidence that could be 

classified as evidences according to Islamic law of evidence. 

                                                 
19 Chen, Yinjie and ors., “Identifying Cyber Criminals Hiding Behind Wireless Routers”, (paper 

presented at Conference IEEE International Conference on Computer Communications Workshop 

(Infocom) organized by IEEE Infocom, Shanghai, China October 2011). 


