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ABSTRACT

The potential risks of using Internet have gradually increased as witnessed by the
increasing number of security breach incidents from the critical issues of information
security and privacy. Students regularly access to the Internet not only for completing
their academic tasks but also for their personal purposes. Therefore, information and
computer security are becoming the important issues. Effective privacy management
and information security require a great understanding both technological and human
dimensions. Thus, the purpose of this research is to investigate the university student’s
behaviour towards information security and to examine factors influencing
information security behaviour. The study is adopted the quantitative approach by
conducting a survey among UM students having either personal computer or laptop.
The questionnaires were distributed to the targeted respondents. Then, the SPSS
software was used to systematically analyze all data obtained from the respondents
and to generate statistical information and detailed analyses of the survey results. This
study also explores the insights of information security behaviour. Hopefully, this
study is contributed to an understanding of the influencing factors towards the
university students’ behaviour in relation to information security. This would lead to
organize more information security awareness programmes as the success of computer

and information security greatly depends on the effective individual behaviours.
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CHAPTER ONE

INTRODUCTION

1.1 INTRODUCTION

The rapid growth in computing and networking technologies has evolved in every
aspects of our life. People rely on computers for everyday tasks more than ever for
their personal, educational and business purposes. Changes in information and
communication technology (ICT) and particularly their confluence have raised a
number of concerns connected with the protection of organizational information assets
(Dhillon & Backhouse, 2000).

Today, organizations’ information assets are largely in electronic form. This
electronic information is processed with the help of information systems, which
communicate extensively over private networks and the Internet. The high level of
connectivity, the availability of sophisticated hacking tools, the enormous growth of
electronic commerce, and other factors have created unprecedented opportunities for
the dark side of the technological advancement to emerge and prosper (Hu et al.,
2007).

Attacks by computer viruses and spyware, and security breaches in computer
systems are almost daily occurrences. Keeping computers secured is becoming
increasingly difficult. Broucek and Turner (2003) mentioned that “in the age of
hacktivism, malware and cyber-warfare, increasing number of publications are being
produced by computer security specialists and systems administrators on technical

issues arising from illegal or inappropriate on-line behaviours”.



These incidents have serious effects on the economy and society including
academia. A recent report, "Breaches in the Academia Sector”, by John Correlli of
JMC Privacy Consulting Group, noted that from 2005 through 2007, there were 277
widely reported breaches at colleges and universities in the United States.
Furthermore, the 263 reported privacy data breaches in the United States in 2008,
about one-third (76) occurred at colleges and universities (Claburn, 2009).

These breaches consequently led to gaining access to student’s personal
information such as names, social security number, photos, grades, and other
information, as well as current and former faculty and staff (Anderson, 2006; Ciampa,
2007). Effective privacy management and information security needs a great
understanding both technical and human dimensions. This study seeks to understand

what factors influence student’s behaviour towards information security.

1.2 BACKGROUND OF STUDY

The term information security describes the tasks of guarding information that is in a
digital format typically manipulated by a microprocessor (like on personal computer),
stored on a magnetic or optical storage device (like a hard drive or DVD), and is
transmitted over a network (such as a local area network or the Internet) (Ciampa,
2007).

Information security is intended to protect information that has a high value to
people and organizations to prevent data theft. Information security involves any
process, activity, or task that protects the confidentiality, integrity, and availability of
information (National Institute of Standards and Technology [NIST], 1995; Parker,

1998; Tudor, 2001).


http://jmcconsulting.wptlite.com/default.asp?id=3398
http://www.techweb.com/encyclopedia/defineterm.jhtml?term=Privacy&x=&y=

For common computer and Internet users, information security may mean
being able to work with computers without being attacked by viruses, being able to
conduct on-line business without worrying that their credit card numbers will be
stolen, being able to read e-mails without receiving spam, or being able to have a chat
with friends without worrying that the information will be wiretapped (Huang et al.,
2008).

Security of computers has become an issue of primary importance as the
number and types of information security attacks gradually occur as witnessed by the
increasing number of security breach incidents such as spread of computer viruses,
and hackers’ invasion of proprietary network sites. With more than one billion people
connected to the Internet worldwide, it has had a revolutionary impact on how people
learn, interact, and communicate (Ciampa, 2007).

Recent advance in computer technology and the diffusion of personal
computers, software, multimedia, and network resources indicated the development
and implementation of new and innovative teaching strategies (Sam et al, 2005).
Internet is used increasingly for educational purposes. Additionally, computer network
use has become a way of life for the majority of first-year students (Sax et al., 1998).

According to Green (1998), the Campus Computing Project’s survey
demonstrated that computer technologies have become major components of the
campus environment and the college experience. Students regularly use Internet at
schools, computer laboratories, libraries and community centres. Most of them access
library catalogues, online databases, and other academic resources to complete a wide
range of academic tasks (Green, 1998; Romiszowski & Mason, 1996; Browne et al.,

2000; Shackleford et al., 1999).



Many institutions are requiring students to have computers to take advantage of
Web-accessible classrooms by incorporating ICT courses into their curriculum
(Gunaratne & Lee, 1996; Perry et al., 1998; Shelton et al., 1999; Sutherland &
Stewart, 1999). The advantages of incorporating advanced technologies into
instruction are more efficiently accomplishing new or existing tasks and, preparing
students for the job market as well as enhancing productivity (Albright & Graf, 1992;
Witmer, 1998; Maslin et al., 2008, 2009).

Along with information technology (IT) development, however, is the
increasing numbers of unethical acts have been observed throughout the world
(Mason, 1986). It has been realized that information security is not just a technology
problem (Hassel & Wiedenbeck, 2004). The threats to information security can
influence IT users’ perception and behaviour (Huang et al., 2008). In fact, information
security involves both technology and people, and it is becoming increasingly evident
that “the human factor is the Achilles heel of information security” (Gonzalez &

Sawicka, 2002).

1.3 STATEMENT OF THE PROBLEM

The development of information security remains a difficult process with uncertainty
to protect personal and sensitive information from cyber-attacks. Numerous
sophisticated security methods have been developed, but information security is
declining (Turner et al., 2006). No matter how well designed, security methods rely on
individuals to implement and use them. Technological solutions are important but not
adequate (Rhodes, 2001). The success of security also depends on the effective

behaviour of individuals (Cox et al., 2001; Stanton et al., 2003).



Internet provides students quick access to a large number of information
sources. Students always use Internet not only for their academic purposes but also for
personal purposes such as keeping in touch with their friends via e-mail, chatting, and
blogs. Yet, along with these sources, the Web also contains millions of other Web
sites that are operated by individuals, businesses, advocacy groups, clubs, and so on,
which may offer inaccurate or biased information (Metzgera et al., 2003).

Students may not be aware to protect their computers from security attacks
while they are browsing the Internet and thus lead to illegal access to their personal
information or identity theft. With this proliferation of use, however, information and
computer security are becoming important issues (Chai et al., 2006; Huang et al.,
2008). Therefore, it is essential for a better understanding of IT users’ attitude and
behaviour on what they perceive, why they perceive it, and how they will
subsequently behave in information security (Huang et al., 2008).

However, not much research has been done to explore the behavioural aspects
of students on information security issues generally, while none has been done among
International Islamic University Malaysia (IlUM) students in particular. Thus, the
purpose of this research is to investigate the university student on information security
behaviour and examine factors that influence university student’s behaviour towards

information security using 1HUM students as case study.

1.4 RESEARCH QUESTIONS

This research focuses on factors that influence student’s behaviour towards
information security. The research questions were formulated for the purpose of this
study and answers to these questions will hopefully provide the tentative factors on

university student’s information security behaviour.



There are a number of research questions have been made to guide the study.

The study seeks to answer to the following research questions:

What are the factors that contribute to information security behaviour of
university students?

a. Is there a significant relationship between student’s attitude towards

information security and information security behaviour?

.Is there a significant relationship between subjective norm and

information security behaviour?

. Is there a significant relationship between student’s self-efficacy on

information security and information security behaviour?

.Is there a significant relationship between perceived information

security importance and information security behaviour?

. Is there a significant relationship between year of computer and Internet

experience, and information security behaviour?

. Is there a significant relationship between duration of computer and

Internet use, and information security behaviour?

. Is there a significant relationship between level of computer and Internet

experience, and information security behaviour?

. Is there a significant relationship between level of information security

experience, and information security behaviour?

1.5 RESEARCH OBJECTIVES

The purposes of this research are as follows:



i. To investigate the university student’s behaviour towards information
security.

ii. To examine the factors contributing to information security behaviour.

1.6 RESEARCH MODEL

The research model in this study was adapted from previous study (Ng & Mohammad
Azree, 2005; Chai et al., 2006) which focused on the factors that influence computer
user’s to pay attention and practice computer security. The Figure 1.1 shows the
theoretical model for this study which will later be modified to focus on factors that
are likely to influence university students (as users) towards information security

behaviour.
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Figure 1.1: Research Model
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1.7 RESEARCH HYPOTHESES

The hypotheses of this research are as follows:

H1: Attitude towards information security has positive relationship with
information security behaviour.

H2: Subjective norm has positive relationship with information security
behaviour.

H3: Information security self-efficacy has positive relationship with
information security behaviour.

H4: Perceived information security importance has positive relationship with
information security behaviour.

H5: Year of computer and Internet experience has significant relationship with
information security behaviour.

H6: Duration of computer and Internet use has significant relationship with
information security behaviour.

H7: Level of computer and Internet experience has significant relationship with
information security behaviour.

H8: Level of information security experience has significant relationship with

information security behaviour.

1.8 DEFINITION OF TERMS

The terms repeatedly used in this research are conceptually defined as follows:

18.1

Information Security

This refers to any process, activity, or task that protects the confidentiality, integrity,

and accessibility of information (NIST, 1995; Parker, 1998; Tudor, 2002).



1.8.2 Information Security Behaviour
Behaviour can be defined as an individual's observable response in a given situation
with respect to a given target (Ajzen, 1985). Information security behaviour is a user’s

behaviour in protecting computer from virus attacks or security breaches.

1.8.3 Attitude
Attitude is an individual’s positive or negative evaluation of self-performance of the
particular behaviour (Ajzen, 1985). In this study, it refers to a computer user

responding positively or negatively towards information security.

1.8.4 Subjective Norm

Subjective norm is an individual's perception of the social pressure to perform or not
to perform the behaviour under consideration (Ng & Mohammad Azree, 2005). With
respect to security functionality, this relates to a person being influenced base on
assumption of what others believe with respect to how he or she should behave

towards information security.

1.8.5 Information Security Self-efficacy

Self-efficacy is an individual’s self-confidence in his ability to perform behaviour
(Bandura, 1997). For this study, information security self-efficacy refers to an
individuals® judgment of their capabilities or skills performing information security

behaviour.
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