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ABSTRACT

In Trojan-horse attack, settings of phase modulators inside Quantum Key Distribution
(QKD) system are read by external interrogating light pulses, without interacting with
quantum states and without raising security alarms. This thesis experimentally
demonstrate two methods of eavesdropping onto a QKD system using Trojan horse
attack, which eliminate the need of immediate interaction with transmitted quantum
states. First, a strategy is proposed to gain the different four phase states of Alice’s or
Bob’s phase modulator, depending on parameters of the interrogating pulse and
apparatus. Second, an experimental setup is proposed to achieve the visibility
interference for the eavesdropper and whether it matches with the QKD system
visibility interference. Furthermore, the visibility interference will alert the
eavesdropper whether it exceeded the QBER threshold of the QKD system to alert its
presence. If it didn’t exceed the threshold, the QKD system will use the transmitted
qubit to generate the key for encrypting the data, while unknowingly it been obtained
by the eavesdropper to decrypt the data. The Trojan horse attack proved to be a
terrifying eavesdropping strategy that will gain information about the key without the
exceeding the QBER threshold. It is also observed such attack could be implemented
with the current level of technology and overcome the security proof, however it can
be stopped with technical counter measures.
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CHAPTER 1

INTRODUCTION

1.1 INTRODUCTION

Secure classical cryptosystems have been tested over the past few decades and
sufficient work has been done to implement them for secure communication.
Although RSA, DES, and ECC cryptosystems are in use, some groups claim that it
has been proven theoretically that each of these systems can be hacked. Some of these
algorithms are secure in terms of computational power, which is restricted by the
capabilities of present hardware. However, if the message is tapped and stored, maybe
with the rise of new technologies those messages will be decrypted with sufficient
computational power. Nevertheless, with quantum cryptography, decryption of the
quantum key is not possible so far. Because quantum cryptography utilizes the
principles of quantum mechanics to devise a cryptosystem to generate random strings
of qubits that can be used as key to encrypt and decrypt messages transmitted between
two parties.

The most important feature of quantum cryptography is the ability to detect
whether a third party is trying to intercept the key. As quantum bits cannot be copied,
if the sender sends qubits to the receiver and an eavesdropper tries to gain knowledge
of the key, then the eavesdropper has to corrupt the qubits during measurement,
according to quantum mechanics.

Another difference between classical and quantum cryptography is that in
quantum cryptography the transmission of the qubits is continuous because qubits

cannot be copied and stored. In contrast, in classical cryptography the encrypted



message does not need to be continuous. It can be stored and transmitted in parts or in
any desired way, which may not be true for quantum cryptography.

In principle, the security of QKD has been proven against many eavesdropping
strategies provided that the eavesdropper’s capabilities are not limited by the current
level of technology (Biham, Boyer, Oscar Boykin, Mor, & Roychowdhury, 2000;
Huttner & Ekert, 1994; Mayers & Yao, 1998). Furthermore, the QKD system has been
proven against eavesdroppers attack that interact with quantum states transmitted in
the communication line for an idealized model of equipment with certain non-
idealities of components (laser source because it produce multiphotons instead of
single photon & detectors because of its low efficiency) (Liitkenhaus, 1999; Inamori,
Liitkenhaus, & Mayers, 2001; Gottesman, Lo, Liitkenhaus, & Preskill, 2004).
However, security against eavesdropping attacks that use non-idealities of optical and
electro-optical components in real setups has not been included into the security proof.

Nevertheless, every assumption in a security proof should be explicitly written
down and examined. In fact, a number of theoretical eavesdropping attacks have
recently been proposed. This thesis will demonstrate experimentally one of those
proposed attacks based on the exploitation of the loss of the reflective optical
components. This type of attack is not restricted to one particular QKD protocol or
scheme since it can allow the eavesdropper to access to the system from outside,
through a common optical channel connecting to the sender and the receiver, resulting
in gaining the information key without disturbing the system. Hence, this thesis is

devoted to how much information the eavesdropper will gain using this type of attack.



1.2 BACKGROUND

Since ancient times, people have sought ways of communicating information relevant
to the needs of diplomacy, trade, and military affairs that would ensure the
preservation of secret information from third parties.To achieve this, various kinds of
coding information need to be applied. These methods provided secrecy of
information to some extent, but none of them gave absolute protection. In 1918,
Gilbert Vernam proposed a simple “one-time pad” cipher where each symbol of the
message was added modulo alphabet size with a symbol of a random secret key to
form a ciphertext; on the receiving end, the same operation was used to extract the
message (Vernam, 1926). In 1949, Claude Shannon mathematically proved that the
security of this cipher was perfect provided the key material was never reused
(Shannon, 1949). The perfect security of this cryptosystem exists only on condition
that:

1. The key is completely random

2. Itis as long as the message itself

3. Itis used only once for one single message.

Therefore, before conveying any secret message, it is necessary first to transmit
it on a channel which is very well protected from unauthorized access, and it must be
of the same length as the message containing the key. Such a system is inconvenient
to use, and expensive.

In 1976, Whitfield Diffie and Martin Hellman, proposed the principle of public
key cryptography. The idea was to use two different keys — one key for encryption and
the other one for decryption. The encryption key is supposed to be spread as widely as
possible and does not have to be hidden from any eavesdropper. That is why this key

is called “public”. In contrast, the decryption key, called the “private” key, has to be



held by the receiving party in secret and must not be spread, otherwise an
eavesdropper will be able to decipher the messages. These two keys must be
connected by the means of a one-way function, which will make it easy to compute
the public key from the private one, but which will make it extremely hard to do the
reverse calculation. Although this principle was invented in 1976, no one at this time
knew the one-way function to fulfill these requirements. However, in 1978 Ronald
Rivest, Adi Shamir and Leonard Adleman succeeded in finding such a function, which
was then implemented in an algorithm known as RSA (Sing, 1999). The security of
RSA is actually based on the factorization of large integers to achieve the one-way
function. However, it is easy to do the calculation in the difficult direction provided
that you have some additional information of the factored integer. Moreover, systems
with the public key can lose their effectiveness with the advent of light quantum
computers, which have already been developed for rapid factorization algorithms.

Therefore, there is a need for cryptographic systems based on other principles.

The work "Conjugate coding" (Wiesne, 1983), which was first noticed by only
a few and was not even published, was the beginning of a new direction in
cryptographic science - quantum cryptography. By using the laws of quantum
mechanics, it has become possible to communicate between two or more parties using
a secret key that satisfies all the requirements for the cipher pad, which provide
secrecy of the information. In 1984, Bennett and Brassard patented the first protocol
for the exchange of quantum cryptographic systems, known as BB84 (Bennett &
Brassard, 1984). Since then, interest in quantum cryptography has started to grow very
rapidly in the world, and to date a great number of studies have been conducted
involving a variety of aspects (example: Quantum memory, Quantum repeaters,

Teleportation)



According to the wording of the authors of BB84, quantum cryptography is a
system by which two users, who share no secret information. Initially: 1) exchange a
random quantum transmission, consisting of very faint flashes of polarized light. 2) by
subsequent public discussion of the sent and received versions of this transmission
estimate the extent of eavesdropping that might have taken place on it, and finally 3) if
this estimate is small enough, distill from the sent and received versions a smaller
body of shared random information, which is certifiably secret in the sense that any
third party’s expected information on it is an exponentially small fraction of one bit

(Bennett C. , Bessette, Brassard, Salvail, & Smolin, 1992).

In quantum cryptography, the sender, commonly called Alice, transmits a
sequence of photons to the receiver, commonly called Bob, while the person
conducting unauthorized access (eavesdropping) is known as "Eve". The Thesis will

not deviate from these norms and preserve this terminology in the present work.

1.3 PROBLEM STATEMENT

The principles of quantum mechanics are applied by the quantum cryptosystem to
establish a secure key rate. However, relying on the law of quantum physics does not
give the QKD system absolute security even with non-ideal components. Moreover,
attacking those non-ideal components (i.e.: Phase Modulator) can give the
eavesdropper information about the secret key. Since the key rate uses the phase
modulator to generate quantum states to represent the bit values 0 & 1, which is called
the qubit, the eavesdropper can focus her attack on that particular component to gain
information about the key without interacting with the transmitted quantum state to

disclose her presence.



1.4 SCOPE OF RESEARCH

The scope of this thesis is to show the full potential of attacking non-ideal components
(i.e.: Phase Modulator) and its end result other than intercepting the transmitted
quantum states, since most of the work conducted on this type of attack has been
theoretical in nature (Chapter 2 will review most of the those works). The proposed
experimental setup is going to increase the eavesdropper’s information gain about the
secret key by up to 90% and the QBER inflected by the attack will not exceed the
threshold to disclose her presence. Furthermore, modifications to the proposed
experimental set-up will gain the eavesdropper the different four phase shifts, since
most QKD systems depend on the phase modulator to generate the BB84 protocol

states.

1.5 RESEARCH OBJECTIVES

The objectives of this research can be achieved by acting as an eavesdropper to find a
way to gain information about the secret key and then suggest an appropriate solution
to counter the eavesdropping strategy. This can be achieved by the following:

1. To design an eavesdropper optical setup to gain information about the
two-quantum bit of the QKD system through visibility interference this
will also detect the phase drift in the system if it occurs. This will be one
of the main contributions of this thesis as the new modification is expected
to perform much more efficiently than its predecessors.

2. To develop a strategy to gain the four different phase states as a result of
eavesdropping since the phase modulator is applied in the BB84 protocol.

This will be the other main contribution of this thesis as the new



modification is expected to perform much more efficiently than its
predecessors.

3. To study the effect of the Trojan horse attack on the Quantum Bit Error
(QBER) and to ascertain whether the information gained about the key is

reliable or not (Fidelity).

1.6 Research Methodology

This research is conducted by looking at the QKD system from eavesdropper
prospective to help the security analyst to counter such attack. An experimental optical
set-up has been constructed for the transmission and receiver of the quantum key
distribution (QKD) system and an experimental setup for eavesdropping onto the
QKD system. Quantum cryptography is reliable for detecting an eavesdropper if the
attack is focused on the quantum states but has few drawbacks in its optical set-up.
The optical set-up for the transmission and the receiver was constructed using optical
fiber, a phase modulator, laser source, Faraday mirror, beam splitter, coupler, polarizer
and two photon counting detectors and an unbalanced Mach-Zehnder interferometer.
Meanwhile, the eavesdropper optical set-up used a coupler, OTDR, laser source, two
Photon Counting Detectors, a delay line and a Michelson interferometer to eavesdrop
on the QKD system.

Most of the work concentrated on the eavesdropping onto the QKD system.
However, some time had to be spend in constructing a QKD optical set-up to achieve
eavesdropping onto a practical system. To compare the visibility interference of the
QKD system with the eavesdropper and to compute its Quantum Bit Error to establish

whether 1t had reached the threshold because of the attack or disclosed the



eavesdropper’s presence. Certain problems were anticipated either from the optical

setup or electric-optical components but were handled accordingly.

1.6.1 Procedure

In order to prove the hypothesis of this study, the following procedures are taken:

1.

Develop a clear understanding of Quantum Communication to show how
it can be used in an effective way to meet the objectives.

Investigate the previous work applied to the development of the QKD
system and eavesdropping strategies.

Implement a QKD optical setup that uses the BB84 protocol.

Design an efficient and effective Trojan horse eavesdropping optical set-
up that will measure the characteristics of the reflected pulses and

determine the different states of the QKD system.

1.6.2 Data Collection and Treatment

At the end of each experiment, the data that has been registered earlier from the attack

will be processed to compute its validity. Since there are two processes for this attack,

they will be evaluated separately:

1.

The First process is to evaluate the different four phase states as a result of
eavesdropping into the QKD system to achieve the four states in the
BB84 protocol and compare it with the obtained phase shift in the
literature review

The Second process is to evaluate the eavesdropping by comparing the

visibility interference of the QKD optical set-up with the eavesdropper and



whether the QBER of the QKD system exceeded the threshold because of
the attack.
These steps will aid in proving the hypothesis, and then those values can be

plotted using Origin Pro for further interpretation.

1.7 THESIS ORGANIZATION

This thesis is divided into six chapters. The first chapter, which is the introductory
chapter, includes a history and some of the principles of quantum cryptography, the
problem statement, objectives, and the research methodology. This chapter provides
an in-depth review required to comprehend the concept of quantum cryptography.
The literature review is presented in the second chapter in which previous work in the
area and its successes will be highlighted. This leads to the third chapter, where we
present the security of the best-known protocol, and we compare the performance of
quantum cryptography systems implementing these protocols with practical
components. The concepts and analysis presented in this chapter and the previous one
will be useful for the rest of the thesis. Chapter four caters for the parameters of the
Trojan horse attack and proposes the experimental setup and its strategies, whether it
will have some effect on the photonic qubit and how the eavesdropper will gain
information. In the next chapter, chapter five, we present the obtained results and
present their critical analysis. The final chapter includes the conclusion and

recommendations for future research.



CHAPTER 2

LITERATURE REVIEW

2.1 INTRODUCTION

This chapter will highlight the works related to non-quantum interaction attacks and
Trojan horse attack, which is the focus of this thesis. However, only two groups have
indicated the significance of the Trojan horse attack and its potential but it had some
limitations which will also be highlighted. This chapter will go through the current
technology has reached in QKD system. This chapter will introduce the concept of
BB84 protocol used in QKD systems, which the attack will focus on. Then it describes
the concept of QKD over optical fiber and the difference between the one-way and the

two-way system.

2.2 QUANTUM KEY DISTRIBUTION SYSTEM

Quantum cryptography uses quantum states, such as polarizations of single photons,
to transmit bits of information. It is impossible to make a perfect copy of an unknown
quantum state (Wootters & Zurek, 1982) which prevents an eavesdropper from
measuring it accurately. There are many photon pairs polarization with the
characteristic, which cannot be precisely measured at the same time, for instance,
horizontal and vertical states, diagonal and angular states and left and right circular.
The unique characteristics of quantum states inspired Wiesner, in 1983, who proposed
using quantum states as a protection mechanism against counterfeit money. He gave

the idea that it will be impossible to forge money physically using conventional way
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