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ABSTRACT

With an always changing technological world, the advancement of inexpensive and
basic Wireless Sensor Network (WSN) devices can possibly replace many different
technologies for low energy consumption and low data rate environmental monitoring,
smart homes and security applications. Radio frequency devices have the characteristic
of reporting their signal level through radio signal strength indicator (RSSI). In this
dissertation, changes in RSSI levels of IEEE 802.15.4 transceivers are used as indicators
of the presence of an individual in indoor environment. Furthermore, with the proposed
scheme, the idea of determining the identity of a particular individual by the increase of
the number of devices that send their RSSI levels is introduced. To prove the concept
of utilizing radiometric fingerprinting for human identification in indoor condition, raw
RSSI data is processed first using filters to remove out of range data. Then statistical
profiles are created from all the participating vertically aligned transmitters and
associated with each human individual using the indoor space. Then a matching
decision is determined after the newly generated statistical profiles are then compared
with pre-stored statistical profiles (e.g., RSSI samples of same size referred to a
radiometric signatures in this dissertation) in the database and a decision of matching
or mismatching is given in view of RMSE threshold. To test the newly developed
methodology, sets of tests were performed on total of 27 subjects for 4 predetermined
static positions in Communications Protocols Laboratory in Block E-2, Kulliyyah of
Engineering. The scheme was tested for two groups that emulate members of family
and office groups in addition to testing based on the position of the subject in relation
to the link. The outcomes demonstrated a sensitivity and specificity of 100% for a
family testing group of 4 members and 5 members office group. On account of testing
the best positions for subjects that gives the best performance, sitting positions showed
better performance with 100% accuracy for both in-link and out-of-link positions for a
resolution of 7 transmitters using the optimum decidability model. While for standing
positions, the in-link position achieved 0% false positive alarms for both models and
only 2.4% false negative alarms using optimum decidability model and 3.6% false
negatives for the in-order of heights model. Such performance, uncovers the capability
of the proposed radiometric scheme in security and home automation applications
where real-time identification of occupant is a demand. Likewise, this work is an
important step in empowering non-invasive recognition systems that make sensor
networks more widely accepted.
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CHAPTER ONE
1 INTRODUCTION

1.1 OVERVIEW

Human identification is a public concern all over the time. The current advances in
technologies and automated systems that rely on recognizing the user to operate have
opened new challenges regarding feasibility and cost effectiveness of human
identification systems. Technologies such as radio frequency identification and
wireless sensor networks encourage the discovery and identification of items that are
not viably recognizable by utilizing customary sensor advancements. Ubiquitous
facilities have been an achievement in dealing with tackling real world’s issues (Juels,
2006; Xie et al., 2014). Radio frequency identification innovation has been utilized for
multiple applications which incorporate logistic applications, toll system applications,
E-ticketing applications, Healthcare applications and Security and identification
systems (Wu et al., 2009).

RF likewise is utilized as a part of Identification and recognition techniques
exploiting some of its unique attributes, this is called Radiometric Signature or RF
fingerprinting. A Radiometric Signature is a system where properties of the signal are
extracted and used to differentiate between the sources of these signals in light of the
variation and change of these properties (Polak & Goeckel, 2011).

Radiometric Signature techniques are for the most part classified either based on
their transmission channel characteristics. Radio Signal Strength Indicator (RSSI) and
change of Multi path correlation are systems utilized for RF fingerprinting and they all
under channel characteristics classification. The other recognition approach is built on

exploiting hardware imperfection characteristic of every device where it is found that



there are no two devices are identical and have exactly the very same hardware
architecture (Kennedy et al, 2008). In this dissertation, the first technique will be
utilized which is using RSSI in Radiometric Signature. The choice of RSSI for human
detection and recognition is valid because it satisfies these conditions:

e Universality: it indicates that each person in group tested should have his
/her specific own characteristics e.g. Height, weight gait and the moving
and walking style which accordingly will influence the readings of RSSI.

e Uniqueness: that the mentioned unique characteristics have to be unique
and different enough to be measured, classified and then two persons
distinguished accordingly.

e Permanence: The characteristics use for recognition should be stable or
stable enough and not significantly changes with time and environment. In
the case of RSSI the change with environment actually is the case, however
the tests will be performed indoors so there will be no main change in
environment condition.

e  Collectability: The distinctive criteria can be measured in quantity (RSSI
measured in dB).

e Performance: The accuracy of the system or scheme where the system
should have high accuracy considering the working environment.

e Acceptability: People who are using this system are willing to accept it
operating in their environment without being a source of discomfort.

e Circumvention: It refers to the fact if the system can be fooled or deceived
by some techniques which may led to system failing to produce the desired

output (Schuckers, 2001 and Rahultech, 2010).



RSSI Radiometric Signature method was chosen to be applied because RSSI
readings have the requirement that any identification metric should have as in Figure

1.1. Itisunique, universal, can be measured and easy to use.

Acceptability

@ Parameters Q

Figure 1.1Basic Criteria for Human Identification System (Rahultech, 2010)

When a connection starts there will be an exchange of messages between
transmitter and a receiver, by analysing RSSI variations, the system can predict the
change in the surrounding environment, based on humans entering or leaving the area
where this communication system is built. The suggested technique is mainly based on
the fact that the presence of objects between the two ends of the connection will produce
a shadowing effect. RSSI usually fluctuates by the change of environments by
increasing or decreasing in level compared to a mean value. However, RSSI fluctuation
over a given time is highly influenced by the presence of a human body. When the

room is empty the value of RSSI will be almost constant.



For a limited set of individuals, they will vary in their height, weight and body
gait, this will result in variation of the medium that the signal moves through while
crossing the human body. Accordingly with installing nodes at different heights the
measurements of RSSI levels will defer from an individual to another (Mitchell & Chen,

2014).

1.2 PROBLEM STATEMENT AND ITS SIGNIFICANCE

Human detection, recognition and identification is one of the most needed technologies
in our daily life. Security, home automation and medical monitoring systems are known
applications based on human detection techniques. Nonetheless, most of the current
commonly used human detection systems are known to be costly, hard to operate, bulky
and most of the time require a specific action from the user such as iris recognition and
finger prints systems. Users for tag based identification system need to wear tag to
identify them among others, however, the presence of new person to the environment
who is not wearing tag cannot be recognized by such systems besides the inconvenience
of the need to wear a tag all the time to be identified. Moreover, users of camera based
identification systems, view these systems as invasive to their privacy and could be
utilized to gather more information than just the information needed for user
identification. Camera based identification systems present another drawback related
to the relatively high bandwidth needed for these devices to function properly. The
proposed system which is based on radiometric fingerprinting will be non-invasive and
passive, so it will not bring and inconvenience of carrying objects and it will not
interfere with users’ daily activity.

In view of all these concerns, the proposed method in this research work is able

to detect any human presence and to compare the change of the current signal to the



previously logged signals. The suggested system utilizes RF technology characteristics
to fulfil its planned objective. Because radio frequency systems are cheap, easy to use
and provide accurate identification wirelessly, the suggested scheme is economical, has
low power consumption, quick response, easy to use, with low cost for maintenance.
In the recent years many researches have been done in the field of using
radiometric signature in human detection, however there are still many open issues
related to the accuracy and performance of similar systems to be investigated.
Furthermore, none has attempted to use such radiometric signatures in human

identification yet.

1.3 RESEARCH OBJECTIVES

The primary objective of this research work is to produce a human identification scheme
for indoor environments using RF radiometric fingerprinting. The specific objectives
may be detailed as follows:

1. To develop an offline training phase to collect and record RF signatures for a
limited set of individuals in a contained indoor environment (e.g., home, office,
or laboratory).

2. Todevelop an online identification algorithm for the RF signature profile under
examination by comparing it to the limited set of profiles available in the
database and to produce a matching score.

3. To verify the results against several human samples from students (male/female)

and children by producing a false alarm statistics.



1.4 OPEN ISSUES

Based on the reviewing of the works done in the field of Human identification using

Radio frequency fingerprinting, it is completely clear that the accuracy of systems using

RSSI as mean for detecting people is still an open issue. However there are other open

issues that can be summarized in these points:

Sensing noise: Noise power which is generated by the presence of big
objects other than the study sample (human) in the environment of sensing
can affect the quality of the system due to diffraction and scattering which
will cause the signal to be distorted. Basically, the presented approach
overcomes these obstacles utilizing Alpha trimmed filters.

Environmental variations: the rapid variation in environment condition can
cause the readings to change in disproportional way of the parameter to be
measured. This issue will be tackled by limiting he scheme to indoor
environment.

Similarity to background signal: It is quite clear that extracting the human
body’s physical properties from the properties of background is not an easy
task, however it still the core task in human-sensing. This separating of
properties is almost impossible task in outdoor environments. Hence, the
proposed scheme makes use of multiple sensors to detect the change is
signal.

Appearance variability and unpredictability: human bodies are different
in their height, weight and mass to height distribution. Although these
characteristics can be determining factors in the case of RSSI, the change

of appearance can be an obstacle while trying to recognize a person wearing



heavy clothes in winter and relate these characteristics to same person with
light clothes in summer.

e Active deception: In advanced systems especially for military applications,
it is important to put in consideration the possibility of attack like jamming
signals, where the system is deceived or fooled.

e Human-sensing purposes: the use of human sensing can be for many
purposes, these purposes are: Presence, Counting, Location-detection, or
localization, Tracking and identification.

e Power Efficiency management strategies: these systems are implemented
to be running for continuous, long time so it should be designed power
efficient.

e  Modulation schemes: to reduce power consumption and for usability some
modulation schemes are needed, they can be baseband or passbhand
modulation technique.

e Sensor Node Architecture, link-layer topology and routing algorithm: the
design of the node and the topology also the routing algorithm can be used

to increase the accuracy and lower the power consumption of the system.

1.5 SCOPE

In this proposed scheme, the design was based on using channel characteristics only as
mean of radiometric signatures, the use of other radiometric techniques is out of the
scope of this research.

Sensing noise effect, nodes distribution, filtering techniques and sampling size

variation were used to produce radiometric signature scheme in indoor environments.



