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ABSTRACT
The design and development of a pressure semsor based typing biometrics
authentication system (BAS) is discussed in this thesis. The dynamic keystroke,
represented by its time duration (latency) and force, generates a waveform, which
when concatenated results in a pattem for the typed password, Each user types the
characters that constitute the password at different speeds and with different forces
applied. BAS employs special force sensors to measure the exact amount of force a
user exerts while typing. The biometric authentication information acquired by the
DAQ consists of an array of two columns, one for the force and the other for the time
duration denoted as “latency”, the combination of both information are used for the
biometric analysis and identification of the user. The design of the BAS is in two.
stages, whereby the hardware comprising the pressure sensor and the associated data
acquisition system (DAS) is first implemented, the design of DAS has been
implemented with LabVIEW sofiware where several data preprocessing techniques
have been used to improve the quality of the acquired waveforms. The second stage
involves the classifier used for authentication; classifiers are implemented to measure
the user typing biometrics. This thesis discusses a new data classifier technique based
on Autoregressive model of the keystroke signal, AR classifier has been used due to
the random nature of pressure-based keystroke biometrics, the modeling algorithm has
been developed using MATLAB Tool box and found to produce reliable results. An
experiment has been conducted to show the validity of the overall BAS performance.
As conventional biometric password authentication systems only atilize the latency
information for the users, the biometric information acquired by BAS has proved to be

more accurate in measuring the actual biometrics of the keystroke action.
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CHAPTER 1

INTRODUCTION

1.1 Definition of Biometrics

The term "Biometrics" has been used to refer to the emerging field of technology
devoted to the identification of individuals using biological traits, such as those based
on retinal or iris scanning, {ingerprints and face recognition. In the strictest sense,
biometrics refers to the application of a statistical analysis of biological data and
phenomena. The security community, however, widely uses the term to describe

technologies for personal identity verification.

Typing biometrics is the analysis of a user’s keystroke patterns. Each user has a
unique way of typing on keyboard when entering a password; for example, each user

types the characters that constitute the password at different speeds.

Authentication techniques fall into three main categories. The first requires that the
user possesses an object, for example, smart cards and magnetic-strip cards. The
second entails that the user supplies specific information or answers certain questions,
the normal passwords like PIN “Personal Identification Number” fall under this
category. The third requires that the authentication device measures physical
characteristic of the person being verified. These techniques include biometrical
mechanisms such as face recognition, fingerprints, voiceprints, retina scans, keystroke

patterns, and signatures.



Biometric devices fall into two categories: those that use physical characteristics, such
as fingerprints and hand geometry, and those that use behavioral characteristics, such

as signature dynamics and keystroke dynamics.

All authentication devices share the principal goal of preventing the two main types of
erTors:

Type I: Failing to correctly identify a legitimate user.

Type II: Allowing access to an intruder.

Also, they all aim to avoid placing any extra burden on the users and provide
authentication at a reasonable cost. Each category has strengths and weaknesses.
Authentication devices that require possession of an object provide a high level of
security. However, they are susceptible to loss or theft; for example, magnetic-strip

cards can be copied relatively cheaply.

Authentication devices that require users to supply specific information are the
cheapest and the most widely used. However, they are extremely vulnerable to trial-
and-error attacks, because users normally have difficulty choosing passwords that are
memorable but difficult to guess. For example, the infamous Internet worm of 1989
(Eugene H 1989) used a wide-spread password dictionary to compromise the security

of many network sites.

Because devices that measure a physical characteristic, that is, biometric techniques
use authentication information that cannot be forgotten or stolen, they seem to provide

a very attractive solution. However, their inability to eliminate Type I and Type 11



Typing biometrics involves the analysis of users’ dynamic keystroke patterns, There
are many techniques used to treat, analyze and associate users with their distinct
typing biometrics, such techniques are called classifiers. In this thesis a new algorithm

is suggested based on AR-Signal modeling of users’ pressure templates.

The biometric reinforcement in BAS is transparent and indiscernible to the users while
they are entering the normal authentication information (user ID and password); this
methodology helps prevent the two main types of authentication errors: not giving
access to legitimate users and giving access to impostors (W. G. de Ru et al. 1993,

1997; D.L. Jobusch 1989).

1.3 BAS System for Authentication

The hardware setup of a Biometric Keystroke Authentication System (BAS) is
discussed in the fourth chapter; the development of BAS required careful study to the
dynamics of keystroke typing so as to identify the important parameters that constitute
a convenient pattern or dynamic keystroke for users. These parameters are identified
as the following:

1) The time interval between successive keystroke actions (keystroke latency).

2) The amount of force he exerts on each keystroke (F).

The application of force (F) over duration of time (A t) constitutes a pattern which can

be recognized as the typing-template for a sequence of keys pressed.

In our system design, when a new user requests to register a new ID and password to

the computer system, or when an existing user’s password is to expire, the access-



control system asks the user to type in the user ID and a new password. The system
then asks the user to reenter the password several times (10-20) to train his password

and improve his keystroke pattern; each trial is saved to a file in the database.

Each new user has an individual folder in database which includes his ID, password
and keystroke templates for all the trials he attempted. The system administrator uses

these information to compute a typing template for user authentication.

The typing template (keystroke template/pattern) consists of model for pressure

template and the keystroke latencies facilitating the use of two keystroke verifiers.

Using two keystroke verifiers enhance the effectiveness of BAS authentication. Two

classifiers are modeled for each biometric verifier (force-latency).

On subsequent attempts to access the system, the user goes through the normal
password-authentication procedure that is, entering the user ID and the password. The
BAS system creates the keystroke pattern based on the user ID and password that has
just been entered; it then compares this keystroke pattern with the pattern saved in
database for that user. If the password and typing template match those in the system’s

database, the system grants access to the user.

If the password does not match, the normal password-authentication mechanism will
reject the user or ask the user to reenter the password again. If the password does
match, the biometrics component will provide a supporting recommendation which

verifies that the user is legitimate. If the user ID and password are correct, but the new



typing template does not match the reference template, the security system has several
options which can be devised according to the specific use of the system. A typical
scenario might be that the BAS advises a security or network administrator that the
typing pattern for a user ID and password is not what the system expected it to be and
that a security breach might be possible. The security administrator then closely

monitors the session to ensure that the user does nothing he or she is not authorized to

do.

Another typical situation can occur with users of Automatic Teller Machines (ATM);
if the user’s pattern doesn’t match with the reference template in the database, a

restriction can be placed on the amount of money he can withdraw on that occasion.

Some important features of the system hardware were considered in the design and
implementation of BAS, these features are:
1. Hardware sctup should be compact and should avoid being overly
sophistication and bulky.
2. All external hardware should be powered up from the CPU unit and no

external power sources should be used.

The hardware components used to construct BAS were the following: Alphanumeric
keyboard embedded with Force sensors to measure the pressure while typing, Data
Acquisition System (DAS) which includes the Sensor Drive circuit (amplification of
signal and filtering), DAQ hardware which includes PCI card and BNC connector for

system integration with PC.



1.4 Problem Statement

The design problem of this research work was to develop a biometric authentication

system (BAS) with the following main components:

Pressure-based electronic keyboard.

Encoder for the keyboard (running on Windows).
(Pressure) data capture system.

Classifier module to correctly classify the data.

User interface.

The complete BAS should recognize a user based on typing characteristics.

Measurable characteristics include:

1.

Time between keystrokes (latency)

2. Amount of pressure on each key.

1.5 Research Methodology

In achieving the objectives of this research, the following procedures are considered:

1.

Design and development of alphanumeric electronic keyboard with additional
pressure sensors. Force sensors were used to measure the amount of force
applied when typing, the sensors selected for this task were FLexiForce
sensors. These sensors are fixed underneath selected keys on the alphanumeric
keyboard.

Design and development of a data capture module. The data capture module
was designed with LabVIEW to integrate both hardware and software

platforms of BAS. When compared with other system integration software,



LabVIEW facilitates professional system development with high-end and
sophisticated instrumentation. It provides seamless integration with
measurement hardware to facilitate rapid data acquisition and analysis,
instrument control, and data presentation.

3. Research and development of a suitable DATA classifier. A new data
classification methodology using AR-Burg modeling approach was developed.
The algorithms were developed in MATLAB, the classifier was written in
LabVIEW using the MATLAB script node function.

4. Graphical user interface (GUI) design and development. System GUI was
developed in parallel with the software platform of BAS.

5. Overall System integration.

6. Overall System testing. Test the performance of BAS from both hardware and

software aspects. Also tested was the AR-Burg data classifier,

1.6 Thesis OQutline

This thesis consists of seven chapters; the following points give a brief description of

their contents:

1. In Chapter two a review of current typing-biometric systems is discussed and

contrasted to the newly developed BAS system.

2. Chapter three discusses the AR-Burg methodology for data classification and
authentication. The chapter briefly explains the theory of stochastic signal

modeling using the AR “auto-regressive” technique.





