INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA

A COMPARATIVE LEGAL STUDY ON
BANKING CONFIDENTIALITY

BY

SARABDEEN JAWAHITHA

A DISSERTATION SUBMITTED IN PARTIAL
FULFILMENT OF THE REQUIREMENT FOR THE
DEGREE OF MASTER OF COMPARATIVE LAWS

KULLIYYAH OF LAWS
INTERNATIONAL ISLAMIC UNIVERSITY
MALAYSIA

JULY 1999



ABSTRACT OF THE DISSERTATION

Banking confidentiality is a very important element in banking law. Without the
assurance of this principle the banking business will face a major set back. Even if this is
very much understood by every one, practically it seems impossible to guarantee banking
confidentiality in totality. This is due to the reason that it will induce or at least facilitate
criminal activities. Banking confidentiality in Islamic figh (law) has no direct principles,
therefore indirect principle need to be considered to justify the application of banking
confidentiality since this issue cannot be ignored if the Islamic banking system is to be
practiced successfully.

The dissertation considered the necessity of banking confidentiality in general and its
application in international trade. It elaborated how would it be possible to maintain
confidentiality in Internet banking. Since it is alleged that money laundering is facilitated
by banking confidentiality, discussion also touched on the measures taken by various
countries to combat this offence. In respect of Islamic aspect on banking confidentiality
the application of this principle was focused.

Accordingly Chapters 2, 3, 4 and 5 discussed the application and restriction of banking
confidentiality in various situations and its related offence of money laundering under the
common law and statutes, whereas Chapter 6 discussed on the Islamic law regarding this
principle.

In conclusion, the author emphasised the need to balance the individual right to banking
confidentiality and public right of disclosure of banking confidentiality.
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CHAPTER 1

INTRODUCTION

1.1 STATEMENT OF PROBLEM

Banking confidentiality is a cardinal principle under banking law’. The very relationship
between the banker and customer is based on this principle of confidentiality. Every legal
system recognises its importance but fails to address the issue in a comprehensive manner
so that the interest can be protected by legal enforcement. Except the Philippines,
Switzerland and Luxembourg and few other countries, most of the countries do not ensure
complete confidentiality and have limited its application by specifically enacting laws® to
compel the financial institutions to disclose the transactions conducted by certain persons

under certain circumstances.

The Malaysian legislation following the common law as well as UK statutes has enacted
provisions on banking confidentiality under Banking and Financial Institutions Act, 1989
(BAFIA). These provisions are such in nature that they create doubts as to the very
existence of banking confidentiality owing to the many restrictions on the exercise of
banking confidentiality. The Malaysian Constitution does not provide any right to
privacy; therefore, the legislature can enact any law defying the principle - of

confidentiality without any threat of challenge.

! Campbell, D. (ed.), International Bank Secrecy, Sweet & Maxwell, London, 1992, p. 268.
2 Examples are USA Bank Records and Foreign Transaction Act 1970, and sections 97-102 of
Malaysian Banking and Financial Institutions Act 1989.



With the development of new technology, particularly with the introduction of Internet
banking in recent years, the banks are able to provide quality services to the customers.
The threat to confidentiality looms large both within the electronic system and from
outside. The main concern in this system is guaranteeing banking confidentiality. Thus
the main threat is posed both by the government enforcement agencies and also by those

who trespass into the system.

The globalisation of world market has put a new demand on the banking confidentiality.
The bank is an important component in international trade. Besides efficiency it is
required to act sincerely and maintain banking confidentiality. Despite the existence of
legislation that compels the banks in certain situations to disclose the financial dealings of

customers, the banks are generally struggling to maintain its duty.

It is true that banking confidentiality must be maintained in order to protect the financial
right of an individual. But equally it is important that the financial institutions must
cooperate with the authorities to detect certain criminals such as money launderers. In this
instance, the banking confidentiality should pave way, otherwise, it will facilitate further

commission of such offence.



Banking as it operates in the West was unknown under Islamic system until recently®. But
emergence of Islamic banking in many Muslim countries including Malaysia has brought
banking confidentiality in sharp focus. Even if there is no literature on the issue, by
considering certain principles of Islamic law, it is possible to derive rules on banking

confidentiality.

1.2 HYPOTHESIS

This work is a modest attempt to consider the following issues:

1. The duty of banking confidentiality in common law as well as under statutes specially

the Banking and Financial Institutions Act and other related statutes of Malaysia.

2. The extent of banking confidentiality in international trade and how it can be

maintained.

3. Associated with banking confidentiality is the practice of money laundering indulged
in by certain customers. The evil has to be eradicated even at the cost of

confidentiality.

4. Islamic Banking Act of Malaysia and the need for its modification in order to be in

harmony with BAFIA so that any misinterpretation can be avoided.

* According to Haron, S. Islamic Banking System: Concepts & Application, Pelanduk Publication,
Kuala Lumpur, 1997, p. 7 the establishment of the Mit Ghamr Local Saving Bank in 1963 is the milestone



1.3 CONCEPT

There is no comprehensive definition on confidentiality or secrecy. However, Dictionary
of Banking defines confidentiality or secrecy as “the withholding of information from

persons not authorised to receive it.”

The principle of confidentiality is justified on the grounds of property rights, economic
consideration and commercial ethics’. The appeal to property right is commonly
associated with the argument that an inventor or author is entitled to the fruits of his
work®. Economic consideration is justified to encourage and reward innovation and effort.
Confidentiality in banking is commonly justified by considering commercial ethics’. In
confidence good faith is a necessary element. Good faith asserts a standard of behaviour
upon which business information can be transacted in an ethical manner®. A person who
transacts his affairs with an institution is entitled to believe that his secrets will be
respected and kept and the existence of law of confidentiality helps to sustain that

expectation.

for modern Islamic Banking.
* Elien, G., Dictionary of Banking, 2* ed., Pitman Publication, London, 1995.
3 Yohn, H., Commercial Secrecy: Law & Practice, London Sweet & Maxwell, 1998, p. 2.
® Tbid.,p. 3
7 Ibid. p. 4
8 Ibid. p. 5



1.4 SCOPE AND LIMITATION

The study covers the general principle of banking confidentiality and its exceptions as
recognised by Common law and various Statutes of Malaysia. The scope is extended to
cover the new development of Internet banking. It also covers the effects of banking
confidentiality in international transactions. The study examines the extent of the duty in
facilitating the detection of money laundering and various ways by which it can be

controlled.

With a view to examining Islamic position on this issue, the provisions of the Qur’dn, the
Sunnah and other sources of Islamic law are analysed. From this analysis indirect Islamic
principles have been identified to justify the applicability of banking confidentiality in

Islamic law. The work is basically limited to:

1. common law, few statutes of the United Kingdom and Malaysia, and

2. Islamic law of obligation and transaction.

The time constrain did not permit to cover all areas. The uncovered areas could be
investigated by other researchers. The possible arcas of further research could be:
Confidentiality of Internet Banking since it is growing day by day. There is a possibility
of many changes in law. So to keep up with the new development farther research in this

area will be beneficial. The literature on banking confidentiality regarding international



trade is very limited. Therefore, further study will be encouraged. As far as Islamic law is
concerned there is no literature on banking confidentiality. Thus, further research is very

much needed.

1.5 METHODOLOGY

The study adopts the methodology of doctrinal research. With Internet search and
valuable thought provoking advice and guidance of the learned scholars, the author came
up with this work on banking confidentiality. The study is based on library research and
Internet. Relevant books, articles and statutes on banking confidentiality were consulted
and analysed. The extent of banking confidentiality in electronic banking was uncovered

with the help of Internet.

The doctrinal research methodology has also been employed to examine banking
confidentiality in Islamic law. For the purpose of Qur’dmic translation Yasuf ‘Ali’s
translation was followed, for the various Hadith, the translation of various authors was

adopted as indicated in the footnote.

The fond used in the text of the thesis is New Roman Times 12 and 10 in the footnote.



1.6 LITERATURE REVIEW

Literature on this issue is limited. Majority of the available material is concentrating
either on general principle of banking confidentiality and its exceptions or on money
laundering. There is lack of literature on Internet banking, banking confidentiality in
international transaction, and banking confidentiality in Islamic banking, The author was

able to have access to the following literature, which is reviewed hereinafter.

International Transaction: Trade and Investment, Law and Finance (1992) comprises of
seventeen articles. The main scope of the book as the title represents is discussing the

various issues on international transaction including the method of payment.

Disclosure and Confidentiality: A Practitioner’s Guide (1996) deals with the law of
confidentiality and disclosure within the ambit of litigation. One chapter is dedicated to

banking confidentiality and its exceptions as stated under the laws of UX.

Commercial Secrecy: Law and Practice (1998) discusses some aspects of privacy
particularly on commercial secrecy. Even if there is no discussion on banking
confidentiality, the general principles discussed can still be utilised for the present

discussion.

In Confidentiality and law (1990) topical areas such as banking, employment, access to
medical report and computer hacking in relation to confidentiality is covered. The aim of

the book is to question how to maintain among vatious conflicting interests.



