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ABSTRACT 

This research focuses on the relevance of the Budapest Convention on Cybercrime in 

Nigeria and more particularly on the substantive criminal law offences in the 

Convention. The Internet and computer devices are increasingly being used as tools 

for committing local and international crimes at alarming rates and in every facet of 

society. This research analyses the relevance of the Nigerian laws on Cybercrime and 

how effective this laws are in terms of combating the crimes in Nigeria. The research 

also analyses the provisions of substantive criminal offences in the Budapest 

Convention with an effort to strengthen the Nigerian Cybercrime act 2015. The 

Nigerian Cybercrime Act is the existing legal framework meant to combat 

cybercrimes in Nigeria. This is evident from the manner in which the Internet has 

shaped human life and communities across the globe. The research objectives centre 

on the analysis of the theories of cybercrime and the classes of cybercrimes which are 

prevalent in Nigeria. The research also analyses the substantive criminal law offences 

in the Budapest Convention on Cybercrime, including the European Union Directive 

on Cybercrime as complement as well as the regional Convention on Cybercrime 

which cover African Union Convention and ECOWAS Directive. The research 

analyses the Shariah principles dealing with various classes of cybercrimes in Nigeria. 

The methodology mainly adopted in this research work is a doctrinal approach. 

However, the research made use of limited qualitative research methods by using 

structured and semi-structured interviews to elicit original feedback from respondents. 

The research reveals that most Nigerian citizens, parliament, stakeholders are not 

aware of the scope of cybercrime or the relevance of the Budapest Convention on 

Cybercrime in Nigeria. The thesis recommends that the government should, through 

the relevant institutions, enlighten the public to the menace of cybercrime and 

proposed few amendments to the existing Cybercrime Act 2015, in order to match 

with the realities of current practices. Furthermore, by adopting the Budapest 

Convention as a possible guide for Nigeria, it will help strengthen the legal framework 

in combating cybercrimes in the country. 
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البحث ملخَّص  
ABSTRACT IN ARABIC 

خ فً لٍتزشًٍّ  خ ثْداثسذ ثشأى الجشٌوخ الإٌشكز ُزا الجذث ػلى أُوٍخ ارفبلٍ

خ للمبًْى الجٌبئً فً ًٍجٍشٌب، ّلا سٍوب فٍوب ٌزؼلك ثبلجشائن الوْضْػٍ  

جِزح التْهجٍْرش ػلى ًذْ هززاٌذ ذ ّأٍالارفبلٍخ. ٌّجشي اسزخذام الإًزشً

خ ثوؼذلاد رٌزس ثبلخطش ّفً ّدّلٍ  ، خأدّاد لاسرتبة جشائن هذلٍ  ثْصفِب 

جذث الأثش الوذهش للجشٌوخ كل جبًت هي جْاًت الوجزوغ. ٌّذلل ُزا ال

خ رلك هي خ الوؼبصشح. ٌّزض  ثٍئخ الزتٌْلْجٍب الشلوٍ   فًخ لٍتزشًٍّ  الإ

خ ّالوجزوؼبد فً جوٍغ ذ الذٍبح الجششٌ  ٍلذ ثِب الإًزشًالطشٌمخ الزً شت  

أًذبء الؼبلن. ّرزشكز أُذاف الجذث ػلى رذلٍل ًظشٌبد الجشٌوخ 

الوٌزششح فً ًٍجٍشٌب. ٌّذلل  خًٍّ  لٍتزشالإّرصٌٍف الجشائن ، خلٍتزشًٍّ  الإ

خ للمبًْى الجٌبئً فً ارفبلٍخ ثْداثسذ ثشأى ب الجشائن الوْضْػٍ  الجذث أٌض  

، ثوب فً رلك رْجٍَ الارذبد الأّسّثً ثشأى الجشٌوخ خلٍتزشًٍّ  الإالجشٌوخ 

خ راد . كوب ٌزٌبّل الزمشٌش الزششٌؼبد الٌٍجٍشٌ  ثبػزجبسٍ هتول   خلٍتزشًٍّ  الإ

خ ثشأى الجشٌوخ ػي الارفبلٍخ الإللٍوٍ   ، فضل  خلٍتزشًٍّ  الإبلجشائن الصلخ ث

ٍَ الجوبػخ الالزصبدٌخ فشٌمً ّرْجخ الزً رشول ارفبلٍخ الارذبد الإلٍتزشًٍّ  الإ

خ الزً رزٌبّل فشٌمٍب. ٌّششع الجذث فً رذلٍل الوجبدا الششػٍ  إلذّل غشة 

ب فً ُزا خ الوؼزوذح أسبس  ِجٍ  فخ فً ًٍجٍشٌب. الوٌالوصٌ  خ لٍتزشًٍّ  الإ الجشائن

ب طشق الجبدث أٌض   رٌبّلً. ّهغ رلك، فمذ ٌْػالالوٌِج ارجبع ًُ  الجذث

وٌظوخ الّشجَ خ، وٌظوال الومبثلدهخزلفخ هذذّدح ثبسزخذام  ثذث  

 جٍي. ّرتشف ًزبئج الجذث أى  سزجٍلاسزخلص الجٍبًبد الأصلٍخ هي الو

ّأصذبة الوصلذخ لٍسْا ػلى  ،ّالجشلوبى ،هؼظن الوْاطٌٍي الٌٍجٍشٌٍي

أّ أُوٍخ ارفبلٍخ ثْداثسذ ثشأى  ،خلٍتزشًٍّ  الإثٌٍخ هي ًطبق الجشٌوخ 

اػزوبد ارفبلٍخ  فً ًٍجٍشٌب. ّػلّح ػلى رلك، فئى   خلٍتزشًٍّ  الإالجشٌوخ 

بػذ ػلى رؼزٌز لٌٍجٍشٌب سٍس هذزول   برششٌؼٍ   بًوْرج  ثْصفِب أثْداثسذ 

فً الجلذ. ّرْصً الأطشّدخ  خلٍتزشًٍّ  الإالجشائن وتبفذخ ل الإطبس المبًًًْ 

رمْم الذتْهخ هي خلل الوؤسسبد راد الصلخ، ثزْػٍخ الجوِْس ثخطش  ثأى  

ّرمزشح رؼذٌلد طفٍفخ ػلى لبًْى الجشائن ، خلٍتزشًٍّ  الإ الجشٌوخ

 ، لتً رزٌبست هغ ّالغ الووبسسبد الذبلٍخ.م5102خ لؼبم تزشًٍّ  ٍالإل
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CHAPTER ONE 

INTRODUCTION 

1.1 BACKGROUND TO THE RESEARCH 

This study focuses on the relevance of the Budapest Convention on Cybercrime (which 

is popularly known as the ―Budapest Convention‖) in Nigeria for the purposes of 

strengthening the Nigerian Cybercrime Act 2015. The Budapest Convention is useful to 

the nations as a prototype in establishing a legal framework for combatting cybercrimes. 

The study will examine the Budapest Convention as a guide in establishing its 

importance to curb cybercrime in Nigeria and more particularly, in analysing the 

substantive criminal offences of the Budapest Convention in order to improve the 

Nigerian‘s legal framework on cybercrime.  

The Budapest Convention was established by the Council of Europe for the 

purposes of criminalising offences that come under information technology and other 

related matters across the globe. The offences under information technology are referred 

as to cybercrimes. Cybercrimes are offences that are perpetrated through the medium of 

computer and other related devices.  

The focal point of the research is that on cybercrimes that are committed using 

the Internet. The categories of cybercrimes are, firstly crimes related to computer data 

and system (confidentiality, integrity and availability) which covers unauthorised 

access.
1
 Secondly- crimes related to content covers cyber pornography, cyberstalking 

and cyber defamation.
2
 Thirdly-crimes related to copyright and trademark covers online 

                                                 
1
 International Telecommunication Union, ―Understanding Cybercrime: Phenomena, Challenges and Legal 

Response‖, prepared by Prof. Dr. Marco Gercke and is a new edition of a report previously entitled 

Understanding Cybercrime: A Guide for Developing Countries, (2012),  p.16 , available  

at<https://www.itu.int/ITU-D/cyb/cybersecurity/docs/Cybercrime%20legislation%20EV6.pdf, aaccessed 

on 3/3/2014. 
2
 Ibid, p. 21. 

https://www.itu.int/ITU-D/cyb/cybersecurity/docs/Cybercrime%20legislation%20EV6.pdf
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copyright and trademark infringement and software piracy.
3
  Finally, crimes related to 

computer which covers identity theft and credit card fraud.
4
 

The category of cybercrime includes unauthorised access, cyber pornography, 

cyberstalking and cyber defamation, online copyright and trademark infringement and 

software piracy. The most prevalent in Nigeria are identity theft and credit card fraud. 

Cybercrimes in Nigeria are committed within and outside the country. The 

crimes are committed at great speed so that the crime spreads fast. Hence, the 

government faces many challenges in establishing a coherent legal framework to 

regulate crimes.  

The Budapest Convention provides a legal framework that could be used by the 

nations in establishing the legal framework on cybercrimes. The Budapest Convention is 

divided into three segments: substantive criminal offences, procedures and international 

cooperation. However, the Budapest Convention addresses various offences that are 

prevalent in the Nigerian cyber domain.  

The research examines related cybercrimes that are prominent in Nigeria, as well 

the scope of the existing Nigeria‘s Cybercrime Act, 2015 for the purpose of 

strengthening the Act. It is also imperative to analyse the structure of the Budapest 

Convention for the purposes of identifying its significance in relation to Nigeria‘s 

cybercrime problem and to determine their applicability to Nigeria. As such, it would 

enhance and greatly affect Nigerian cybercrime laws, as well as improve its relationship 

with the international community by ultimately implementing new measures to reduce 

cybercrime in Nigeria.  

The increasing use of information and communication technology (ICT) enables 

businesses and individuals to communicate and engage in transactions with other parties 

electronically, instantaneously and internationally. This gives rise to a variety of legal 

                                                 
3
 Ibid, p. 27. 

4
 Ibid, p. 29. 
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and regulatory issues for policymakers, from the validity of electronic methods of 

contracting and security risks associated with them, to concerns over cybercrime and the 

ability to protect intellectual property rights. Therefore, ICTs policymakers constantly 

facing challenges in dealing with these issues. The campaign conducted by relevant 

stakeholders to nations was to harmonise their local laws and reforms where relevant, as 

such, that it would facilitate the sound development of electronic commerce and related 

activities, and to ensure the rights of citizens are protected against any harmful act that 

may arise.  

The application of electronic transactions or commerce has brought with it a 

number of legal and social-economic issues and has raised the significant challenge to 

police the Internet where cybercrime takes place. From the modest beginnings in the 

1990‘s, internet penetration and use have continued to grow in Nigeria,
5
 and apart from 

its impact in the banking and commercial sectors, it has also become very popular as a 

means of communication, through the electronic mail system, as well as means of 

generally accessing news and information.   

Currently, the number of the internet users in Nigeria has increased which also 

supports the increase in cybercrimes. The number of internet users is 86, 219, 965 

million. This constitutes 46.1 per cent of the Nigerian population of 186, 987, 563 

Million.
6
 With the number accumulating, there is a need to ensure the existing legal 

framework on cybercrime is strong and fully implemented in the country. 

Furthermore, by way of another analogy, the importance of ICT in the communal 

setting has been advanced for instance, in the health sector. It has impacted on many 

diverse aspects of medical care, including the provision of medical information, 

                                                 
5
 According to latest internet usage statistics for Africa, as at 31st March, 2011, Nigeria had 43, 982,200 

internet users, representing 28% of the population in Nigeria. The figure constitutes 37% of users in 

Africa. See Internet World Stats: Usage and Population Statistics, online at 

<http://www.internetworldstats.com/stats1.htm>, accessed 25/10/2011.   
6
 Internet Users by Country, available at http://www.internetlivestats.com/internet-users-by-country/, 

accessed on 12/10/2015. 

http://www.internetlivestats.com/internet-users-by-country/
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diagnosis and treatment, as well as the training of medical personnel.
7
 Despite the 

positive aspects of ICT, it poses a major challenge to the legal institution of the country 

to address cybercrime. 

The practice of advanced fee fraud is another dynamic set of cybercrime in 

Nigeria. It is also known as the ―419 scam‖ which is named after the section of the 

Nigerian Criminal Code dealing with the crime of obtaining property by false pretence.
8
 

The 419 scam combines impersonation fraud with a variation of an advanced fee 

scheme, and relies on letters, emails, or faxes to potential victims from individuals 

representing themselves as government officials, offering the recipient the ―opportunity‖ 

to share in a percentage of millions of dollars, while soliciting for help to place large 

sums of money in overseas bank accounts.
9
 

The activities of cybercrime constitute dangerous acts committed through the use 

of a computer or network and its application differs in the types of crimes. The crimes 

are easily learnt and committed in a manner that a perpetrator remains invisible.
10

 

Cybercrime is the most common form of covert crime, largely unseen but highly 

powerful to visualize the network resources of individuals. Computers and other devices 

become the major sources of dissemination of information among the criminals as their 

central focus target for profit.
11

 

                                                 
7
 "Technology and Medicine." available at http://www.123HelpMe.com/view.asp?id=27669, accessed on 

01/9/2017.   
8
 Section 419 of the Nigerian Criminal Code, Cap C38, Laws of the Federation of Nigeria, 2004, which 

provides: ―Any person who by any false pretense, and with intent to defraud, obtains from any other 

person anything capable of being stolen, or induces any other person to deliver to any person anything 

capable of being stolen, is guilty of a felony, and is liable to imprisonment for three years...‖   
9
 See the International Crime Complaint (IC3) Centre, online at 

<http://www.ic3.gov/crimeschemes.aspx#item-13>, accessed 15th October, 2011.  
10

 ―Cyber Crime… and Punishment? Archaic Laws threaten Global Information‖,  A Report prepared by 

McConnell International, (December 2000), p. 2-3. 
11

 International Telecommunication Union, ―Cybersecurity Guide for Developing Countries‖, Edition 

(2007), at 33. 
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At the global level, the increase in cybercrimes is widespread, targeting financial 

industries and applied to other computer-content related crimes against the 

confidentiality, integrity and accessibility of computer systems.
12

 

 

1.2 STATEMENT OF THE PROBLEM 

The research intends to examine the existence and adequate application of the legal 

framework to curb cybercrime in Nigeria, having considered that criminals are 

consistently infiltrating cyberspace with a wide knowledge in the field of ICT and its 

versatility. The relevance of the Budapest Convention in Nigeria‘s context is an 

important part of the research because it would be used as a guide in improving the 

provisions of Nigeria Cybercrime Act 2015. Cybercrimes in Nigeria are committed in 

and outside the country and this research expects that Convention will serve as a guide in 

addressing Nigerian cybercrime problems.  

A major challenge is that Nigeria‘s Cybercrime (Prohibition, Prevention etc.,) 

Act 2015 is a new piece of law, having been passed by the Senate of the National 

Assembly in 2015 and assented to by the President. It has not been practically tested in 

law courts and there is no extensive jurisprudence on the subject in Nigeria.  

The real issue concerning the Nigerian Cybercrime Act 2015 is that the 

government is slow in implementing the law; perhaps there is no political will to do that. 

As such requires some analysis for the purposes of finding the possible loopholes. The 

Act does not provide for the establishment of a Commission meant to handle the 

responsibility of the law and lack of such will render the objectivity of the Act 

insufficient.  

The practices and abuses of ATM cards, online transaction crimes, fraud 

messages, and the critical national information infrastructure collectively constitute one 

                                                 
12

 United Nations Office on Drugs and Crime, ―Comprehensive Study on Cybercrime‖, Draft, (February 
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aspect that requires the full and immediate attention of the government. The case of the 

Independent National Electoral Commission (INEC) during the general election on 

March 23, 2015, is the latest example, where the INEC websites was hacked on the 

general election day
13

 and it was subsequently restored.
14

 This also presents a threat to 

the nation. 

The activity of cybercafés without legal authorisation assists in the dissemination 

of fake information regarding government institutions. For instance, there is a number of 

government institutions purportedly engaged in job recruitment through the Internet 

although the advert was not initiated by the government agency. This is an intrusion to 

the websites without authorization and therefore amounts to an offence. 

It is not every operator is aware of this regulation and procedure and this 

supported the perpetration of crimes from different corner. In addition, these prominent 

crimes in Nigeria, such as unauthorised access, cyber pornography, cyberstalking and 

cyber defamation, online copyright and trademark infringement and software piracy, 

have fundamental effects on the Nigerian economy and also have resulted into property 

and personal harm. 

The expense of cybercrime is colossal and has resulted in the loss of billions of 

dollars. The United Nations Office on Drugs and Crime (UNODC) estimates that about $ 

1 billion was stolen by identity thieves per year globally. In another estimation, online 

traders lost $3.5 billion due to fraud activities in 2012. The Center for Strategic and 

International Studies estimates that cybercrime and intellectual property theft was 

detrimental to the U.S. economy with an approximate loss of as much as $100 billion per 

                                                 
13

 Micheal Abimboye, ―INEC website hacked‖, Premium Times Newspaper, available at 

http://www.premiumtimesng.com/news/top-news/179539-inec-website-hacked.html., accessed on 28/3/ 

2015, 
14

 Channels TV, ―INEC Restores Hacked‖ available at http://www.channelstv.com/2015/03/28/inec-

restores-hacked-website/. In an update news, accessed on 28/3/ 2015. 

 

http://www.premiumtimesng.com/author/micheal
http://www.premiumtimesng.com/news/top-news/179539-inec-website-hacked.html
http://www.channelstv.com/2015/03/28/inec-restores-hacked-website/
http://www.channelstv.com/2015/03/28/inec-restores-hacked-website/
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year. The amount lost is very high. This has a consequential effect on the economic 

value to abridge the trust in the Internet due to online crime.
15

 

A recent update by the Federal Government of Nigeria projected that the annual 

cost of cybercrime to Nigeria is 0.08 per cent of the country‘s Gross Domestic Products 

(GDP), which represents about N127 billion. The National Security Adviser (NSA) 

further said that in an annual report by the Nigeria Deposit Insurance Corporation 

(NDIC) in 2014, between 2013 and 2014, the practices of fraud on the e-payment 

platforms of the Nigerian banking sector has increased by 183 per cent. In addition, 

another report by the Centre for Strategic and International Studies, UK, published in 

2014 the projected the annual cost of cybercrime to Nigeria stood at about 0.08 per cent 

of its GDP totalling about N127 billion.
16

 

These are all serious acts of fraudulent activities as a result of unsecured online 

activities. This insecurity in the online activities allows criminals to continue defrauding 

innocent citizens from their hard earnings while at the same time it is clear that there are 

no adequate laws to check-mate these fraudulent processes. 

These are serious threats to the government, which have to be taken seriously. 

Where the government fails to act or apply the correct legal and institutional measures, 

the risk of the outcome will affect government national security.  

                                                 
15

 Office of the Coordinator For Cyber Issues (S/CCI) United States Department of State, ―Cybercrime‖ 

Designed and Printed BY A/GIS/GPS AUGUST 2015, available at 

https://www.state.gov/documents/organization/255007.pdf, accessed on 20/7/2016. 
16

 This was disclosed by the national security adviser (NSA), Maj-Gen. Babagana Munguno (rtd) on 

Monday during the inauguration of the cybercrime advisory council, at the office of NSA, Abuja. as 

reported by senator Iroegbu in Abuja, Thisday Newspaper, ―Nigeria loses over n 127 bn annually through 

cybercrime‖, dated on April 19, 2016, available at 

http://www.thisdaylive.com/index.php/2016/04/19/nigeria-loses-over-n127bn-annually-through-

cybercrime/, accessed on 20/10/2016 . In another statement quoted the NSA that ―global tracking of cyber-

attacks indicates that Nigeria is among countries with high cases of software piracy, intellectual property 

theft and malware attacks. the situation is a serious challenge to our resolve to take advantage of the 

enormous opportunities that internet brings, while balancing and managing its associated risks.‖ and that 

―the situation was made possible due to lack of awareness of cyber-security and poor enforcement of 

guidelines and minimum standards for security of government websites, particularly those hosting 

sensitive databases of Nigerians‖. Ibid. 

https://www.state.gov/documents/organization/255007.pdf
http://www.thisdaylive.com/index.php/2016/04/19/nigeria-loses-over-n127bn-annually-through-cybercrime/
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According to the head of NSA, Babagana Munguno, that there is the need to take 

immediate action after having understood the seriousness of cybercrime in order to 

effectively protect the national cyberspace as a national security requirement.
17

 

The perpetration of cybercrimes across the nation has contributed to economic 

loss. It is in this context that the current research is aimed at examining the legal 

perspective and the significance of the Budapest Convention in Nigeria as a way of 

addressing these heinous cybercrimes.  

 

1.3 HYPOTHESIS OF THE RESEARCH 

The existing Nigerian Cybercrime Act 2015 must incorporate or meet the international 

standard set by the Budapest Convention in order to be effective in combating the 

acceleration of cybercrime in the country‖. 

 

1.4 OBJECTIVES OF THE RESEARCH 

The research has the following objectives: 

(a) To study the development of IT and the growth of cybercrime in Nigeria from the 

cybercrime theories and the categorisation of cybercrime.  

(b) To critically assess the substantive criminal offences in the Budapest Convention 

on Cybercrimes for the purposes of strengthening cybercrimes laws in Nigeria 

and to examine the use of the European Union Directive on cybercrime to 

complement the effectiveness of the Budapest Convention. 

 (c)  To analyse the cybercrimes related legislation in Nigeria and to assess the 

effectiveness of regional Conventions, such as African Union Convention on 

cybercrime and the Economic Community of West African States (ECOWAS) 

Directive on cybercrime as complementing the Nigeria Cybercrime Act 2015. 
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 Ibid. 


