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ABSTRACT 

 
 
 
 

The profound changes brought by the development of information technology in the 
past decade have posed challenges to existing legal concepts. Particularly, a breach of 
privacy right is taken as new dimension in cyberspace, where the processing of 
personal data is becoming the norm in cyberspace transactions. The question is 
whether the existing legal framework is able to meet the challenges of new technology 
which appears to threaten the privacy of individuals. The present study is aimed at 
assessing how the threat to privacy takes place in cyberspace and how these threats 
can be dealt under the existing legal framework pertaining to the protection of privacy. 
The study mainly used library research to analyse the privacy legal framework in 
Malaysia and making comparisons with other selected jurisdiction. It is found from 
this study that the existing laws in Malaysia are not adequate to meet the challenges of 
new technology to privacy interest. In order to provide an answer, the study provides 
an analysis of various approaches which have been adopted by the EU, the United 
States and other common law countries to address privacy issues posed by ICT. The 
thesis demonstrates that there is no comprehensive solution to the privacy issues and 
each approach has its own advantages and disadvantages. In suggesting solutions, this 
thesis recommends the relevant Malaysian authorities to choose an optimal data 
protection model which takes into consideration the specific local factors. The study 
recommends that a transaction cost theory should be adopted to assess the advantages 
and disadvantages of each model. By applying this theory, this study demonstrates 
that a comprehensive data protection (legislative) regime is not suitable for Malaysia. 
Hence, the thesis recommends the Malaysian government to formulate its own 
personal data protection regime which is cost-efficient and effective since the issue is 
global in nature. 
 



 

 iii


	�� ا���� 

 

 

 

 

             �� ���� ��	
� � �
���	�� 
���
���� �
� � ����
� ���
� !
� "#�$%� ���&�
� '(

    )*����� "�+�+
�
� ,�-
./�
 �
#�0 ��
12  .       $�2 �� "���45� 6� 7
8�+� '2 "�
�9

              ��
�	� "�4:;
� �
+
��
� "%
	� �<��2 =�� >"��
���	�� "��? � ��#�� ��
@�

�
	�     �$- 
���# � "��
���	�� "��? �A  .        *����� B�+
�
� �
CD� '2 E- �- 
�- ��F@
�9

          *G.
� "���4� *�H !
�9 "I#�J� 
���
����
� �
#�0 "8���� K�L �*
� 
�

�  .  M N�9

              >"��
���	�� "��? �
� � "���45� *�8# O$
� G�5� ,���� P( Q�H "R���
� S$- 'TU

   "�+
��( V��9            "#
/W 6�	���9 *����� B�+
�
� �
CD� �A� N� G�5� �$- X� E�
	�
�

"���45�  .         "���4:�
 B�+
�
� �
CD� E��<�
 Y���� =<�
� "�Z8�� =�
�
� [�:�R�9

      VG�2 "�+�+
� GC2 X� "+�
��
\ 
#]�

� �  .       )*����� ^+���
� '2 "R���
� �A� N� ^��9

    � "/_A� �` 
#]�

� �       "���45� "#
a �
#
&
9 "I#�J� 
���
����
� �
#�0 "8��� .

             
-�/�L� !
� bG�
�9 c�

R�� d��:� A��0 "R���
� [��� "
e@�� S$- K�L Q����
9

            
#
f�
� "%
	� >VG��� [
	
� '�+
�
� �9* g	\9 )�<��� �
#D�
�9 >h9�9�� *
0i�

    j
� 
8��GC !
�9 "���45
\ "��	���(ICT)  .        ,R
� E� ���# D k+2 "R���
� G8l�9

       S�
f�9 S
#�]� m��R2 E�
 '29 "���45� E_
@�  .      'TU >E� P( E���
� Q�n9

             �
��LD� ^	\ )$�o EfU2 �
+
�\ "#
a pq�r �
�s 'e\ "#]�

�� �
��@
� t��� "R���
�

  )*�u "��u E���L  .      &
 "��
	�� ".��� "#Gl+ v�� "R���
� wG���9    �
f�9 �_��U ,���� �
#


 pq�r Ex  .             "�	#G;�
� "#
/J� [
l+ '2 "R���
� G8l� >"#Gl�
� S$- 6���� �A� N�9

    
#]�

� cR
�� �` �
+
���
 "��
;
�  .        "#]�

�� "���J� K�L wG��� "R���
� 'TU >
�- N�9

           ��
� ���	�9 D
	U '��# =�W "�4:;
� �
+
��
� "#
/J 
n y
� [
l+ "`
��   '2 q( ".�


8�	���\ "��
L "
e@��. 
 



 

 iv

APPROVAL PAGE 

 

 

 

 

The thesis of Nurbek Kenjebaev has been approved by the following:. 
 

 

_________________________ 
Ida Madieha Abdul Ghani Azmi 

Supervisor 
 
 
 
 
 
 

_________________________ 
Juriah Bte Abdul Jalil 
Internal Examiner 

 
 
 
 
 
 

 

_________________________ 
Leo Pointon 

External Examiner 
 
 
 
 
 

 

_________________________ 
Nasr Eldin Ibrahim Hussien 

Chairman 
 
 
 



 

 v

DECLARATION 

 

 

 

 

I hereby declare that this thesis is the result of my own investigations, except where 

otherwise stated. I also declare that it has not been previously or concurrently 

submitted as a whole for any other degrees at IIUM or other institutions. 

 
 
Nurbek Kenjebaev 
 
 
 
Signature ........................................................                       Date: ................................. 

 



 

 vi

 
 
 
 

 

INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA 

 

 

DECLARATION OF COPYRIGHT AND AFFIRMATION 

OF FAIR USE OF UNPUBLISHED RESEARCH 

 

 

Copyright © 2008 by Nurbek Kenjebaev. All rights reserved 

 

 
PROTECTION OF PRIVACY AND THE PERSONAL DATA IN THE 

INFORMATION AGE: THE MALAYSIAN APPROACH 

 
No part of this unpublished research may be reproduced, stored in a retrieval 
system, or transmitted, in any form or by any means, electronic, mechanical, 
photocopying, recording or otherwise without prior written permission of the 
copyright holder except as provided below. 
 

1. Any material contained in or derived from this unpublished research 
may only be used by others in their writing with due 
acknowledgement 

 

2. IIUM or its library will have the right to make and transmit copies 
(print or electronic) for institutional and academic purposes 

 

3. The IIUM library will have the right to make, store in a retrieval 
system and supply copies of this unpublished research if requested 
by other universities and research libraries. 

 

 

Affirmed by Nurbek Kenjebaev.  
 

 

   .............................................   ........................................ 
      Signature            Date 



 

 vii

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

I dedicate this work for my late mother for her confidence in me and she will be a 

source of inspiration for years to come and my wife for her patience and encouragement. 

As for my daughter, Maryam I will write another book, InsyAllah. 



 

 viii

ACKNOWLEDGEMENTS 

 

 

 

 

Praise be to Almighty Allah, who has perfectly built up the whole universe and 
allowed us to explore and utilize it in the best way of utmost devotion. May all the 
shalawat and salam be endlessly showered upon the Prophet Muhammad (PBUH) 
whose teachings have opened door for Muslims to conduct best life and to strive for 
excellence. 
 
I have learned an extraordinary amount of knowledge from the professors, lecturers, 
friends and others who have helped me to accomplish the present work. My utmost 
gratitude goes to Prof. Dr. Ida Madieha Azmi, for her patience in supervising, 
advising and teaching me the subject of this research. It is her professional 
dissemination of knowledge and her encouragement for excellence that gives me the 
motivation to carry on. It was really a valuable opportunity to have such an academic 
interaction along the work while maintaining a very friendly communication. 
 
My thanks go to Mdm. Nuraini Abubakar of the IIUM Law Library and her entire 
staff for their assistance in facilitating the sources of my research. Also to Dr Noraini 
of English language department who assisted me in proof-reading the work and shared 
her views on it. 
 
My deepest thanks and dedication go to my beloved father and late mother: Ahmad 
and Zarbuby for their endless love that becomes a source of confidence in me carrying 
out the academic adventures all these years. 
 
I take this opportunity to appreciate the help of my dear wife Danagul for her 
encouragement and continuing reminder to accomplish my research in the best way I 
can. And I shall not forget to thank the lineup of those who have offered me a sweet 
and everlasting friendship at IIUM (which I cordially accepted): Sonny Zulhuda, Imad 
Ali, Muhamad al-Bashir, Waha, Tahir and other friends whom I cannot mention here 
all. Indeed, it is the air of this friendship that I breathe everyday while pursuing my 
study and research at IIUM. 
 



 

 ix

TABLE OF CONTENT 

 

 

 

Abstract ......................................................................................................................ii 
Abstract (Arabic)........................................................................................................iii 
Approval Page............................................................................................................iv 
Declaration .................................................................................................................v 
Copyright Page...........................................................................................................vi 
Dedication ..................................................................................................................vii 
Acknowledgements ....................................................................................................viii 
List of Tables .............................................................................................................xiii 
List of Cases...............................................................................................................xiv 
List of Statutes ...........................................................................................................xvi 
List of Abbreviations .................................................................................................xvii 
 

CHAPTER ONE: INTRODUCTION ....................................................................1 
1.1 Introduction...............................................................................................1 
1.2 Summary of the Proposed Thesis .............................................................3 
1.3 Statement of Problem ...............................................................................6 
1.4 Hypothesis ................................................................................................11 
1.5 Literature Review .....................................................................................11 
1.6 Scope and Limitations of Study................................................................23 
1.7 Content......................................................................................................25 

 

CHAPTER TWO: UNDERSTANDING THE CONCEPT OF PRIVACY........28 
2.1 Introduction...............................................................................................28 
2.2 The Need to Define Privacy......................................................................30 
2.3 Defining privacy .......................................................................................35 

2.3.1 The Right to be Alone ....................................................................35 
2.3.2 Privacy as the Form of Secrecy ......................................................39 
2.3.3 Privacy as a form of Control over Personal Information ...............42 
2.3.4 Privacy as an Aspect of Human Dignity ........................................46 
2.3.5 Limited Access...............................................................................48 
2.3.6 Privacy as a Function to promote other values...............................49 

2.4 Wittgenstein Theory of Family Resemblances .........................................50 
2.5 Threat of Computerisation to Individual Privacy .....................................54 
2.6 Alternative Perspective to Conceptualising Privacy.................................58 

2.6.1 Identifying the Value of Privacy ....................................................61 
2.6.2 Practical Application of the Pragmatic Approach..........................63 

2.7 Conclusion ................................................................................................69 
 

CHAPTER THREE: PRIVACY AND PERSONAL DATA PROTECTION: 

THE SHARIAH PERSPECTIVE ...............................................................71 
3.1 Introduction...............................................................................................71 
3.2 The Concept of Human Dignity in Islam..................................................73 



 

 x

3.3 Manifestation of Privacy Rights in Shariah .............................................75 
3.3.1 Privacy of the Home (Hurman al-Maskan) or Territorial privacy ......75 
3.3.2 The Prohibition of Espionage.........................................................77 
3.3.3 The Sanctity of Private Correspondence ........................................80 
3.3.4 Strong Discouragement of Suspicion.............................................83 
3.3.5 Concealment of the Privacy of Others (Satr al-Awrat) ..................85 
3.3.6 An Observance of the Confidentiality of Conversation .................87 
3.3.7 Privacy of the Deceased Person .....................................................88 

3.4 Comparison between Shariah and Western Concept of Privacy ..............89 
3.5 Conclusion ................................................................................................92 

 

CHAPTER FOUR: AN ANALYSIS OF GLOBAL APPROACHES TO  

PROTECT PERSONAL DATA ..................................................................97 
4.1 Introduction...............................................................................................97 
4.2 The Top-Down EU-style mode.................................................................99 

4.2.1 The Main Features of the EU Directive .........................................100 
4.2.1.1 Fair Information Principles..................................................100 
4.2.1.2 Supervisory Authorities .......................................................102 
4.2.1.3 Compulsory Registration of Data Processing Activities .....103 
4.2.1.4 Restrictions on Transborder Data Flow...............................104 
4.2.1.5 Special Requirements for Sensitive Personal Data..............106 

4.3 The Safe-Harbour Privacy Protection Regime .........................................108 
4.3.1 The Safe-Harbor Privacy Principles...............................................109 

4.4 Habeas Data ..............................................................................................113 
4.5 A Case for Malaysia .................................................................................120 
4.6 A Case for a Local Domestic Privacy Office............................................128 
4.7 Conclusion & Recommendation...............................................................130 

 

CHAPTER FIVE: THE PROPOSED MALAYSIAN PDP BILL AND ITS 
IMPACT ON THE INDUSTRY..................................................................134 
5.1 Introduction...............................................................................................134 
5.2 Definition of Personal Data ......................................................................136 
5.3 What is Processing?..................................................................................138 
5.4 Who is a Data User? .................................................................................141 
5.5 Meaning of Consent under the Bill...........................................................144 
5.6 Data Protection Principles ........................................................................146 

5.6.1 Principle 1-Personal Data shall be Collected Fairly and Lawfully ......147 
5.6.2 Principle 2-Purpose of Collection of Personal Data ......................148 
5.6.3 Principle 3-Use of Personal Data ...................................................150 
5.6.4 Principle 4-Disclosure of Personal Data ........................................151 
5.6.5 Principle 5-Accuracy of Personal Data ..........................................152 
5.6.6 Principle 6-Duration of Retention of Personal Data ......................155 
5.6.7 Principle 7- Access to and Correction of Personal Data ................156 
5.6.8 Principle 8- Security of Personal Data ...........................................157 
5.6.9 Principle 9-Information to be Generally Available ........................160 

5.7 Exemptions under the Proposed Bill ........................................................161 
5.8 Issues relating to the Implementation and Potential Impact of the PDP Bill.....164 

5.8.1 The Economic Analysis of a Comprehensive Data Protection Regime ...168 



 

 xi

5.8.2 Transactional Cost of Analysis with Regards to Personal Data.....170 
5.9 Conclusion ................................................................................................175 

 

CHAPTER SIX: THE COMMON LAW REMEDIES FOR TRANSGRESSION 

OF PRIVACY ...............................................................................................177 
6.1 Introduction...............................................................................................177 

6.1.1 Background ....................................................................................178 
6.2 Common Law Remedies...........................................................................180 

6.2.1 Post-1998: The Right to Privacy in the UK ...................................185 
6.2.1.1 Utility of using Equitable Principle of Confidentiality 

to Protect Privacy .....................................................................197 
6.3 Breach of Confidence and the Ordinance Compared ...............................203 
6.4 Development of the right of privacy in the United States ........................204 

6.4.1 Intrusion upon the plaintiff’s seclusion or solitude, or into his 
private affairs...................................................................................208 

6.4.2 Public disclosure of embarrassing private facts about the plaintiff.....209 
6.4.3 Publicity which places the plaintiff in a false light in the public eye .....209 
6.4.4 Appropriation .................................................................................210 

6.5 The development of privacy torts in Australia, New Zealand and Canada.......210 
6.6 Protection of Privacy in Malaysia.............................................................216 
6.7 Conclusion ................................................................................................223 

 

CHAPTER SEVEN: PRIVACY IN THE WORKPLACE...................................226 
7.1 Introduction...............................................................................................226 
7.2 The Objective of Monitoring and the Legal framework ...........................227 
7.3 An Analysis of Legal Framework in Malaysia .........................................235 

7.3.1 Vicarious Liability of Employers ...................................................237 
7.3.1.1 Section 234 of Communications and Multimedia Act ........239 

7.4 Is Personal E-Mail Private? ......................................................................240 
7.5 Employee Privacy in the EU and the UK .................................................245 
7.6 Employee Privacy in Canada ....................................................................252 
7.7 Comparative Analysis of the Employee Privacy: the EU, US, Canada 

and the UK ..............................................................................................256 
7.8 Conclusion ................................................................................................259 

 

CHAPTER EIGHT: PRIVACY ISSUES IN TELE-HEALTH ACTIVITIES ..261 
8.1 Introduction...............................................................................................261 

8.1.1 Definition of Telemedicine ............................................................262 
8.2 Legal Issues of Telemedicine Practices ....................................................266 
8.3 An Analysis of Telemedicine Act 1997....................................................268 

8.3.1 The Definition of Telemedicine under the Act ..............................269 
8.3.1.1 Licensing requirements under the Act .................................272 
8.3.1.2 Consent ................................................................................274 
8.3.1.3 Confidentiality .....................................................................279 
8.3.1.4 Duty of Care from a Distance..............................................282 



 

 xii

8.4 What are Electronic Health Records?.......................................................285 
8.5 Online Sale of Pharmaceutical Products...................................................294 
8.6 Conclusion ................................................................................................297 

 

CHAPTER NINE: CONCLUSION........................................................................299 
9.1 Introduction...............................................................................................299 

 

BIBLIOGRAPHY ....................................................................................................310 
 



 

 xiii

LIST OF TABLES 

 

 

 

 

Table No. Page
  
4.4 Comparison between EU, Safe Harbour and Habeas Data principles 119
  
4.5 Comparison of data protection principles: OECD, PDP Bill and 

APEC Privacy Principles 
127

  
5.7 List of Exceptions 163
  
6.3 Breach of Confidence and the Ordinance Compared 203
 



 

 xiv

LIST OF CASES 

 

 

 

 

Olmstead v.United States [1928] 277 U.S.438 
Roe v.Wade [1973] 410 US 113 
Greene v.McElroy [1959] 360 US 481 
McNamara v Freedom Newspapers, Inc [1991]802 S.W.2d 901  
Barber v Time Inc[1942] 159 S.W.2d 291 
Intel Corp. v Hamidi,[2001] 114 Cal. Rptr. 2d 244. (Lexis) 
Robertson v  Rochester Folding Box Co [1902] 171 N.Y.538 
Pavesich v New England Life Insurance Co[1905]122 Ga.190, 50 S.E 68 
Horstman v Newman, [1911] 291 S.W. 2 d 567 
Brex v  Smith [1923] 104 N.J Eq 386 
Chappel v Stewart [1896] 82 Md.323, 33Atl.542  
Reed v  Orleans Parish Schoolboard [1925] 21 So. 2d 895 
Sticker v National Broadcasting Co [1933]167 F.Supp 68 
Uproar v  National Broadcasting Co [1928] 8 F.Supp 358 
Fischer v  Mt.Olive Lutheran Church [2002 W.D.Wis]207 F.Supp.2d 914  
Griswold v Connecticut [1965] 381 U.S. 479 
Saltman Engineering Co Ltd v Campell Engineering Co Ltd [1948] 65 RPC 203 
Kaye v Robertson [1991] FSR 62 
American Cyanamid v Ethicon [1975] A.C. 396 
Eastweek Publishing v.Commissioner for Personal Data [2000] 1 HKC 692 
Attorney General v Guardian Newspapers Ltd. No. 2, (1990 H.L]1 A.C. 109 
Argyll v  Argyll  [1965] 2 WLR 790  
Peck v UK [2003] 36 EHRR 41 
Douglas v Hello! Ltd [2001] 2 ALL ER. 289 
Wainwright and another v Home Office [2003]UKHL 53 
Downton v Wilkinson [1897] 2 QB 57 
Alcock v Chief Constable of South Yorkshire Police [1992] 1 AC 310 
Victoria Park Racing and Recreation Grounds Co Ltd [1973] 58 CLR 479 
Khorasandjian v Bush [1993] 3 WLR 476 
Hellewell v. Chief Constable of Derbyshire [1995] 1 WLR 804 
Malone v Commissioner of Police of the Metropolis (No 2) [1979] 2 ALL ER 620 
Oxford v Moss [1978] 68 Cr App R 183 
Donoghue v Stevenson [1932] ALL ER 1 
Coco v A N Clark (Engineers) Ltd [1969] RPC 41 
Franklin v Giddins [1978] Qd R 72 
A v B plc and another [2003] QB 195 
Australian Broadcasting Corporation v Lenah Game Meats Pte Ltd [2001] 208 CLR199 
Gross v Purvis [2003] QDC 151 
Tucker v News Media Ownership Ltd [1986] 2 NZLR 716 
Bradley v  Wingnut Films [1993] 1 NZLR.415 
P v D (2000) 2 NZLR 591 
Motherwell v Motherwell 73 [D.L.R] (3d) 62 
R v Dyment [1988] 55 D.L.R (4th ) 503. 
Pollard v. Photographic Company [1888] 40 Ch.D Vol.xl 345 



 

 xv

Tolley v  J.S.Fry & Sons Ltd [1930] 1K.B.467, 478 
Durant v Financial Services Authority [2003]EWCA Civ 1746  
Bohjaraj Kasinathan v Nagarajan Verappan & Anor [2001] 4 CLJ 122 
Miseroy v Barclaycard (2003) http://news.bbc.co.uk/1/hi/england/2862353.stm 
Retail, Whole Sales and Dep’t Store Union v Dolphin Delivery 33 DLR (4 th). 174 
Hunter v  Southam Inc11 DLR (4th) 641 
R v Duarte [1990] 1 SCR 30 
Stephens v Avery [1988] 2 ALL ER 477 
Hunter v Manner [1974] 2 ALL ER 414 
W v Egdell [1990] 1 ALL ER 835 
Daborn v Bath Tramways Ltd (1946) 2 ALL ER 333 
Bolam v Friern Hospital Management Committee [1957] 1 WLR 582 
R v Department of Health ex parte Source Informatics [2001] 1ALL ER786 
X v Y [1988] 2 ALL E.R. 648 
Bell v Med Safe New Zealand Medicines and Medical Devices [2000] DCR 60 
Campbell v. Mirror Group Newspaper [2002] EWHC 299 
P v David Wozencroft [2002] EWHC 1724 
Bell v Alfred Franks & Bartlett Co Ltd [1980] 1 ALL ER 356 
Ealing, Hammersmith and West London College and Reaseheath College v UNISON 

[2002] EWHC 2404 
Dimension Sdn.Bhd  v Kook Wei Kuan[2004] 5 CLJ 285 
Government of Malaysia & Ors v Loh Wai Kong [1979] 2 MLJ 33 
Hamzah & Ors v Wan Hanafi bin Wan Ali 1975) 1 MLJ 203 
Dr Chin Yoon Hiap v Ng Eu Khoon & Ors [1998] 1 MLJ 57 
PP v Dato’ Seri Anwar bin Ibrahim & Anor[2001] 3 MLJ 193 
Banque Nasionale De Paris v Wuan Swee May [2000] 3 MLJ 587 
CCN Credit Systems Ltd and CCN Systems Ltd v. Data Protection Registrar [1991] 

Data Protection Tribunal 
Equifax (Europe) Ltd v. Data Protection Registrar [1991] Data Protection Tribunal 
Innovations (Mail Order) Ltd. v. Data Protection Registrar [1992] Data Protection Tribunal 
Midlands Electricity Plc v. Data Protection Registrar [1999] Data Protection Tribunal 
Police National Computer (PNC) Case [1994] Annual Report of the Data Protection 

Registrar 
R v. Chief Constable of B County Constabulary and the Director of the National 

Identification Service ex p [1997] Annual Report of the Data Protection Registrar 
Regina v. Chief Constables of C and D, Ex parte A [2000], Times Law Reports, 

7/11/2000, pp. 781-782 
 



 

 xvi

LIST OF STATUTES 

 

 

 

 

International Documents 
Cairo Declaration on Human Rights in Islam 1990 
Council of European Convention for the Protection of Individuals with Regard to 

Automatic Processing of Personal Data 1981 
EU Directive 95/46/EC on the Protection of Individuals with Regard to the Processing 

of Personal Data and on the Free Movement of such Data 1995 
OECD Guidelines on the Protection of Privacy and Trans-border Flows of Personal 

Data 1980 
EU Convention on Human Rights and Fundamental Freedoms 
Cyber Crime Convention 
 
Malaysia 
Federal Constitution 
Communications and Multimedia Act 1998 
Computer Crimes Act 1997  
Copyright (Amendment) Act 1997 
Digital Signature Act 1997  
Personal Data Protection Bill 2000 
Telemedicine Act 1997 
Consumer Protection Act 1999  
Penal Code 
 
United Kingdom (UK) 

Access Rights to Medical Records Act 1988 
Data Protection Act 1984 
Data Protection Act 1998 
Human Rights Act 1998 
 
United States (US) 

Privacy Protection Act 1980 (PPA) 
Privacy Act, 1994 
Cable Communication Protection Act 1984 
Video Privacy Protection Act 1988 
Telephone Consumer Protection Act 1991 
Fair Credit Reporting Act 1970 
Computer Fraud and Abuse Act 1970 
 Electronic Communication Privacy Act 1986 
 Health Insurance Portability Assurance Act (HIPAA) 
Gram-Leach-Bliley Act 
 
Australia  

Privacy Act 1988 
 
New Zealand 

New Zealand Privacy Act 1993 



 

 xvii

Canada 

Charter of Human Rights and Freedoms 1982 
Personal Information Protection and Electronic Documents Act 2002 
 



 

 xviii

LIST OF ABBREVIATIONS 

 

 

 

 

All ER  : All England Report 
AC  : Appeal Cases 
APEC  : Asia Pacific Economic Cooperation 
ARPANET : Advanced Research Projects Agency Network 
Art.  : Article 
AWSJ  : Asian Wall Street Journal 
CDT  : Centre for Democracy and Technology 
COE  : Council of Europe 
CLJ  : Current Law Journal  
CLR  : Commonwealth law Reports 
DPA  : Data Protection Act 
DLR  : Dominion Law Reports 
EC  : European Community 
E-commerce : Electronic commerce 
EEA  : European Economic Area 
E-mail  : Electronic mail 
EU  : European Union 
FTC  : Federal Trade Commission 
ICT  : Information and Communication Technology 
ISP  : Internet Service Provider  
IT  : Information Technology 
KB  :  King’s Bench Division 
MECM : Ministry of Energy, Communication and Multimedia 
MSC  : Multimedia Super Corridor 
MLJ  : Malayan Law Journal 
NZLR  : New Zealand Law Report 
OECD  : Organization of Economic Cooperation and Development 
PDP Bill : Personal Data Protection Bill 
QBD  : Queen’s Bench Division 
S./sec.  : section 
UDHR : UN Declaration of Human Rights 
UK  : United Kingdom 
UN  : United Nation 
US  : United States 
DPO  : Domestic Privacy Officer 
FDA  : Food and Drug Administration 
CDRH  : Center for Devices and Radiological Health 
USD  : United States Dollar 
GBP  : Great Britain Pound 
RM  : Ringgit Malaysia 
HRA  : Human Rights Act 
PIPEDA : Personal Information Protection and Electronic Documents Act 
HIPAA : Health Insurance Portability and Accountability Act 
UKHLC : United Kingdom House of Lords Cases 
WLR  : Weekly Law Reports



 

 1

CHAPTER 1 

PROTECTION OF PRIVACY AND PERSONAL DATA IN THE 

INFORMATION AGE:  THE MALAYSIAN APPROACH  

 

 

 

1.1 INTRODUCTION 

The wide application of Information and Communication Technology (ICT) has 

brought benefits as well as challenges. The benefits include among others cheap and fast 

delivery of data and information, convenience and customisation to meet the needs of 

clients and customers for businesses. It allows easy collection, processing and use of 

data for marketing purposes, where these used to be the privilege of only a few big 

corporations decades ago. The widespread use of ICT in e-commerce has resulted in the 

loss of privacy for individuals who transact on the Internet. This is due to the emergence 

of sophisticated technologies and software that facilitates the collection of data on 

internet users without their consent. These data can be manipulated and profiled and 

may be used for any purposes without the individual’s consent. 

The wide proliferation of Internet usage has particularly posed many 

challenges to the existing legal system and concepts that were construed and meant for 

the protection of values and interests that were intended for physical or offline 

environment.  For instance, it is estimated that there are more than eleven million 

users in Malaysia, making it the biggest internet population in South East Asia.1  This 

shows that there is an urgent need to address privacy issues in cyberspace which is a 

concept that does not recognise borders and where communication can be done 

anonymously.  

                                                 
1  Malaysian Communication and Multimedia Commission statistics: 
<http://www.mcmc.gov.my/facts_figures/stats/index.asp> (accessed 03 January, 2008). 
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Rapid developments of technology which facilitate the collection, processing 

of personal data and surveillance have created new threats to the privacy of citizens 

which were not possible before. In the past, some of these data were stored in the 

archives of various departments of the government and it was nearly impossible to 

combine and manipulate them for whatever purpose. For instance, with the help of 

sophisticated software technologies, these data can be converted into digital form. It 

has been revealed in surveys that consumers tend to provide false information when 

asked about their personal data. This in turn will have negative effects on the 

development of electronic commerce, since trust and integrity in e-commerce is being 

compromised. 

The aim of this thesis is to examine the existing legislation and common law 

principles on privacy in Malaysia and see whether the existing legal infrastructure is 

capable of withstanding the challenges brought by new technologies. A particular 

focus will be whether the existing legal infrastructure is able to provide legal 

protection of privacy to individuals on the internet.  

In Malaysia, in the past few years, the number of complaints regarding abuse 

of personal data is on the rise. To date, there is no legislation whereby individuals can 

seek remedy in cases of violation of his or her privacy. Some may cite common law 

principles of trespass or nuisance or for that matter law of defamation.  It is submitted 

that the principles developed in common law warrants a thorough study to see its 

effectiveness in the context of the internet. Attempts to stretch the existing common 

law principles of confidentiality will not only achieve the desired objective but also 

distort the aim of the principles which were to protect confidential information. This 

will be discussed in detail in the forthcoming chapters. This is one of the most 

pressing issues policymakers and judges today have to wrestle. The stake is very high, 
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that is, the loss of confidence among consumers in the electronic market.  The 

research will also look at other jurisdictions on the approaches they have adopted to 

date to address the issue. 

Firstly, the internet does not recognise national borders and there have been 

interesting developments in other jurisdictions in terms of the approaches that have 

been taken to address the problem. 

Secondly, there have been attempts to harmonise cyber space-related 

legislation at regional and global levels to give more effective tools to law 

enforcement officers around the globe to achieve their objectives. For instance, Cyber 

Crime Convention 2001 is touted to be the model law for other countries. 

Thirdly, by studying critically the various approaches taken by other 

jurisdictions, Malaysia has an advantage of the learning curve to develop its own 

approach to deal with issues of abuse of personal data. The research was carried out to 

assess the impact of the proposed Personal Data Protection Bill 1998 and its impact on 

the economy. It is submitted that all available mechanisms have to be studied to 

regulate market activities before the passing of a legislation. It is further submitted 

that this is crucial to matters involving cross-border implications such as the online 

marketplace.  

 
 

1.2 SUMMARY OF THE THESIS 

This thesis was carried to provide an analysis of the current legal framework dealing 

with the protection of personal data and privacy. The need for this research has arisen 

due to increase use of emerging technologies in the society and their implications on 

the rights of individuals. Suffice to say, the same new technologies have contributed 

to the erosion of privacy of individuals which was rare a few decades back. For 



 

 4

instance, today,    proliferation of digital cameras makes the job of spying simple and 

surreptitious. Special software programmes allow in particular combining the various 

available personal data of individuals so that it creates the individual in digital form. 

The same database can be used by others for various purposes from granting loans, 

employment and other lawful activities without the person’s consent. This can be 

sometimes prejudicial to the person as the decision is based on a database.  

There has been a public outcry over the sale of students’ data by certain 

groups without their consent. The most recent controversial “CTOS” affairs 

generated a lot of interest from society as to the availability of legal remedies for 

persons affected by it.2  In Malaysia, there is no statutory legislation for the 

protection of privacy. They are in patchy forms, like common law principle of 

protection against unlawful intrusion. This includes trespass to property or body. 

Or else, one needs to bring the action under other available torts such as equitable 

principle of confidentiality or trespass. 

The Federal Constitution as the supreme law of the land is silent over matters 

concerning privacy. However, there are provisions in some other legislation which 

may be indirectly related to the protection of privacy. For instance, there are specific 

measures to be observed by the police who conduct a search seizure under Criminal 

Procedure Code.3 This is premised on the principle of immunity of the human body 

from unlawful intrusion. It can also be in the form of a criminal offence, like assault 

and battery, that is provided in the Penal Code.4 There are other forms of common law 

principles which provide protection against unauthorized disclosure of confidential 

information or trade secrets with a view to secure trust among business partners, 

                                                 
2  Mageswari, “Date set for decision on CTOS joint-trial,” The Star, 5 September, 2007 
3  Section 20A of the Criminal Procedure Code, (Act No. 593). 
4  Sections 350, 351 of Penal Code, (Act No. 574). 
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employers and employees and it traces its origin from the case of Saltman 

Engineering 5 which is adopted in Malaysia. 

However, the emergence of the Internet poses new challenges to the existing 

legal structure of protection of privacy of individuals. Though there are other types of 

technologies emerging which may threaten the privacy of individuals,6 this paper will 

solely concentrate on the privacy on the Internet. For example, consider a typical 

situation in which an individual purchases airline tickets and makes hotel reservation 

over the telephone, or uses online banking to pay bills from his computer. The 

customer is interested in knowing and controlling who has access to the data and the 

purpose for which the data will be used. The individual may be unaware that personal 

information, such as details of the purchase, name and address, and the previous 

website visited, has been retained or would be used again later, perhaps even by third 

parties.7 Other groups of individuals, including employees, patients and citizens, have 

similar concerns. Unlike other forms of privacy, this concept as aptly termed by 

Raymond Wack as “informational privacy” encompasses many areas of contemporary 

life-from health care, to credit reports and detailed consumer behaviour online. 

The increased penetration of information and communication technologies 

(ICTs) in all aspects of life and the regulation of ICTs pose new dilemmas for policy 

makers to balance between conflicting interests: that is of business that is eager to 

exploit and individuals who lost control over their personal information. To boost 

confidence in the electronic marketplace and obtaining consumer confidence is a 

precondition that has to be fulfilled. In order to address consumer privacy concerns 

and the implications for the success of the Multimedia Super Corridor project, the 

                                                 
5  See Saltman Engineering Co Ltd v Campell Engineering Co Ltd [1948] 65 RPC 203. 
6  Such as contact less photo camera and mobile phones which have camera devices. 
7  Simson Garfinkel, Database Nation: The Death of Privacy in the 21 Century, (California: O’reilly & 
Associates, 2001), pp 16-19 
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Malaysian government is considering passing a comprehensive Protection of Personal 

Data (PDP) Bill which will be tabled at the beginning of 2008 in parliament.8 This 

thesis details an examination of the present legal structure dealing with the protection 

of privacy and effectiveness in the context of informational privacy on the Internet. It 

will focus on the impact of the PDP Bill on businesses in Malaysia if it is 

implemented. This is done by analysing developments in other jurisdictions, namely 

in the United States and European Union who are the main trading partners of the 

country. It provides some recommendation for the policy makers to consider such as 

competitiveness viz .neighboring countries which will assist them in drafting and 

implementing privacy protection measures. 

 
 
1.3 STATEMENT OF THE PROBLEM 

The advent of information technology and its wide application in all aspects of daily 

life have revolutionized the way we communicate and carry out transactions. The 

main locomotive behind the rapid spread of Information Technology (IT) is 

innovations which increase business efficiency. For instance, we already experience 

the replacement of human beings with automatic telephone answering machines in 

corporations. Despite the dot com stock market crash in early 2000, the online 

business is steadily increasing. As long as the Internet offers cost-saving solutions for 

the corporations, then e-commerce will stay. 

The new technologies have challenged rules and regulation which were 

adopted to regulate human activities in the physical space. This has been illuminated 

in a book written by Lawrence Lessig, “The Code and Other Laws of Cyberspace.” In 

his book, he described “the architecture” which is being built and shaped by profit-

                                                 
8  The Star, “Act to keep personal data private,” 6 November, 2007 




