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ABSTRACT 

Maritime security issue has been received the greater awareness by the international 
community since after the September 11 attack. Although there is no universal 
definition of the term ‘maritime security’, it covers a wide range of serious maritime 
security threats such as piracy and armed robbery at sea, maritime terrorism, threat of 
trafficking in arms and WMDs, threat of slavery, trafficking in persons and drug 
trafficking, IUU fishing, and threat of damage to marine environment which are of 
great concern for the international community. Not only the prescriptions of rules but 
also their effective enforcement is necessary for sustainable international maritime 
security. Port State jurisdiction has been found to be favoured by the international 
community as a response to the unreliable enforcement efforts by flag of convenience 
States particularly in cases of vessel-source pollution and illegal-fishing on the high 
seas. Coastguards are found to be the best models as law enforcement agencies as 
practiced by the United States, UK, Canada and Japan. The existing legal framework 
on maritime security in Malaysia is found to be insufficient because of legal loopholes 
particularly for maritime crime coverage since there is no substantive law to take 
action against serious maritime crimes such as piracy and maritime terrorism which 
leads to ineffective law enforcement. The evaluations on the maritime law 
enforcement mechanisms showed that Malaysia is in need of systematic national 
maritime security policy particularly in terms of distribution of powers to avoid 
overlapping jurisdiction among agencies in enforcing the laws. The critical appraisal 
of the MMEA evidences that the MMEA is yet to stand solely as the well-established 
agency for law enforcement against all maritime security threats because of its limited 
as well as very old assets which are almost 50 years old vessels and therefore, low 
efficient to perform law enforcement functions effectively. The comprehensive 
analysis of the MMEA Act 2004 reveals that there are weaknesses in the Act itself 
which need to be fixed to become clearer and more logical legislation particularly 
related to the issue of the right is ‘hot pursuit’. There are various security threats 
challenging Malaysian maritime security where piracy and armed robbery at sea is 
found to be the most rampant. Other threats include maritime terrorism, security 
invasions in eastern coast of Sabah such as kidnapping for ransoms (KfR) and 
hijackings by terrorist groups, issue of unresolved maritime boundaries, human 
trafficking and smuggling of migrants, maritime environmental pollution and IUU 
fishing. These findings accentuate the need for sustainable legal and enforcement 
mechanisms in Malaysia.  
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 خلاصة البحث

سبتمبر. وعلى الرغم من عدم  ١١أكبر من المجتمع الدولي منذ اعتداء  امن البحري وعيتلقت قضية الأ
لا انه يغطي مجموعة واسعة من التهديدات الأمنية البحرية إوجود تعريف عام لمصطلح "الأمن البحري"، 

الخطيرة مثل القرصنة والسطو المسلح في البحر، والإرهاب البحري، والتهديد بالاتجار بالأسلحة وأسلحة 
الدمار الشامل، والتهديد بالرق، والاتجار بالأشخاص والأشخاص والاتجار بالمخدرات، والصيد غير 

غ عنه وغير المنظم، والتهديد بإلحاق الضرر بالبيئة البحرية التي تشكل مصدر قلق بالغ المشروع وغير المبل
لى انه ليس من الضروري وضع وصف للقواعد فحسب، بل أيضا إللمجتمع الدولي. وتجدر الإشارة 

ولي الفعال، من أجل تحقيق الأمن البحري الدولي المستدام.  كذلك اعتبر المجتمع الد يتعدى إلى تنفيدها
التي لا يمكن الاعتماد عليها من جانب  التنفيذأن الولاية القضائية لولاية الميناء هي استجابة لجهود 

الدول الملائمة، ولا سيما في حالات تلوث مصادر السفن والصيد غير القانوني في أعالي البحار. وقد تم 
من قبل  المطبق عليهكما هو   القانون تنفيذالاتفاق على خفر السواحل ليكون أفضل نماذج وكالات 

أن الإطار القانوني القائم بشأن  يلاحظ ،الولا�ت المتحدة والمملكة المتحدة وكندا واليابان. ومع ذلك
الأمن البحري في ماليز� غير كاف وذلك بسبب الثغرات القانونية ولا سيما فيما يتعلق بتغطية الجرائم 

جراءات ضد الجرائم البحرية الخطيرة مثل القرصنة الإتخاذ البحرية نظرا لعدم وجود قانون موضوعي لا
القانون. وقد أظهرت التقييمات المتعلقة بآليات  تنفيذوالإرهاب البحري والذي يؤدي إلى عدم فعالية 

القانون البحري أن ماليز� في حاجة إلى سياسة وطنية منتظمة للأمن البحري لا سيما من حيث  تنفيذ
شار التقييم أالقوانين. وقد  تنفيذك لتجنب تداخل الاختصاص بين الوكالات في وذل ،توزيع السلطات

تستطع  االحاسم لوزارة الشؤون الاجتماعية والاقتصادية إلى أن وزارة الشؤون الاجتماعية والاقتصادية لم
دودية القانون ضد جميع التهديدات الأمنية البحرية نظرا لمح لتنفيذبعد على اعتمادها كوكالة راسخة 

القانون بشكل  تنفيذعاما تقريبا، وكفاءة لأداء ووظائف  ٥٠أصولها القديمة جدا التي تبلغ من العمر 
أن هناك  م٢٠٠٤القانون الماليزية لعام  تنفيذوكالة ليكشف التحليل الشامل  ،فعال. بالإضافة الى ذلك

أكثر وضوحا وأكثر منطقية أوجه ضعف في القانون نفسه تحتاج إلى أن تكون ثابتة لتصبح تشريعات 
هو "المطاردة الساخنة". هناك العديد من التهديدات و فيما يتعلق على وجه الخصوص بمسألة الحق 

الأمنية التي تواجه الأمن البحري الماليزي حيث تبين أن القرصنة والسطو المسلح في البحر هو الأكثر 
ولاية لغزوات الأمنية في الساحل الشرقي لانتشارا. وتشمل تلك التهديدات أيضا الإرهاب البحري وا

ومسألة الحدود البحرية ، واختطاف الجماعات الإرهابية ،مثل الاختطاف من أجل الفدية الماليزية صباح
والصيد غير المشروع وغير  ،والتلوث البيئي البحري ،وتهريب المهاجرين ،والاتجار بالبشر ،التي لم تحل بعد

 .في ماليز� مستمر وتنفيذالحاجة إلى آليات قانونية  عن المبلغ عنه وغير المنظم. لذلك تؤكد هذه النتائج
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CHAPTER I 

INTRODUCTION 

 

1.1 BACKGROUND TO THE RESEARCH 

Three-fourths of the Planet Earth is covered by oceans and various issues of social, 

political, economic and national security issues may arise from the use of vast oceans 

and its resources.  The oceans, which are the life blood of all the countries around the 

world, are governed by the United Nations Convention on the Law of the Sea 19821 

and a variety of other international conventions, whose main purpose is to maintain 

safety and security of all the maritime zones.   

Prior to September 11, 2001, although the issue of maritime security was 

considered as a necessary element for the management of maritime community, only a 

relatively small priority was given in actual application to the overall scheme of 

commercial shipping and port operations.  Maritime security issue has been received 

the greater awareness by the international community only after the September 11 

terrorist attack.  The world has shown its serious concern over this issue of maritime 

security in particular in the 21st century. 

In maritime history, ‘piracy’ has been the only principal threat to maritime 

security and its suppression has also been the object of customary international law. 

However, modern day maritime security involves a broader concept of piracy as well 

as many other threats to maritime navigation. Nowadays, maritime security threats also 

                                                           
1 The Convention was opened for signature on 10th December 1982 in Montego Bay, Jamaica, and 
entered into force on 16th November 1994. It covers all the matters relating to law of the sea. 
http://www.un.org/depts/los/convention_agreements/convention_overview_convention.htm>accessed 
on 6 November 2013. 
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include drug smuggling, human trafficking, transportation of WMDs weapons, threats 

to marine biosecurity, such as the introduction of alien diseases and organisms. The 

expanded range of maritime security threats poses serious risks to the safety of the 

ships, the ports they sail to, and the persons aboard them, as well as added danger to the 

cargoes they are carrying. 

Among the wide range of maritime security threats, terrorism against shipping 

or maritime terrorism2, which is in essence different from the crime of piracy, has 

become the primary concern particularly after the September 2001. The first actual 

maritime terrorist attack was the Archille Lauro incident in 1985.  This terrorist attack 

stimulated the awareness of the necessity of cooperation of international community in 

order to suppress the acts of maritime terrorism.  Moreover, it also highlighted the 

vulnerability of international legal framework in addressing maritime terrorism as a 

serious maritime security threat.  Following the Archille Lauro incident, the 

International Maritime Organization (IMO) seriously considered to establish relevant 

and effective legal initiatives to promote maritime security. In 1988, the IMO adopted 

the Convention on the Suppression of Unlawful Acts against the Safety of Maritime 

Navigation (SUA or Rome Convention)3, the first international convention which 

address the menace of maritime terrorism. 

Today, the trans-boundary nature of suppressing maritime security threats 

creates a good number of legal challenges for States particularly in ensuring and 

                                                           
2 “Unlike traditional pirates (who are still an active security risk), the perpetrators of terrorist attacks on 
shipping do not necessarily operate from vessels other than the ships they are attacking. Indeed, their 
attacks may be to use the targeted ship as the means to deliver a bomb to their selected destination or to 
employ the ship itself as a weapon. Most important, the perpetrators may not necessarily act with a view 
to any personal gain for themselves.” 
3 The Convention was adopted by the International Conference on the Suppression of Unlawful Acts 
against the Safety of Maritime Navigation at Rome on 10 March 1988, entered into force on 1 March 
1992; there are 161 states parties, representing 94.7% of world registered tonnage of ships. 
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asserting the enforcement jurisdiction.  Most of the challenges are due to exclusive flag 

state control over the foreign vessels and the issue of state sovereignty in particular for 

the coastal states.  There are still loopholes in the maritime security regime in 

suppressing maritime security threats.  One of the reasons for ineffective enforcement 

mechanisms against maritime security threats is the lack of cooperation at international 

as well as regional level.  At the national level, it is necessary to possess the well-

managed and systematic national maritime policy.  If there is the lack of effective 

enforcement measures at the national level for each and every maritime nation, it would 

be far from achieving the primary aim of improving maritime security at international 

level. 

To date, the international community has managed to come out with quite a 

number of legal initiatives for the purpose of improving maritime security.  Among 

them are, the International Ship and Port Facility Security Code (ISPS Code), which 

requires the regular assessment of ships and ports in order to identify threats to the 

maritime security and the development and implementation of security plans based on 

those assessments and 2005 Protocol to the Convention for the Suppression of Unlawful 

Acts Against the Safety of Maritime Navigation,4  which permits ship-boarding at sea 

for the suppression of particular terrorist offences.5  

Regardless of adopting a number of international conventions and legal 

initiatives on maritime security, the purpose cannot be achieved if there is lack of 

effective enforcement measures or effective law enforcement actions.  That is the 

reason for embarking on an in-depth research which identifies loopholes and 

                                                           
4 The 2005 Protocol entered into force on 28 July 2010. As of October 2013, it has been ratified by 27 
states. 
5 Natali Klein, Maritime Security and the Law of the Sea, Oxford: Oxford University Press, 2011, at 1. 
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shortcomings of law enforcement measures against maritime security threats and 

explores ways and means to improve them.  The main focus is on the Malaysian 

experience as it is a maritime nation with a variety of maritime security concerns. 

 

1.2 STATEMENT OF THE PROBLEM 

Nowadays, the international community is facing with numerous challenges from 

serious maritime security threats. Among them are piracy, maritime terrorism and 

armed robbery at sea, transnational organized crimes at sea, IUU fishing, damage to the 

marine environment and proliferation of WMD weapons. Particularly, the issue of 

WMD becomes the most serious threat when the terrorists use those weapons in their 

attacks. The international community has shown its concern over the maritime security 

by establishing prescriptive measures such as 1988 SUA Convention, 2005 SUA 

Protocol6, International Ship and Port Facility Security (ISPS) Code7, Container 

Security Initiative (CSI)8, and Proliferation Security Initiative (PSI)9.  

However, there are two main obstacles in enforcing the measures, namely, the 

exclusive jurisdiction of the flag State on the high seas and the issue of sovereignty of 

the coastal state. The 2005 Protocol to the SUA Convention has been ratified by only 

19 States and the overwhelming majority of States are against it because of its extensive 

boarding procedures which affect their sovereignty. Likewise, the initiative like PSI 

                                                           
6 It is the Protocol to the 1988 SUA Convention and it entered into force on 28 July 2010; there are 19 
State parties, representing 29.75 % of world registered tonnage of ships. 
7 It was established in the form of amendments to the 1974 Safety of Life at Sea (SOLAS) Convention 
and entered into force on 1 July 2004. 
8 It was established by the United States in response to the September 11 terrorist attack as part of US 
Customs and Borders Protection’s (CBP) layered cargo security strategy. It was announced in January 
2002 and first implemented in ports shipping the highest volume of containers to the United States. It 
operates in 58 ports worldwide:  North, Central, and South America, the Caribbean, Europe, Africa, the 
Middle East and throughout Asia. 
<http://www.cbp.gov/sites/default/files/documents/csi_brochure_2011_3.pdf >accessed on 8.6.2014. 
9 It was spearheaded by the United States and launched on May31, 2003. 
<http://www.state.gov/t/isn/c10390.htm> accessed on 8.6.2014. 
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cannot be fully implemented as it lacks the participation of some Asian countries 

because of their concern over the breach of sovereignty and their reliance so much an 

exclusive jurisdiction of the flag State. Moreover, enforcement jurisdiction is not 

effective when the flag States are reluctant in taking actions against their vessels 

particularly those States offering flags of convenience.  An in-depth research is 

therefore necessary to measure the seriousness of these loopholes and shortcomings of 

the law enforcement measures and to explore the ways and means to maintain 

sustainable maritime security. 

As far as the maritime security in Malaysia is concerned, Malaysia is not only 

State which is mainly relying on the international maritime trade but also a littoral state 

to the Straits of Malacca and Singapore, a well-known piracy hot spot area.  The 

vulnerability of Malaysian maritime security is so obvious due to weaknesses in both 

prescriptive and enforcement measures. There are loopholes in national legislation as 

Piracy is not specified as an offence in the Penal Code and Malaysia does not possess 

the Piracy Act like some other maritime nations.  Malaysia is taking actions against 

piratical acts and armed robberies in its territorial sea as normal theft or robbery 

offences under the Penal Code and not as maritime crimes. Therefore, Malaysian laws 

are ineffective to take serious criminal actions against pirates and terrorists. 

Civil Procedure Code extends the jurisdiction of Malaysian Courts to extra-

territorial offences but it is only limited to the national security, and does not extend to 

piracy and maritime terrorism. Although the Courts of Judicature Act allows the 

Malaysian High Court to adjudicate piracy cases on the High Seas but substantive law 

i.e., the Penal Code does not extend legal effect beyond the territorial sea. Apart from 

the traditional threats of piracy, controlling the threats of terrorism and weapons of mass 
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destruction is also a big challenge for Malaysia in sustaining its national maritime 

security and there is no law in Malaysia in order to address them. 

In addition, the current situation of Malaysia is in urgent need of effective enforcement 

measures in light of the recent security breaches such as the Lahad Datu Invasion 

(2013) by the Sulu militants in Sabah and the Pom-Pom Island Incident (2013) which 

the gunmen killed the Taiwanese man and kidnapped his partner.  They are the very 

recent attacks happened in Sabah and both incidents are due to the lack of maritime 

territorial security. These security breaches are the very good reason to question the 

effectiveness of national maritime security of Malaysia. 

 As far as the issue of maritime law enforcement is concerned, there were a 

variety of enforcement agencies in Malaysia. When the Malaysian Maritime 

Enforcement Agency (MMEA) was established, it was supposed to be an integrated 

maritime enforcement agency which administers all the maritime enforcement issues 

such as interdictions, search and rescue, seizing of vessels which violate laws within 

the Malaysian maritime zones and prosecution of the accused persons. Now that it has 

been ten years since the MMEA was established, it is high time to assess the 

effectiveness of the MMEA as the primary maritime law enforcement agency, the issue 

of overlapping of functions and powers of various maritime related government 

agencies such as, the Department of Environment (DoE), marine police, the navy and 

the Department of Fisheries, and the proper coordination of otherwise of these 

enforcement agencies.  

Therefore, there is an urgent need for embarking on a comprehensive research 

which focuses on the issues and challenges of maritime law enforcement in Malaysia 

and explore the best solutions for improving Malaysian maritime security.  

 




