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ABSTRACT

In litigation process, liability or culpability of a person or an entity depends on the
evidence produced by the parties. The evidence varies from paper to other physical
evidence and often backup by oral or testamentary evidence given by witness under
oath. But the nature and characteristic of the evidence changes according to the
development in the society, the nature of business and the development in the
information communication technology or ICT environment. The ICT environment
aspires improvement and development in e-commerce and e-court system. At the
same time, it also encourages cybercrimes activities such as online fraud, defamation,
theft and threat. Electronic evidence is introduced in this ICT environment. As a
result, the electronic evidence has also challenged the existing procedural laws and its
admissibility under the Evidence Act 1950. Thus, the main issue centered on whether
the existing laws relating to the process of gathering evidence in civil and criminal
cases can also be applied in e-commerce or e-contract and computer crimes cases.
The research analyzes the application of the existing procedures of gathering evidence
under the Rules of High Court 1980 (RHC) and the Criminal Procedure Code (CPC)
to the gathering of electronic or computer evidence in the above cases. The relevant
laws such as Electronic Commerce Act 2006, Contracts Act 1950, Penal Code,
Computer Crimes Act 1997, Communications and Multimedia Act 1998, Digital
Signature Act 1997 and Evidence Act 1950 are also examined. The research proves
that there is no specific provision on the process of gathering electronic evidence such
as electronic discovery and others in the RHC 1980 while in criminal cases the CPC is
mainly referred to although the gathering of evidence involves computer crime.
Further, there is no specific Practice Direction that provides guidelines to conduct
gathering of electronic evidence in the ICT environment for civil cases. Similarly, in
criminal cases the available standard operating procedures to investigate, search and
seize the computer evidence is always kept confidential. On the position of electronic
evidence, sections 90A, 90B and 90C of the Evidence Act 1950 affirm the
admissibility of electronic evidence in Malaysia. However, the relevancy and
reliability of evidence given by the computer forensic expert can still be challenged in
court. Therefore, the study concludes that, the existing laws on procedures and
evidence should be reviewed and updated in order to accommodate and achieve
effective implementation of e-court system in Malaysia and in facing the challenges
brought forward by the development in the ICT environment.
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CHAPTER ONE

INTRODUCTION

Information Communication Technology (ICT) is a new phenomenon in the world at
large. This technology has the capacity to turn the world into a small borderless
village making communication instantaneous and accurate. As a result, information
has become a priceless commodity that has enabled online business and e-commerce
to flourish. To Malaysia, ICT is a springboard or vehicle to achieve the national long-
term plan known as Vision 2020. In order to achieve Vision 2020, the Government
has taken steps to enact laws, known as ‘cyberlaws’, to govern the development of
ICT. A proposal to set up an electronic court as a forum to settle disputes resulting
from the use of information communication technology has also been made, but the
law of procedure and evidence is still conventional.

The development of ICT in Malaysia is having a tremendous impact on
society, commerce and the law. As a result, society is now becoming conversant with
ICT and uses it in everyday life, including buying goods and services on the Internet
and online transactions. However, there are members of society who use the Internet
to commit crimes such as commercial fraud, defamation, hacking and spamming. As
such, the law, particularly the law of evidence and procedure, must be effective
enough to ensure that criminals are caught and punished and/or made liable for all
losses suffered as a result of their unethical behavior.

At present the law, particularly the cyberlaws, in Malaysia have not fully
addressed the above issue and the procedural law governing cyber crime has not been

challenged to test the extent of the applicability in cases involving electronic related



crimes or civil liability. In relation to evidence, the admissibility of online evidence
remains uncertain because the law gives emphasis and recognition to computer print-
out evidence and thus treats such evidence as documentary evidence. In view of the
above, this research is undertaken with the aim to examine and analyze the procedural
adequacy of the laws governing ICT related cases and the extent of the admissibility
of electronic evidence.

This introductory chapter will present the research objective, the statement of
problems, the hypothesis, the scope and limitation and the methodology adopted.
Relevant studies, which have been conducted in this area, are mentioned in the
literature review. Finally, several terminologies and glossary of information
technology terms are also presented as to provide better understanding on the impacts
of ICT on society, commerce, court administration, cyberlaws and the relevant

procedures.

1.1 RESEARCH OBJECTIVES
The objectives of this research are to examine the impact of ICT:

a) on the society, economy and the administration of Malaysian courts. This
will provide the background to the changing environment in the structure
of society, economy and court administration in Malaysia. More emphasis
is given to the development of the computerised court system (e-court) in
Malaysia. This is discussed in detail in Chapter 2.

b) on the current laws governing e-commerce transactions and cybercrime
activities as well as their enforcement in Malaysia as analysed in Chapter

3. This chapter is important as it is the foundation to examine the



efficiency and sufficiency of the law in accommodating the challenges
posed by ICT development.

c) on the methods of gathering electronic evidence in both civil and criminal
procedure. This is discussed in detail in Chapters 4 and 5. Briefly, these
two chapters analyse all the relevant methods of gathering evidence under
the Rules of High Court 1980 (RHC) and the Criminal Procedure Code
(CPC). The extent of the applicability of both procedural laws to
electronic evidence is also examined.

d) on the extent of the admissibility of electronic evidence under the
Evidence Act 1950 (EA). The focus is on the admissibility of computer
printouts and online evidence and the adequacy of the EA 1950. This is
examined in Chapter 6.

e) on the Syariah evidence and procedural laws. This is discussed in Chapter
7.

In short, the objective of this research is to establish that the ICT environment

in Malaysia will facilitate the application and implementation of e-court system and
litigation process. In order to achieve these objectives the study will analyse the

application of the existing procedures and evidence law to ICT related cases.

1.2 STATEMENT OF PROBLEMS

Although the Government of Malaysia has taken the initiative to achieve its Vision
2020 by establishing the Multimedia Super Corridor (MSC) and enacting the cyber
laws to govern the application of ICT in Malaysia, the Evidence Act 1950, civil and
criminal procedural law and the Court Practice Direction are archaic and uncertain in

cases involving electronic evidence. The above rules of procedures, practice direction



