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ABSTRACT 
 
 
 
 
In litigation process, liability or culpability of a person or an entity depends on the 
evidence produced by the parties.  The evidence varies from paper to other physical 
evidence and often backup by oral or testamentary evidence given by witness under 
oath.  But the nature and characteristic of the evidence changes according to the 
development in the society, the nature of business and the development in the 
information communication technology or ICT environment.  The ICT environment 
aspires improvement and development in e-commerce and e-court system.  At the 
same time, it also encourages cybercrimes activities such as online fraud, defamation, 
theft and threat.  Electronic evidence is introduced in this ICT environment.  As a 
result, the electronic evidence has also challenged the existing procedural laws and its 
admissibility under the Evidence Act 1950.  Thus, the main issue centered on whether 
the existing laws relating to the process of gathering evidence in civil and criminal 
cases can also be applied in e-commerce or e-contract and computer crimes cases.  
The research analyzes the application of the existing procedures of gathering evidence 
under the Rules of High Court 1980 (RHC) and the Criminal Procedure Code (CPC) 
to the gathering of electronic or computer evidence in the above cases.  The relevant 
laws such as Electronic Commerce Act 2006, Contracts Act 1950, Penal Code, 
Computer Crimes Act 1997, Communications and Multimedia Act 1998, Digital 
Signature Act 1997 and Evidence Act 1950 are also examined.  The research proves 
that there is no specific provision on the process of gathering electronic evidence such 
as electronic discovery and others in the RHC 1980 while in criminal cases the CPC is 
mainly referred to although the gathering of evidence involves computer crime.  
Further, there is no specific Practice Direction that provides guidelines to conduct 
gathering of electronic evidence in the ICT environment for civil cases.  Similarly, in 
criminal cases the available standard operating procedures to investigate, search and 
seize the computer evidence is always kept confidential.  On the position of electronic 
evidence, sections 90A, 90B and 90C of the Evidence Act 1950 affirm the 
admissibility of electronic evidence in Malaysia. However, the relevancy and 
reliability of evidence given by the computer forensic expert can still be challenged in 
court.  Therefore, the study concludes that, the existing laws on procedures and 
evidence should be reviewed and updated in order to accommodate and achieve 
effective implementation of e-court system in Malaysia and in facing the challenges 
brought forward by the development in the ICT environment. 
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 ملخص البحث 
  
  
  
  

هذا . رفانتعتمد مسؤولية أو اام شخص أو جهة ما على الدليل الذي يقدمه الط, في عملية المرافعة
ويختلف الدليل من دليل ورقي إلى أدلة مادية أخرى وغالبا مايكون مدعوما بدليل أو شهادة شفوية يقدمها 

ولكن طبيعة وخصائص الدليل تختلف تبعا للتقدم في اتمع وطبيعة العمل والتقدم .  الشهود تحت القسم
فتؤدي بيئة تقانة المعلومات والإتصالات . تفي مجال تقانة المعلومات أو بيئة تقانة المعلومات والإتصالا

وفي ذات الوقت فإا تؤدي لازدياد الجريمة الإلكترونية . لتطور وتقدم نظام التجارة والمحاكمة الإلكترونيين
وفي بيئة تقانة المعلومات والإتصالات هذه . والسرقة والتهديد, القذف, كالاحتيال على شبكة الإنترنت

وبناءا عليه فقد تحدى الدليل الإلكتروني القوانين الإجرائية وإمكانية . دليل الإلكترونيفإنه يتم تقديم ال
ولذلك فقد تمحور الموضوع المركزي حول إمكان اعتماد القوانين . 1950إعتمادها تحت قانون الأدلة 

الإلكترونيين وقضايا جرائم الحالية المتعلقة بجمع الأدلة بالقضايا الجنائية والمدنية في قضايا التجارة والتعاقد 
 وقانون 1980يحلل البحث تطبيق الإجراءات الحالية لجمع الأدلة تحت أحكام المحكمة العليا . الكمبيوتر

كما يفحص البحث . الإجراءات الجنائية على جمع الأدلة الإلكترونية أو الكمبيوترية في الحالات السابقة
 وقانون العقوبات وقانون 1950 وقانون العقود 2006كترونية القوانين ذات الصلة كقانون التجارة الإل

 وقانون 1998 وقانون الإتصالات والوسائط المتعددة 1997 وقانون الأدلة 1997جرائم الكمبيوتر 
يثبت البحث عدم وجود تعليمات محددة عن عملية . 1950 وقانون الأدلة 1997التواقيع الإلكترونية 

 بينما يتم اعتماد قانون 1980لعثور الإلكتروني وغيرها في أحكام المحكمة العليا جمع الأدلة الإلكترونية كا
بالإضافة لذلك فإنه لايوجد . الإجراءات الجنائية على الرغم من أن جمع الأدلة يشتمل جرائم كمبيوترية

.  المدنيةتوجيهات عمل تزود إرشادات حول جمع الأدلة في بيئة تقانة المعلومات والإتصالات في القضايا
وبشكل مشابه فإنه يتم الاحتفاظ بسرية الإجراءات القياسية المتاحة للبحث والتحقق والمصادرة للأدلة 

 حول 1950ج من قانون الأدلة 90ب و90أ و90ويؤكد القسم . الكمبيوترية في القضايا الجنائية
ذا يمكن تحديه عندما يكون الدليل اعتماد الأدلة الإلكترونية مكانة الأدلة الإلكترونية في ماليزيا ولكن ه

وبالتالي فإن هذه الدراسة تستنتج وجوب . الذي يقدمه جنائيو الكمبيوترات غير موثوق أو غير ذي صلة
مراجعة وتحديث القوانين الحالية عن الإجراءات والأدلة كي تواكب وتحقق التطبيق الفعال لنظام المحاكمة 

  .حديات التي يبرزها التقدم في بيئة تقانة المعلومات والإتصالاتالإلكترونية في ماليزيا ولتواجه الت
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CHAPTER ONE 

INTRODUCTION 
 
 
 
 
Information Communication Technology (ICT) is a new phenomenon in the world at 

large.  This technology has the capacity to turn the world into a small borderless 

village making communication instantaneous and accurate.  As a result, information 

has become a priceless commodity that has enabled online business and e-commerce 

to flourish.  To Malaysia, ICT is a springboard or vehicle to achieve the national long-

term plan known as Vision 2020.  In order to achieve Vision 2020, the Government 

has taken steps to enact laws, known as ‘cyberlaws’, to govern the development of 

ICT.  A proposal to set up an electronic court as a forum to settle disputes resulting 

from the use of information communication technology has also been made, but the 

law of procedure and evidence is still conventional. 

The development of ICT in Malaysia is having a tremendous impact on 

society, commerce and the law.  As a result, society is now becoming conversant with 

ICT and uses it in everyday life, including buying goods and services on the Internet 

and online transactions.  However, there are members of society who use the Internet 

to commit crimes such as commercial fraud, defamation, hacking and spamming.  As 

such, the law, particularly the law of evidence and procedure, must be effective 

enough to ensure that criminals are caught and punished and/or made liable for all 

losses suffered as a result of their unethical behavior.  

At present the law, particularly the cyberlaws, in Malaysia have not fully 

addressed the above issue and the procedural law governing cyber crime has not been 

challenged to test the extent of the applicability in cases involving electronic related 
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crimes or civil liability.  In relation to evidence, the admissibility of online evidence 

remains uncertain because the law gives emphasis and recognition to computer print-

out evidence and thus treats such evidence as documentary evidence.  In view of the 

above, this research is undertaken with the aim to examine and analyze the procedural 

adequacy of the laws governing ICT related cases and the extent of the admissibility 

of electronic evidence. 

This introductory chapter will present the research objective, the statement of 

problems, the hypothesis, the scope and limitation and the methodology adopted.  

Relevant studies, which have been conducted in this area, are mentioned in the 

literature review.  Finally, several terminologies and glossary of information 

technology terms are also presented as to provide better understanding on the impacts 

of ICT on society, commerce, court administration, cyberlaws and the relevant 

procedures. 

 

1.1 RESEARCH OBJECTIVES 

The objectives of this research are to examine the impact of ICT: 

a) on the society, economy and the administration of Malaysian courts.  This 

will provide the background to the changing environment in the structure 

of society, economy and court administration in Malaysia.  More emphasis 

is given to the development of the computerised court system (e-court) in 

Malaysia.  This is discussed in detail in Chapter 2. 

b) on the current laws governing e-commerce transactions and cybercrime 

activities as well as their enforcement in Malaysia as analysed in Chapter 

3.  This chapter is important as it is the foundation to examine the 
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efficiency and sufficiency of the law in accommodating the challenges 

posed by ICT development. 

c) on the methods of gathering electronic evidence in both civil and criminal 

procedure.  This is discussed in detail in Chapters 4 and 5.  Briefly, these 

two chapters analyse all the relevant methods of gathering evidence under 

the Rules of High Court 1980 (RHC) and the Criminal Procedure Code 

(CPC).  The extent of the applicability of both procedural laws to 

electronic evidence is also examined. 

d) on the extent of the admissibility of electronic evidence under the 

Evidence Act 1950 (EA).  The focus is on the admissibility of computer 

printouts and online evidence and the adequacy of the EA 1950.  This is 

examined in Chapter 6. 

e) on the Syariah evidence and procedural laws.  This is discussed in Chapter 

7.  

In short, the objective of this research is to establish that the ICT environment 

in Malaysia will facilitate the application and implementation of e-court system and 

litigation process.  In order to achieve these objectives the study will analyse the 

application of the existing procedures and evidence law to ICT related cases. 

 

1.2 STATEMENT OF PROBLEMS 

Although the Government of Malaysia has taken the initiative to achieve its Vision 

2020 by establishing the Multimedia Super Corridor (MSC) and enacting the cyber 

laws to govern the application of ICT in Malaysia, the Evidence Act 1950, civil and 

criminal procedural law and the Court Practice Direction are archaic and uncertain in 

cases involving electronic evidence.  The above rules of procedures, practice direction 


