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ABSTRACT

Accessing healthcare services by several stakeholders for diagnosis and treatment has
become quite prevalent owing to the improvement in the industry and high levels of patient
mobility. Due to the confidentiality and high sensitivity of electronic healthcare records
(EHR), the majority of EHR data sharing is still conducted via fax or mail because of the
lack of systematic infrastructure support for secure and reliable health data transfer, delaying
the process of patient care. As a result, it is critically essential to provide a framework that
allows for the efficient exchange and storage of large amounts of medical data in a secure
setting, where the storing the data over the cloud do not remain secure all the time. Since the
data are accessible to the end user only by using the interference of a third party, it is prone
to breach of authentication and integrity of the data. This thesis introduces the development
of a Patient-Centered Blockchain-Based EHR Management (PCBEHRM) system that allows
patients to manage their healthcare records across multiple stakeholders and to facilitate
patient privacy and control without the need for a centralized infrastructure. In addition, the
proposed system ensures a secure and optimized scheme for sharing data while maintaining
data security and integrity over the Inter Planetary File System (IPFS). Further, the proposed
system introduces a sophisticated End to End Encryption (E2EE) functionality by combining
the ECC (Elliptic Curve Cryptography) method and the Advanced Encryption Standard
(AES) method. This is to enhance the security of system, reduce the computational power
for memory optimization, and ensure authentication and data integrity. We have also
demonstrated how the proposed system design enables stakeholders such as patients, labs,
researchers, etc., to obtain patient-centric data in a distributed and secure manner that is
integrated using a web- based interface for the patient and all users to initiate the EHR sharing
transactions. Finally, the thesis enhances the proposed PCBEHRM system with deep learning
artificial intelligence capabilities to revolutionize the management of the EHR and offer an
add-on diagnostic tool based on the captured EHR metadata. Deep learning in healthcare now
had become incredibly powerful for supporting clinics and in transforming patient care in
general and is increasingly applied for the detection of clinically important features in the
images beyond what can be perceived by the naked human eye. Chest X-ray images are one
of the most common clinical methods for diagnosing several diseases. The proposed
enhancement integrated deep learning feature is a developed lightweight solution that can
detect 14 different chest conditions from an X-ray image. Given an X-ray image as input, our
classifier outputs a label vector indicating which of 14 disease classes does the image fall
into. The proposed diagnostic add-on tool focuses on predicting the 14 diseases to provide
insight for future chest radiography research. Finally, the proposed system was tested in
Microsoft Windows@ environment by compiling a smart contract prototype using Truffle
and deploying it on Ethereum using Web3. The proposed system was evaluated in terms of
the projected medical data storage costs for the IPFS on blockchain, and the execution time
for a different number of peers and document sizes. The results show that the proposed
system achieves a reduced storage cost of 73.4172% and a 76% in execution time in



comparison to other proposed systems in the open literature. The Results of the study
conclude that the proposed strategy is both efficient and practicable. The add-on deep
learning diagnostic feature flags any present diseases predicted from the health records and
assists doctors and radiologists in making a well-informed decision during the detection and
diagnosis of the disease.
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CHAPTER ONE

INTRODUCTION

1.1 BACKGROUND OF STUDY

Medical and healthcare researchers emphasize the importance of their ability to collect and
analyze multi-source data in order to identify potential community health hazards, provide
case-specific therapies, and deliver focused medicine (Kumari A et al. 2018), which could
promote informed clinical decision making and lead to improved patient care quality. This
information can help to improve personal health information systems such as patient health
records (PHR) and patient portals. Patients frequently do not have easy access to their
historical data, while clinicians retain primary ownership.

Incorporating blockchain, Al, and other readily available technologies into a business's
DNA is the key to success (Tanwar S et al. 2020). To enhance medical research and attain
patient-centricity, the industry needs to use technology to produce user- and customer-centric
interfaces and data-driven decisions for creative ways to data processing and improved
outcomes (Campanella P et al. 2016, Siyal AA et al. 2019). For example, artificial
intelligence (Al) could assist in identifying and prioritizing patients for drug monitoring and
development, which is essential for regulated drug production and accelerated timeframes
(Tanwar S et al. 2020). Using numerical drug design methodologies and Al clinical trial data
was evaluated for repurposing marketed pharmaceuticals, exploring the efficacy of
medication formulations, and dose measurement (Tagde P et al. 2021). Blockchain facilitates
the development of a system that creates and manages content blocks known as ledgers,
incorporating secure and automated data analysis. All health-related information will be
recorded and analyzed securely, allowing physicians, healthcare providers, and payers to
receive rapid updates. However, storing massive records on the blockchain, such as complete
electronic medical records or genetic data records, would be expensively inefficient due to
the large computational resources required. This is a major drawback of blockchain
technology, as it makes data queries within a blockchain difficult. Implementing Al

algorithms into the blockchain, however, can help overcome this drawback (Tagde P et al.
1



2021). To comprehend health trends and patterns, artificial intelligence began to learn and
reason like a clinician. It collects unstructured data from a variety of sources, including the
patient, the radiologist, and the pictures. Al is also capable of conducting complex
computational processes and evaluating enormous quantities of patient information fast.
However, some doctors are still hesitant to use Al in healthcare, particularly in positions that
may affect a patient's health, due to the significant capabilities that Al may bring, which have
proved that it can execute numerous dynamic and cognitive processes faster than a person.
The automobile sector has already demonstrated its capacity to utilize Al to produce
autonomous automobiles. However, some businesses have already identified machine
learning-based methods for detecting fraud and identifying financial dangers and
demonstrating AI’s maturity level (Shahnaz A et al. 2019).

The following section discusses the main terms and principles of intelligent technology in
healthcare. We look at how intelligent technologies evolve and the security criteria for their
implementation in the healthcare industry sector. In addition, the advent of modular IT
systems has been observed since the implementation of healthcare provisions in the 1970s.

Healthcare 1.0 is the name given to this period. Because of a lack of funding, healthcare
services were limited and not coordinated with digital systems during this period. On the
other hand, bio-medical machines had not yet been built and did not integrate with
networked electronic devices. Paper-based medications and reports were commonly used
in healthcare institutions during this period, resulting in increased costs and time.

From 1991 to 2005, the Healthcare 2.0 period was observed. During this time, health and
information technology were merged to form the foundations of today's healthcare systems.
This process saw the introduction of automated monitoring, which provided doctors with
imaging systems for assessing patients' health. Simultaneously, new user-enabled
innovations in the healthcare sector started to evolve, coinciding with the advent of social
media. Healthcare services began to build online communities to exchange information and
expertise, store data on cloud servers, and provide mobile access to documentation and
patient records, allowing both the provider and the patient to have constant access. During
this time, critics shared their dissatisfaction with the misleading facts and the invasion of

patients' privacy. Healthcare systems used networked electronic health management



practices combined with clinical imaging systems to help doctors get more reliable,
accurate, and timely access to patient’s data.

Healthcare 3.0 debuted simultaneously as Web, allowing users to customize how patient
healthcare records were distributed. User interfaces became simpler and more tailored,
allowing for more customized and optimized experiences. Electronic Healthcare Records
(EHRs) and wearable and implantable devices were also introduced, allowing for real-time,
ubiquitous monitoring of patients' healthcare. Similarly, EHR systems (Vora J et al. 2018)
emerged that incorporated stand-alone non-networked systems, such as social media
networks, to store patient’s data.

Finally, the care period proliferated, inspired by the idea of Industry 4.0, in which Hi-
tech and Hi-touch systems are implemented, using cloud computing, fog, and edge
computing, big data analytics, Al, and machine learning to create blockchains that allow
for real-time access to patient's clinical data (Tanwar S et al. 2020). The fundamental goal
of this period is to improve virtualization, allowing for real-time personalized healthcare.
The emphasis is now on teamwork, coherence, and integration, using Al technology to
make healthcare more predictive and personalized.

By considering the above scenario, this paper aims to identify the potentiality of Al-
blockchain to manage EHRs and show the challenges and future scopes. This systematic
review explores research that offers conceptual solutions, experimental results, prototypes,

and blockchain implementations for managing EHRs.

1.2 RESEARCH QUESTIONS

1. How can we design a blockchain framework that ensures the security and
integrity of healthcare medical records while maintaining time efficiency?

2. What cryptographic techniques and consensus mechanisms can be employed
to enhance the security aspects of the proposed blockchain framework?

3. How can artificial intelligence models effectively filter and mine metadata
from big healthcare datasets for the purpose of diagnosis sharing and decision-

making?



4. What are the key challenges and opportunities in integrating AI models into the
healthcare metadata filtration process?

5. How can end-to-end encryption be implemented to provide patients with
centralized control over their medical records while maintaining security and
accessibility?

6. What are the usability and acceptance factors associated with a patient-centered
approach to medical records management?

7. How does the performance of the developed system compare to existing
systems proposed in the open literature in terms of security, efficiency, and
usability?

8. What are the key performance metrics and evaluation criteria that should be

considered when benchmarking the system?

1.3 PROBLEM STATEMENT

The problem statement can be summarized in the following points.

1.

Lack of management and distributed data, where anyone can access the medical
data, because it is readable by anyone without authorization.

Medical records in database are vulnerable and can be easily tampered with, altered,
modified or deleted completely.

Processing, accessing and retrieving are time-consuming because it is based on a
centralized database for saving medical data from patient medical records to
diagnostics reports and doctor’s prescriptions.

Medical data need to end2end encryption to ensure the security ,integrity and
confidentiality.

The numbers of medical records are heterogeneous massive Bigdata and it has
proven to be a challenge so far to have a one solution fits all to secure them.

The handling of metadata is another challenge that calls for emerging Al
technologies to be applied together with blockchain solutions to secure the data and
reduce cost.

all recent standards require decentralization, distributed access and metadata

maximum use without patient rights infringements.
4



1.4 OBJECTIVES

1. To develop a secure time-efficient blockchain framework for healthcare medical

record management system

2. To utilize AI models for bigdata metadata filtration, mining and diagnosis sharing

decision-making process

3. To enhance distributive accessibility and security of patient’s medical records using

e2e encrypted patient-centered control of medical records management plans

4. To evaluate and benchmark the performance of the developed system against other

systems proposed in the open literature.
1.5 MOTIVATION

Content organizations traditionally utilize cloud databases to consolidate various types of
health information, such as electronic health records (EHRs), electronic medical records
(EMRs), clinical images, patient health records (PHRs), and personal data such as body
measurements and home-checking gadget information. It is important to note, however,
that a centralized database presents a vulnerability to cyberattacks, which can compromise
the security and privacy of EHRs (Madine et al., 2020). Additionally, stakeholders and
healthcare providers encounter challenges in sharing health information due to differences
in standards and formats.

Furthermore, if a patient's EHR is deleted from a hospital's database, the record is
permanently lost, exacerbating the problem. Therefore, any proposed system must be
tamper-proof to prevent unauthorized parties from accessing the information (Saidi et al.,
2022). Another issue with current healthcare systems is that patients have limited control
over their health records as they are managed by service providers (Makridakis et al., 2019).
As the amount of healthcare data continues to increase, security and scalability have
become major concerns. Figure 1.1 illustrates the current system architecture for managing

health records.
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Figure 1.1. Overview of the current system.

1.6 RESEARCH SCOPE

The study in this thesis will involve the design and implementation of the proposed system
in an actual testbed. No simulation studies will be considered. The system will be developed
by using Ethereum blockchain platform with IPFS and Ganache. Truffle is a framework of
this DApp, AngularJs as a front-end, and executed it on web3, back-end executed using
Python. Furthermore, Al algorithms executed using Python and import all the required
libraries to achieve our proposed system. However, it will be benchmarked against other
systems reported in the open literature. The system will be evaluated in terms of its security,

user-friendliness, distributive accessibility, time efficiency, and data analytics capabilities.

1.7 RESEARCH PHILSOPHY

The finding of this study will assume to provide a Al-Blockchain solution that can manage
healthcare medical records from different heterogeneous sources, like IoT devices,
ambulance records, EHR records, out-patient records, in-patient records, etc, with a high-
security level to data and allow for better confidentiality. furthermore, the system aims by
being designed in a distributive manner, to give more freedom to the patients themselves

to control the level of accessibility and record management needed.



1.8 RESEARCH METHODOLOGY
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Figure 1.2 System Flowchart.

1.9 THESIS BREAKDOWN

In Chapter 1, the general idea of the project is demonstrated. The essential components

such as background, problem statement, methodology, scope and organisation of report are



