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ABSTRACT

Facilitated by the globalisation of information and communication technologies and the
Internet, the crime of online child pornography (OCP) is an increasingly pervasive con-
cern, and its negative implications and dimensions are profound in today’s society. It is
a transnational illegal activity leading to the victimisation of children and provoking
their re-victimisation each time materials of their abuse and exploitation are accessed.
With the steady increase of this heinous crime, it is significant that a legal combatant is
created to overcome it effectively. There have been various research endeavours exam-
ining the legal mechanisms related to OCP; however, a research avenue that is signifi-
cantly lacking is the exploration of this mechanism in addressing the crime in the As-
sociation of South East Asian Nations (ASEAN). Thus, this thesis aims to critically
explore the legal framework on OCP in the ASEAN region to identify the merits and
demerits in the relevant laws. In order to achieve this aim, the thesis utilises a doctrinal
approach to gather relevant data, which are analysed and the findings disclosed. The
thesis begins by exploring the proliferation of the crime to reveal its enormous scope.
Then, the international mechanisms dealing with OCP are examined to discover appro-
priate approaches that can be used as a benchmark to embolden ASEAN’s national legal
frameworks. Consequently, the current efficiency of the national laws in the ASEAN
countries in governing the crime is analysed. The main finding of this thesis is that OCP
is becoming a prevalent problem in the region, and that several ASEAN countries have
undertaken stringent measures to curb it, while others are taking steps to address the
crime. The thesis also indicates several shortcomings in the existing legislation and fur-
ther highlights that appropriate implementation of an anti-child pornography law can
give productive results across the region. Based on the findings, suggestions to improve
the efficiency of the legal framework in tackling OCP in the ASEAN region are pro-
posed, primarily by advocating for a dynamic, legally binding regional treaty that in-
cludes a comprehensive list of substantive criminal laws pertaining to the exploitation
and abuse of children in pornography, leading to the conclusion of this thesis.
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CHAPTER ONE

INTRODUCTION AND BACKGROUND OF RESEARCH

1.1 INTRODUCTION TO THE RESEARCH

Every day, innumerable children across the globe are sexually abused and exploited,
and the distribution of the images and videos of this violence is not a new phenomenon
as the crime has been a global problem for many decades. Prior to the birth of the
Internet, child pornographic materials (henceforth abbreviated as CPM) were expen-
sive, with difficulties and dangers to produce, disseminate, and acquire this illicit ma-
terial. Crime scenes were also limited to physical locations, but now a virtual hunting
ground has been created for sexual predators. The role of information and communica-
tion technologies (ICTs) and the Internet in fuelling the crime of child pornography is
enormous as its advent has made it a more prominent and widespread societal problem.
Today, the crime has become an issue of international proportion because of the oppor-
tunities provided by the Internet, as it has made materials constituting children involved
in pornography widely accessible and transferable.! The Internet is not at fault here,
but rather it has opened a portal for predators to prey on children who take advantage
of the ubiquitous and transnational nature of the medium. It is a multi-billion-dollar

industry and, alarmingly, among the fastest-growing businesses online.?

! Catherine Beaulieu, Strengthening Laws Addressing Child Sexual Exploitation: A Practical Guide,
(Bangkok: ECPAT International, 2008), 71; International Centre for Missing and Exploited Children,
“Framing implementation: A supplement to child pornography: Model legislation and global review,”
International Centre for Missing and Exploited Children, 1, <https://www.icmec.org/framing-implemen-
tation-a-supplement-to-child-pornography-model legislation-global-review/> (accessed 6 January,
2022); Office of the Special Representative of the Secretary-General on Violence against Children, Re-
leasing Children’s Potential and Minimizing Risks: ICTs, the Internet and Violence against Children,
(New York: United Nations Publications, 2016), 21, 22, <https://violenceagainstchildren.un.org/news/re-
leasing-childrens-potential-and-minimizing-risks-icts-Internet-and-violence-against-0>; Steven Malby
and et al, “Study on the effects of new information technologies on the abuse and exploitation of chil-
dren,” United Nations Office on Drugs and Crime, 15, 16, <http://www.unodc.org/documents/organized-
crime/cybercrime/Study _on_the Effects.pdf> (accessed 9 January, 2022); United Nations Children’s
Fund Innocenti Research Centre, Child Safety Online: Global Challenges and Strategies, (Florence:
United Nations Children’s Fund Innocenti Research Centre, 2012), 1.

2 Carolyn Hamilton, Legal Protection from Violence: Analysis of Domestic Laws Related to Violence
Against Children in ASEAN Member States, (Bangkok: United Nations Children’s Fund East Asia and
Pacific Regional Office, 2015), 142; Deanna Davy, “Regional overview: Sexual exploitation of children
in Southeast Asia,” ECPAT International, 52, 53, <www.ecpat.org/wp-content/uploads/2018/02/Re-
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Child pornography are materials that depicts children’s erotic behaviour and is
intended to cause sexual excitement.® It is a grave violation of children’s rights, de-
meaning children in the worst possible way and causing irreversible harm to them.* As
a result, it must be stopped. To fight this menace and safeguard children, having an
effective anti-child pornography legislation is a necessity. Since online child pornog-
raphy (henceforth abbreviated as OCP) is a global menace, the international community
has responded by adopting several legal initiatives, and governments worldwide have
enacted legal regimes to address the problem that emerging technology poses to child
pornography. The international instruments that strengthen children’s protection from
the crime are the UN Convention on the Rights of the Child (henceforth referred to as
CRC), the Optional Protocol to the Convention on the Rights of the Child on the sale of
children, child prostitution and child pornography (henceforth referred to as OPSC?)
and the two treaties of the Council of Europe (henceforth referred to as CoE), namely
the Convention on Cybercrime (also known and henceforth referred to as the Budapest
Convention®) and the Convention on the Protection of Children against Sexual Exploi-
tation and Sexual Abuse (also known and henceforth referred to as the Lanzarote Con-

vention”).

The severity of the crime in the Association of South East Asian Nations
(ASEAN) and the threat it poses to the children in the region is also immense. ASEAN
is aregional legal entity comprising 10 Southeast Asian countries, namely Brunei, Cam-

gional-Overview_Southeast-Asia.pdf> (accessed 6 January, 2022); Eliana Riggio and et al, “Power, im-
punity and anonymity: Understanding the forces driving the demand for sexual exploitation of children,”
ECPAT International, 16, 49,  <https://www.ecpat.org/wp-content/uploads/2016/05/Powerimpu-
nityandAnonymity.pdf> (accessed 6 January, 2022).

3 Merriam-Webster's Dictionary of Law, 1st ed., s.v. “pornography.”

4 Convention on the Rights of the Child (adopted 20 January 1989, entered into force 2 September 1990)
1577 UNTS 196 (CRC), Arts 34, 35. Among the numerous rights of children enshrined in the Convention
is the right to protect children from all forms of sexual exploitation, including child prostitution, child
pornography and trafficking. These articles form the foundation of international legal protection for chil-
dren against sexual exploitation and abuse. See also Beaulieu, 40, 69; Hamilton, 143.

5 Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prosti-
tution and Child Pornography (adopted 25 May 2000, entered into force 18 January 2002) 2171 UNTS
177 (OPSC).

& Convention on Cybercrime (adopted 23 January 2001, entered into force 1 July 2004) 185 ETS (Buda-
pest Convention).

7 Convention on Protection of Children against Sexual Exploitation and Sexual Abuse (adopted 25 Oc-
tober 2007, entered into force 1 July 2010) 201 CETS (Lanzarote Convention).
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bodia, Indonesia, Laos, Malaysia, Myanmar, Philippines, Singapore, Thailand, and Vi-
etnam.® The perpetrators of child pornography target some countries in the region as
an important hub to commit the crime,® mainly due to the country’s economic position,
the ease of facilities with which they can obtain children for their sexual gratification,
and the inadequate legal measures protecting the children.’® Additionally, the rapid
expansion in Internet connectivity and mobile broadband in the ASEAN region has also
enhanced the scale and danger of OCP. This is further adjoined by the widespread use
of the medium amongst children, mostly starting at a young age.'! For instance, about
60 per cent of Indonesian children have access to the Internet through their mobile de-

vices.?

The heightening Internet penetration with a significant percentage of children
being online, mirrored by press reports identifying countries such as Cambodia, Malay-
sia, Philippines and Thailand as major sources for CPM,*® indicates that the crime of

8 Association of Southeast Asian Nations, “About ASEAN,” Association of Southeast Asian Nations,
<https://asean.org/asean/about-asean/> (accessed 6 January, 2022); Mahidol University, “Child rights
situation analysis within the ASEAN region,” Save the Children International, 4, <https://resourcecen-
tre.savethechildren.net/library/child-rights-situation-analysis-within-asean-region> (accessed 11 Janu-
ary, 2022).

% A. R. Mubarak, “Child Safety Issues in Cyberspace: A Critical Theory on Trends and Challenges in
the ASEAN Region,” International Journal of Computer Applications, vol. 129, no. 1 (2015): 50,51;
Davy, 52, 53; ECPAT International, “The commercial sexual exploitation of children in East and South-
east Asia: Developments, progress, challenges and recommended strategies for civil society,” ECPAT
International, 18-20, <https://www.ecpat.org/wp-content/uploads/2016/04/CSEC-Overview_South-
EastAsia.pdf> (accessed 3 January, 2022).

10 Discussed further in statement of the problem. See also Ann Kangas and et al, “What works to prevent
online and offline child sexual exploitation and abuse? Review of national education strategies in East
Asia and the Pacific,” United Nations Children’s Fund, 9, <https://www.unicef.org/eap/reports/what-
works-prevent-online-and-offline-child-sexual-exploitation-and-abuse> (accessed 9 January, 2022);
Davy, 15, 22; ECPAT International, “The commercial sexual..., 12; Office of the Special Representative
of the Secretary-General on Violence against Children, 29, 31 for key driving factors facilitating the
crime.

11 Afrooz Kaviani Johnson and et al, Ending Violence Against Children in ASEAN Member States: Base-
line Study of Priority Areas Under the ASEAN Regional Plan of Action on the Elimination of Violence
Against Children — A Snapshot as of 2016, (Jakarta: ASEAN Secretariat, 2017),
<https://www.unicef.org/Ending_violence_against_children_in_ ASEAN_Member_States.pdf>; Davy,
51, 52.

12 Rajnesh D. Singh, “Mapping Online Child Safety in Asia and the Pacific,” Asia & the Pacific Policy
Studies, vol. 5, no. 3 (2018): 652.

13 Syahirah Abdul Shukor and et al, “Victimisation of Children and Women on the Internet in Malaysia:
A Legal Discourse,” International Journal for Studies on Children, Women, Elderly and Disabled, vol.
2 (June 2017): 4; United Nations Office on Drugs and Crime, “Transnational organized crime in South-
east Asia: Evolution, growth and impact,” United Nations Office on Drugs and Crime, 79,
<https://www.unodc.org/documents/southeastasiaandpacific/Publica-
tions/2019/SEA_TOCTA_2019_web.pdf> (accessed 9 January, 2022).
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