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ABSTRACT

loT applications are mostly developed in Office, Industries, Hospital, Public Stations
and Houses. Future applications would benefit from service-oriented communications.
This research aims to create a model which is very important for developing future
programs, including hazardous area for workers safety, smart user interface for
developed cities for automation, e-health, smart transportation systems and specially in
remote areas. Furthermore, the challenge for researchers and service providers in the
loT climate is to cover the idea without compromising user comfort with less energy
usage loT infrastructure. Aftermath, user comfort can be enhanced with reducing
energy consumption. This thesis will offer an infrastructure architecture for smart home
or small office of electrical components with a very friendly user interface where the
existing electrical devices can be controlled remotely by weblink or IP address. The
researcher will follow the method of analyzing the performance of intelligent loT
services. In addition to the methodology, this thesis is performing a critical examination
for the Centre of Cyber Security Excellence at Kulliyah of ICT, International Islamic
University Malaysia and this system has been providing uninterrupted support since
2019 without any hassle. As a result, the research created new opportunities and choices
to provide users secured, hassle-free living facilities with automation and energy
efficient, cost effective 10T infrastructure. To make this architecture sustainable, I used
Raspberry Pi as server and NodeMCU as controller for end devices. This technology
can be used by the people to decrease electrical energy loss by monitoring household
equipment on a regular basis or appropriately programming for automaton, and by
enabling trigger, timer for the devices on and off by using mobile apps or weblink.

Keywords

loT server, Automation in hazardous area, Smart Home, Smart Office



Coudl jasds

il olastly olidzally olebually U @ I @ elaW cipl Olieds ot o
Jl el e Oug cobudl o dgogll VLY e alinnl) wlibedl wdzazay . J3LL,
Agorlgg ¢ Jlaad) L0 St U el 3 e ¢ Bkindl palpd) bt s e 2304 oLs]
GhUL (3 2oty 35T Jad) aadaly ¢ 2 mSUY) dally ¢ 2t deaill Ol 2S5 pisa

sLaI i) e @ Lkl ooy ot Ul el () (sl OB ¢ 2l e 3pdle 5L
LV ol 3 Bl plsanY Bl aad 2 me pdsad) L) 093 380 Akeks g
Bad Ay g, b Y ods pine Bl Mgzl i UMt e pissredd By e oS0 U3 Ay
G Bl Aoz V1 Al psiins Bgarly e 2L 68U LS anall (S T STUY Jeeld
Olse of gl Jaily o b e dm e I 2506801 356 W) 3 oS S TP el e
sorly Ay LY ods pg ¢ Aamgidl 1) BLOYL LESWU) sV Cig) ol ool L 3y
B Y1 draldl ¢ VLTVl Sloglald Lo gl oS5 30573 hpaned) 6 V1 (3 ool S (65
(U amgy . slie (T 095 2019 ale dis ez Luss aladl s Bgys ¢« Uplle 3 305
2EY) o ) e Bty el me 3316 e g B Sl Lo ol gl
¢ aldias Bl s ek S C e Wledlly BUal) 3500 sLaY) iR aaedl 3l
cadszal Raspberry Pi g psss” NodeMCU Ko a5ldl 3562 (L a8
AHURCHNPS U WP b PP S LN e VA IR WP (W R Wr i PR PR
Lekorss o &) 3o D w35l Jaall 0SE ol e ¢ BB dll a2 of ooz LT s
sl Loy o Il Slalas plisnals Lslasls.

e )l LIS

S S ¢ ST IR e bl (3 381 el B o] ol



APPROVAL PAGE

| certify that | have supervised and read this study and that in my opinion, it conforms
to acceptable standards of scholarly presentation and is fully adequate, in scope and
quality, as a dissertation for the degree of Master of Computer Science and Information

Technology.

Rizal Bin Mohd Nor
Supervisor

Hifizah Masor
Co-Supervisor

| certify that | have read this study and that in my opinion it conforms to acceptable
standards of scholarly presentation and is fully adequate, in scope and quality, as a
dissertation for the degree of Master of Computer Science and Information Technology.

Amir Aatieff Bin Amir Hussin
Examiner

Sazilah Binti Salam
External Examiner



This thesis was submitted to the Department of Information System and is accepted as
a fulfilment of the requirement for the degree of Master of Computer Science and
Information Technology.

Mohd Khairul Azmi Hassan
Head, Department of Information
Systems

This dissertation was submitted to the Kulliyyah of Information Technology and is
accepted as a fulfillment of the requirement for the degree of Master of Computer
Science and Information Technology

Abd. Rahman Bin Ahlan
Dean, Kulliyyah of KICT



DECLARATION

| hereby declare that this thesis is the result of my own investigations, except where
otherwise stated. | also declare that it has not been previously or concurrently submitted

as a whole for any other degrees at IIUM or other institutions.

Md Saiduzzaman

Signature..........coviiiiiiiiiiiinn. Date.........ocoovviinennt.



INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA

DECLARATION OF COPYRIGHT AND AFFIRMATION OF
FAIR USE OF UNPUBLISHED RESEARCH

MODELLING A SECURED, ENERGY EFFICIENT AND COST-
EFFECTIVE INTERNET OF THINGS INFRASTRUCTURE
ARCHITECTURE FOR SMART HOME OR SMALL OFFICE
(MSEECIIASHSO).

I declare that the copyright holder of this thesis are jointly owned by Md.
Saiduzzaman and [TUM.

Copyright © 2022 Md. Saiduzzaman and International Islamic University Malaysia. All rights reserved.

No part of this unpublished research may be reproduced, stored in a retrieval system,
or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise without prior written permission of the copyright holder except
as provided below
1. Any material contained in or derived from this unpublished research may only
be used by others in their writing with due acknowledgement.

2. IIUM or its library will have the right to make and transmit copies (print or
electronic) for institutional and academic purpose.

3. The IHUM library will have the right to make, store in a retrieval system and
supply copies of this unpublished research if requested by other universities
and research libraries.

By signing this form, | acknowledged that | have read and understand the 1HUM
Intellectual Property Right and Commercialization policy.

Affirmed by Md. Saiduzzaman

Signature Date

Vi




INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA

DECLARATION OF COPYRIGHT AND AFFIRMATION OF
FAIR USE OF UNPUBLISHED RESEARCH

MODELLING A SECURED, ENERGY EFFICIENT AND
COST-EFFECTIVE INTERNET OF THINGS
INFRASTRUCTURE ARCHITECTURE FOR SMART HOME
OR SMALL OFFICE (MSEECIIASHSO).

| declare that the copyright holder of this thesis is International Islamic University
Malaysia.

Copyright © 2022 International Islamic University Malaysia. All rights reserved.

No part of this unpublished research may be reproduced, stored in a retrieval system,
or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise without prior written permission of the copyright holder
except as provided below
1. Any material contained in or derived from this unpublished research may
only be used by others in their writing with due acknowledgement.

2. IIUM or its library will have the right to make and transmit copies (print or
electronic) for institutional and academic purpose.

3. The IHUM library will have the right to make, store in a retrieval system and
supply copies of this unpublished research if requested by other universities
and research libraries.

By signing this form, | acknowledged that | have read and understand the 1HUM
Intellectual Property Right and Commercialization policy.

Affirmed by Md. Saiduzzaman

Signature Date

Vil




INTERNATIONAL ISLAMIC UNIVERSITY MALAYSIA

DECLARATION OF COPYRIGHT AND AFFIRMATION OF
FAIR USE OF UNPUBLISHED RESEARCH

MODELLING A SECURED, ENERGY EFFICIENT AND
COST-EFFECTIVE INTERNET OF THINGS
INFRASTRUCTURE ARCHITECTURE FOR SMART HOME

OR SMALL OFFICE (MSEECIIASHSO).
I declare that the copyright holder of this thesis is Md. Saiduzzaman

Copyright © 2022 Md. Saiduzzaman. All rights reserved.

No part of this unpublished research may be reproduced, stored in a retrieval system,
or transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise without prior written permission of the copyright holder
except as provided below
1. Any material contained in or derived from this unpublished research may
only be used by others in their writing with due acknowledgement.

2. IIUM or its library will have the right to make and transmit copies (print or
electronic) for institutional and academic purpose.

3. The IHUM library will have the right to make, store in a retrieval system and
supply copies of this unpublished research if requested by other universities
and research libraries.

By signing this form, | acknowledged that I have read and understand the 1HTUM
Intellectual Property Right and Commercialization policy.

Affirmed by Md. Saiduzzaman

Signature Date

VIl




This thesis is dedicated to my parents for laying the foundation of what I turned out to

be in life.



ACKNOWLEDGEMENTS

All glory is due to Allah, the Almighty, whose Grace and Mercies have been with me
throughout the duration of my programme. Although, it has been tasking, His Mercies
and Blessings on me ease the herculean task of completing this thesis.

| am most indebted to by supervisor, assoc. Prof. Rizal Mohd Nor whose
enduring disposition, kindness, promptitude, thoroughness and friendship have
facilitated the successful completion of my work. I put on record and appreciate his
detailed comments, useful suggestions and inspiring queries which have considerably
improved this thesis. His brilliant grasp of the aim and content of this work led to his
insightful comments, suggestions and queries which helped me a great deal. Despite
his commitments, he took time to listen and attend to me whenever requested. The
moral support he extended to me is in no doubt a boost that helped in building and
writing the draft of this research work.

Lastly, my gratitude goes to my beloved wife and my parents for their prayers,
understanding and endurance while away.

Once again, we glorify Allah for His endless mercy on us one of which is
enabling us to successfully round off the efforts of writing this thesis. Alhamdulillah



TABLE OF CONTENTS

A DS ACT ..o I
ADSIIACE 1N ATADIC) ....cvviiiiiiieeie ettt sre e e e sreeee s I
D AT AL ON <. e \Y
ACKNOWIEAGEMENTS ... st te e nas X
T A OF CONMTENES ... nnnn Xl
LISt OF FADIES .ottt aans X1V
LIST OF TIQUIES ..ottt e s re e teeneenrees XV
LISt OF @DDIEVIALIONS ..ottt e e e e e e e e XVII
CHAPTER ONE ...t e e e 1
INTRODUGCTION ..ottt ettt e et e e e e et e e e e e e e e sae e eeeeeeeeaeaeaes 1
L. 1 BACKGROUND ..ottt e e e e e e e ettt e e e e e e e e e et e eee e e e ee e neeneeas 1
1.2STATEMENT OF PROBLEM ...ttt 1
1.3 RESEARCH QUESTIONS.....cciiitiieieiiiiee e et e e e eteee e e st e e s eare e e e e enbaee e s enaraeeeens 3
1.4 RESEARCH OBJIECTIVES. ... .o 3
1.5 SIGNIFICANCE OF STUDY ..o e ettt 3
CHAPTER TWO ..o ettt e e e e et e e e e e e e e e aee s 6
TIMELINE OF THE LITERATURE REVIEW. ... .t 6
2.0 LOT AT A GLANCE ettt ettt ettt et e e e e e e e e ea e e e e e e e e eeenaan s 6
2.2 LITERATURE REVIEW ... oiiitieetiies s e e eeet et es e e e et e eeeatasseeesasesatatnsseeeseseesnnnnnas 7
2.3 INTRODUCING 0T .ottt e e e e e e s 22
2.3.1 Very first conceptual architecture of 10T ........ccoeiiiiiiiiiciinn, 22
2.3.2.Sensing air qUAITEY: ...o.ooiiieieee e 22
2.3.3 SMaArt NOME SYSIEM: ...cvveiie e 23
2.3.4 Introducing 3G, ZigBee technology for 10T: .........ccccovvviiinnne. 24
2.3.5 BlUBLOOTN trACET ..ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e eeeeeeeeeeeens 25
2.3.6 Automation with BIUGLOOth.........ccvveeeeeeeeeeeeeeee e 26
2.4 SERVER BASED LOT ..ttt ettt e e e e e e e e e e as 27
2.4.1 MiddIeWare FOr 10T ..ottt e e e eeeeeeeees 27
2.4.2 Arduino server based 10T SYSteM ......cccevvieiiieiiie e 28
2.4.3 GSM-SMS DaSed 10T ... .ot 29
2.5 SECURITY, PRIVACY CONSIDERATION IN SURVEYS AND CASE
STU DI ES ... e et e e ettt e e e e e e et e e e e e 30
2.5.1 A survey of privacy and security challenges ...........cccccooveinne. 30
2.5.2 Comparison between several communication based smart home
SYSTEIM it 31
2.5.3 Integrated semantic service platform (ISSP) and Ul software....33
254 ADrief Of 10T iN 2016 ..o 34

Xl



2.6 ENERGY CONSUMPTION TECHNIQUE ......vviiiiiiiieieieesitieeeirieessaeessraessnaeessneeens 36

2.6.1 Electricity CONSUMPLION .....c.oveiiiieiiiiiiiieieeie e 36

2.7 WORK FROM HOME CONCEPT ....uvviiiiieeitiieeisreeessieesistesssssesssseessssesssnesssssenens 37

2.7.1 Large number of derives with vast user Ul software: ................. 37

2.8 INTERNET, WI-FI AND SERVER BASED TECHNOLOGY IMPLEMENTED IN |OT .38

2.8.1 loT with Wi-Fi technology: ..o 38

2.8.2 Android Dased 10T .....c..ooivviiiiiiccee e 40

2.8.3 10T system by using Blynk server with multiple user interface. 41

2.8.4 Local server and IP based low cost 10T system.............ccccuveneen. 42

2.8.5 10T system for smart applianCes ..........cccceoeveiiienininiiicee 44

2.8.6 More stable and low cost IoT system for smart home................ 45

2.8.7 Web object based 10T enVIroNmMeNt: ........cccocevvevevieerireeeseenennn, 46

2.8.8 Web things in Mozilla...........cccccoooeiieii e, 47

2.8.9 Office employee presence-based energy management I0T system

WITN REID: o 49

2.8.9 Implementing 10T in @dUCALION: .........ccceieiiiiieiee e 50

2.9 ANALYSIS OF SYSTEMATIC LITERATURE REVIEW........ccoiiueeiirieeiitieesivieesivieens 51

2.10 CURRENT IOT RESEARCH LIMITATION AND RECOMMENDATIONS.............. 61

2.10.1 Limitation and Recommendation 1...........ccccceevvvieiiieeiiieeiinnnnns 61

2.10.2 Limitation and Recommendation 2...........cccceeevveeevieeiirveeeivnenns 62

2.10.3 Limitation and Recommendation 3............cccceevveeiiieeiiiiec i 63

2.10.4 Limitation and Recommendation 4............ccccevvveeevveeecvveeeinnenn, 64

2.10.5 Limitation and Recommendation 5...........cccceevvviiiiieeiciiec e, 65

CHAPTER THREE ...ttt 67
METHODOLOGY ..ottt ettt et erbe e s eat e e e ebeeesnbeeesnreas 67
3.1 DESIGN AND DEVELOPMENT OF MSEECIIASHSO ........ooocciiviie i, 67
.......................................................................................................................... 67
.......................................................................................................................... 67

3.1.1 [Hliterate t0 INGENIOUS ......cveieiiiiiiiiiesieeeeeee e 68

3.1.2 Head quarter (Raspberry pi B) ......cccccevveveieeieie e, 75

3.2 COMMAND CENTRE:.....iecttteiiiieeeiisiittrrrretesesssssssbarerseeessssssbbbarerseeeesssassreres 77

3.2.1 1dentifiCatioN: ......ccuvieii i 77

3.2.2 COMMUNICALION .....vviiee ittt e e st e e e ebeeee e 77
3.2.3Connecttothe HQ ...veeeiiiiice e 77

CHAPTER FOUR ... oottt ettt sttt et 79
PROJECT IMPLEMENTATION ..ottt ettt e 79
4.1 STEP 1: CONFIGURATION OF CONTROLLER.......ccecttrviiiiieeeieiiirrieee e e e s seanans 79

4.2 STEP 2: SERVER INSTALLATION IN RASPBERRY Pl ueevviiiiiiiiiiiiieieeeee s, 82

4.3 STEP 3: BUILD LINK BETWEEN SERVER AND CONTROLLER ....ovvvevireeeiiinnnnne, 84

4.4 STEP 4: ACCESS FROM CLOUD .....uviiiitieeiitieeiitiessireeeseseessseessnssessseessnsesssnnens 87

(8 o 1N o I = S AV 4 OO 88
OBSERVATION AND RESULT ANALYSIS ... 88
5.1 SERVER SETUP AND OBSERVATION: .....ccoiiiiiiiiiee et 88

Xl



5.2 CONTROLLER SETUP ....oiiiiiiiieieee s 89

LowW COoSt EQUIPMENT & ... 92
CONCLUSION .t 93
REFERENQCES ... ..o 95
APPENDLX L. 99
SYSTEMATIC LITERATURE REVIEW AND FINDINGS. .........cccooiiiiiiiieiieens 99

X1



Table 1
Table 2
Table 3
Table 4
Table 5
Table 6

LIST OF TABLES

Specifications Of the Sensors Used For Implemented Instrument
Comparison Between Several Communication in Smart Home
Specification Of Esp8266

Power Consumption Various Types of Raspberry Pi Models
Power Consumption of Raspberry Pi in different stage.
Systematic Literature Review and Findings

XV

22
31
70
75
86
98



LIST OF FIGURES

Figure 1 12V battery backup ESP8266 connected with relays to control and
monitor existing electric devices 5
Figure 2 Evolution of IoT at a glance from 2001 to 2020 6
Figure 3 PVC concept based on K-B-S experience 7
Figure 4 Overall contact durations within different 1 minute intervals 9
Figure 5 Hardware Architecture and Implementation 10
Figure 6 User Interface 11
Figure 7 System Architecture 12
Figure 8 Evaluation Process of ISSP 13
Figure 9 System Architecture 14
Figure 10 Schematic Plan of the project 15
Figure 11 Block diagram of smart permission and control system 16
Figure 12 Integrated Home Automation System 17
Figure 13 Testbed of SHE system 18
Figure 14 Configuring GPIO in Mozila 20
Figure 15 Home automation with Bluetooth technology 21
Figure 16 Block diagram of real time indoor environment 22
Figure 17 The interface circuit of ZIGBEE and 3G module 24

Figure 18 Complementary Cumulative Distribution Function (CCDF) of Mobile

Device (MD) to MD contact times inferred from infrastructure Device

(ID) observations 25
Figure 19 Interface of smart apps 26
Figure 20 Architecture of smart office model 27
Figure 21 Hardware Architecture and Implementation 29
Figure 22 Component of embedded module 30
Figure 23 Architecture of 10T 34
Figure 24 Target and user groups across different pilot sites 35
Figure 25 Proposed architecture and block diagram 36
Figure 26 Meeting Mode Configuration 37
Figure 27 Remote Server Architecture 38

XV


file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708767
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708767
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708768
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708769
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708771
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708772
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708775
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708776
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708777
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708778
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708779
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708780
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708781
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708785
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708786
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708787
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708788
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708789
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708790
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708791

Figure 28
Figure 29
Figure 30
Figure 31
Figure 32
Figure 33
Figure 34
Figure 35
Figure 36
Figure 37
Figure 38
Figure 39
Figure 40
Figure 41
Figure 42
Figure 43
Figure 44
Figure 45
Figure 46
Figure 47
Figure 48
Figure 49
Figure 50

Home Proxy Workflow

Proposed Model Graph

Working plan of the system

Raspberry Pi2 model B

Arduino Mega 2560 board

Cyber-physical behaviour awareness
Overview of the SHE system

Web of Objects (WoO) enabled architecture
Page to create rules between devices
Function to load adapter

General system structure

Employee monitoring system

Architecture of the system

Connection between SEECIA and Appliances
Two channels relay

Nodemcu ESP8266

Nodemcu board

Preloded features in Home Assistant Operating System
Raspberry pi Model B

Connection between NodeMcu & Relay
NodeMCU Power Consumption

Nodemcu esp8266 Pin Mapping
SpiderNetwork

XVI

39
41
42
42
43
44
45
46
47
48
49
50
51
67
68
69
69
72
75
90
91
91
92


file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708807
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708808
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708809
file://///Users/silviperveen/Desktop/TDCX/SEECIIA-Final%20Report_check%20turnitin_28.12.21.docx%23_Toc91708810

UM

IT

RFID
loT

IP
MQTT
LAN
PAT
DNS

3G

PVC
ELLIOT
RESTful
GSM
ISSP
CPU
VO
CVO
WoO
SHE

PC
TD-SCDMA
CCDF
MD
SOAP
SQL
RLD
oBIX
CoAP
XMPP

LIST OF ABBREVIATIONS

International Islamic University Malaysia
Information Technology

Radio Frequency Identification

Internet of Things

Internet protocol

Message Queuing Telemetry Transport

Local Area Network

Port Address Translation

Domain Name System

Third Generation

Professional Virtual Communities

Experiential Living Lab for the Internet of Things
Representational State Transfer

Global System for Mobile Communications
Integrated Semantic Service Platform

Central Processing Unit

Virtual Objects

Composite Virtual Objects

Web of Objects

Smart Home Energy

Personal Computer

Tie Division-Synchronous Code Division Multiple Access
Complementary Cumulative Distribution Function
Mobile Device

Simple Object Access Protocol

Structural Query Language

Realtime Link Data Base

Open Building Information Exchange

Constrain Application Protocol

Extensible Messaging and Presence Protocol

XVII



RWK Real World Knowledge

HVAC Heating, Ventilation and Air Conditioning
GUI Graphical User Interface

RTC Real Time Clock

DTIM Delivery Traffic Indication Message
Wi-Fi Wireless Fidelity

PIR passive Inferred Sensor

MSEECIIASHSO  Modelling a Secured, Energy Efficient, Cost-effective Internet
of Things Infrastructure Architecture for Smart Home or Small
Offi

XVIII



CHAPTER ONE

INTRODUCTION

1.1 BACKGROUND

In the IT sector, businesses remain competitive by emerging technology, market
methods and new facilities to maximize efficiency and save costs. The conventional
supply chain is focused on deals between vendors and producers. Using intelligent
technology like active RFID, it can be anticipated that products can be shipped from
factories to suppliers, without human interference. With goods going in and out,
factories become automatic; the goods are transmitted using intelligent decision-
making, relying on information gathered by readers and positioning systems. In medical
services, hospitals switch from healthcare in hospitals and clinics to remote patient self-
monitoring. The intelligent grid and metering systems allow the entire life cycle of
electricity production, transmission, delivery and usage to be monitored and managed.
In automobile industry there have been changing developments to provide vehicles with
a dedicated short distance connectivity to improve vehicle safety. vehicle-to-vehicle
(V2V) communications. Consider a planet that can feel, distribute, and share data across
thousands of millions of objects, interconnected over the Internet. The machine
products that people meet not only are ordinary things like food, clothing and utilities.
These daily needs are blended into the virtual world, facilitating real-time connectivity

everywhere [1].

1.2 STATEMENT OF PROBLEM

loT is the system that enable to connect things with internet/intranet. This thesis found
that different 10T researchers have identified some similar findings in 10T field. Such
as, it was hard to find the connection between business, social activity and knowledge

before 20 years. There are few amazing protype have been developed by the previous



research which enable the connection with knowledge, business and society. The
communication and IoT system have been developed gradually in this field. However,
the loT system had been started with radio frequency now reached in WIFI
communication system to LIFI but the items still expensive for the users after ten years
of its innovation. The server for lIoT started using in computer and it is becoming
flexible to use it in some tiny board in rotation of time like raspberry pi is using as a
server instead of PC. The researchers focused to connect bulk number of devices when
the server problem minimized to control from a single middleware and device.
However, the overall energy efficient system including server is a potential area for
further research. The researcher of this paper identified that I0T service failure can be
occurred due to electricity disruption and failure of ISP will be the cause of disable of
loT service.

The 10T system has been changed in 20 years of time period which was to
connect things and now it has migrated to power consumption. Currently, the
researchers are studying on high level of energy consumption with less time responsive,
fine accuracy signal transmission, security of 10T as well as 10T user satisfaction. It has

been identified in several studies that 10T networks are facing a variety of challenges.

This thesis will find out the way can provide cost effective 10T system whereby
some other studies shows costly infrastructure [2], expensive smart switch, smart sensor
between appliances and server [3], [4]. There are few research introduced high response
time [5], more energy consumed [2], [6],[3], unstable local servers whereby logs and
controlling activity could not be recorded [7],[8]. In previous research also stated the
difficulties of controlling appliances for authorization in case of absence of admin
verification [9], [10], narrow area coverage and limited number of devices are
connected in a server [11], [10], [12], [13], [14]. Although some research are based on
internet with wide range of variety devices and paid cloud-based subscription [15], [16].
There are some research found with uniform user interface whereby presently users
need a variety of interface such as, mobile apps, browser based interface and local
network interface [17],[18].



1.3 RESEARCH QUESTIONS

a. How to establish a cost effective 10T in existing appliance instead of expensive
smart switch, smart sensor, smart device and paid cloud-based subscription?

b. How to establish a secured, energy efficient internet of things infrastructure
architecture for smart home or small office.

c. How to develop a variety of user interface based on user’s different scenario?

1.4 RESEARCH OBJECTIVES

a) To establish an cost effective 10T in existing appliance instead of expensive
smart switch, smart sensor, smart device and paid cloud based subscription.

b) To establish a secured, energy efficient internet of things infrastructure
architecture for smart home or small office

c) To develop a variety of user interface based on user’s different scenario.

1.5 SIGNIFICANCE OF STUDY

Current technology maintains monitoring with sustainability as well as user
preferences. To sustain in the dynamic market and in a rapid world automation with
IoT is required. Intelligent device for monitoring, user preferences, recording and
tracking users, automatic electric switching in existing devices are includes in this
mechanism. Internet, an electric switch and GUIS are the fundamental keys of this
controlling unit. But the device which can control the existing electrical system that has
to be low cost, user friendly and easy to install in home or office. The end users can
enjoy the technology by not paying monthly charges for the device, can be used for
monitoring, controlling based on required situation or automation for reducing
electrical energy consumption with a sustainable programming. Presently, the
popularity of Nodemcu is being high and left behind other controllers due it’s market
availability, cost and obviously its performance. NodeMCU ESP8266 connect with in

two different ways zone and Pin, and the built-in Wi-Fi module help people to connect
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by phone and internet. Then, controller needs a server, some researchers are using third
party freeware or paid sever such as, Blynk cloud server, here developer need to depend
on Blynk cloud services and features [16]. Arduino application and Arduino based
board now days implementing in 10T smart application [19]. MQ Telemetry transport
server is also using as middleware server in 10T smart facilities [8]. For User Interface,
previously researchers are using android technologies to control and connect their
desire unit [17]. Smart switch is one of the solution of 10T what found expensive but
easy to install[4]. In this project, Hassio image has been used as local server which can
be access by websites, local IP, Apple app store and google play store’s app and
Nodemcu esp8266 with Konnected OS. Here Nodemcu can be controlled through the
configured Hassio server. A server can be built in existing home used PC or a wireless,
LAN connected Raspberry Pi which will work as server to make the house and office
automated. This power consumption server is connected with local server and local IP
addresses, so authorized personnel can control the low power controller to end devices

via web browser by that IP address or iOS and Android phone application.

In this thesis the discussion will be elaborate about the electricity bill
consumption and minimize the cost of electricity bill. The size of the implemented
tactic is in Figure 1 what is 9" X 12" with 12V battery backup which is ensuring to user
emergency door lock unlock system with safety during load shedding or emergency
electric failure. Because this tactic is connected to local server there will be no
disruption during failure if ISP service. The opportunity in global market will be
explained at the end of this chapter. It is not limited only for small house or office.
Wireless networking solutions that provide long distance communication through WiFi
provide a final, profitable solution. Low power and energy efficiency are accomplished
by carefully planning the hardware and user interface. The tactic, which runs the
multiple devices, does not perform a static control algorithm. The use of PAT(port
address translation) protocols or DNS (Domain name system) servers enables long

distance contact too.



Figure 1 MSEECIIASHSO: 12V battery backup ESP8266 connected with relays to
control and monitor electric devices





