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ABSTRACT 

 

 

A medical image is a visual representation of the shape or function of internal body 

organs or tissues used in clinical analysis or medical diagnosis. Watermarking 

techniques are used to protect copyright and provide evidence of any attempt to 

unlawfully manipulate the content of medical images. The watermarking technique 

was used to mask the data within the medical image without affecting the original 

visual quality. The challenge is producing an optimal watermarked image for different 

types of medical images where each with unique characteristics. Currently, there is no 

watermarking technique that can find the optimal action to use without affecting the 

visual quality and can resist image attacks. This research aims to investigate the 

characteristics of the frequency watermarking technique that affect the process of 

producing an optimal watermarked medical image. In the proposed optimal 

watermarking technique, watermark data will embed in a constant ratio of the original 

medical images frequency domain to increase the resistibility of the watermarked 

medical image to image attacks. The first step in developing an optimal watermarking 

technique in this research is to construct a theoretical framework and conceptual 

design model to understand the underlying characteristics of the watermarking 

technique process. Based on the proposed theoretical framework and conceptual 

design model, this research then investigates the role of the optimized frequency 

technique to achieve optimal performance for the watermarking technique. This 

research conducted an implementation experiment and simulation for the optimized 

frequency watermarking algorithm. Also, it analysed the effect of using the optimized 

frequency domain on the performance of the watermarking technique. Finally, the 

results of the optimized frequency watermarking algorithm are compared to the results 

of published watermarking algorithms. The proposed watermarking technique used 

optimization algorithm with frequency technique and Schur decomposition to produce 

watermarked images able to trade-off between the performance evaluation terms. The 

imperceptibility performance is high and has the robustness of the JPEG compression, 

salt and pepper noise, Gaussian noise, and rotation attack image attacks. Where the 

average PSNR values is 75.44 dB and NCC values for rotation attack is 0.91 and PEG 

compression is 0.99. 
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  خلاصة البحث

 

 

الصورة الطبیة هي تمثیل مرئي لشكل ٔ�و وظیفة ٔ�عضاء ٔ�و ٔ��س�ة الجسم الدا�لیة المس�ت�دمة في الت�لیل 

دیم دلیل Aلى السر?ري ٔ�و ال=شخیص الطب:ي. 8سُ�تعمل تق6یة العلامة المائیة لحمایة حقوق الطبع وال.شر وتق

ٔ�ي م�اولة Rلتلاعب Pشكل NOر قانوني بمحتوى الصور الطبیة. حIث تم اس�تعمال تق6یة العلامة المائیة لإخفاء 

البیا]ت دا�ل الصورة الطبیة دون التXثNٔر Aلى الجودة البصریة اVٔصلیة. یتمثل الت�دي في إنتاج صورة مSالیة 

بیة حIث لكل م6ها خصائص فریدة.  ولا یو_د تق6یة Rلعلامات ذات Aلامة مائیة Vٔنواع مختلفة من الصور الط 

المائیة یمك6ها العثور Aلى الإجراء اVٔمSل لعملیة تضمNن البیا]ت دون التXثNٔر Aلى الجودة المرئیة وإعطاء القدرة 

Aلى مقاومة الهجمات التي 8س�تهدف الصور. تهدف هذه الدراسة  إلى التحقIق في خصائص تق6یة العلامة 

مائیة التي تؤgر Aلى عملیة إنتاج صورة طبیة ذات Aلامة مائیة مSالیة. في تق6یة العلامة المائیة المثلى ال

المق=رoة، سmNم تضمNن بیا]ت العلامة المائیة في �س�بة lبتة من م�ال kردد الصور الطبیة اVٔصلیة لزiدة 

نا اVٔولى في تطو?ر تق6یة العلامة المائیة مقاومة الصورة الطبیة ذات العلامة المائیة لهجمات الصور. خطوت 

المثلى هي بناء إطار نظري ونموذج تصمیم مفاهیمي لفهم الخصائص اVٔساس�یة لعملیة تق6یة العلامة المائیة. بناءً 

Aلى الإطار النظري المق=رح ونموذج التصمیم المفاهیمي ، یتم بعد ذRك دراسة دور تق6یة هجینة الم�ال 

الإرشادي لتحقIق اVٔداء اVٔمSل لتق6یة العلامة المائیة. ٔ�جرینا تجربة تنفIذیة وم�اكاة ال=رددي واVٔسلوب 

لخوارزمIة العلامة المائیة الهجینة. كما قمنا بت�لیل تXثNٔر اس�ت�دام م�ال ال=ردد اVٔمSل Aلى ٔ�داء تق6یة العلامة 

ن ب.mائج خوارزمIات العلامات المائیة المائیة. N��ٔرًا، تم مقارنة نتائج خوارزمIة العلامة المائیة Rل=ردد ا لمُحس}

الم.شورة. اس�تعملت تق6یة العلامة المائیة المق=رoة خوارزمIة التحسNن مع تق6یة ال=ردد وت�لل شور لإنتاج 

صور ذات Aلامة مائیة قادرة Aلى المفاضلة بNن شروط تقIیم اVٔداء. وتبNن ٔ�ن ٔ�داء Aدم الإدراك مرتفع ولدیه 
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و8شو�ش الملح والفلفل، وال=شو�ش الغاوسي، وهجوم الدوران.  JPEGات الصور: ضغط قوة مقاومة هجم

 .0.99هو PEGوضغط  0.91لهجوم الدوران  NCCد�س�Nل وقIم  PSNR 75.44حIث یبلغ مmوسط قIم 
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CHAPTER ONE 

1 INTRODUCTION 

 

 

1.1 BACKGROUND OF THE RESEARCH 

Digital imaging and communications in medicine (DICOM) is a standard for 

managing and communicating information about medical imaging and data related to 

the electronic patient record (EPR) (Singh et al., 2015). A DICOM consists of a head 

that contains patient information and pixel data that represents the visual presentation 

of the patient's body (Laouamer et al., 2016). There are chances that the content of the 

DICOM header may be lost, attacked, or disturbed (Singh et al., 2015). The medical 

field takes advantage of the internet to provide instant telemedicine diagnoses 

(Laouamer et al., 2016). Internet services have provided easy access to the content of 

DICOM to modify, copy, distribute or destroy the content of digital products illegally 

(Bhinder et al., 2018). 

To overcome the illegal use of digital products during transmission for share or 

storage, there have been techniques required to save and secure digital product data 

(Lendale et al., 2018). These techniques are encryption, steganography, and 

watermarking (Vinothini et al., 2019). Encryption technology is used to convert digital 

product data into codes, and these codes prevent unauthorized uses during the 

conversion or storage of the digital product (Poonam & Arora, 2018). Steganography 

is a process of hiding a secret message in the host digital product, where the host 

digital product is less important than the secret message (Pan et al., 2018). 

Watermarking technology is the process of hiding information in a host digital product 
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in a way that cannot be noticed by humans and without affecting the quality of the 

host digital product (Singh, 2016). 

Watermarking techniques are used to protect copyrights and provide evidence 

of any attempt to manipulate medical images unlawfully (Liu et al., 2019). Watermark 

technology is used to mask the data inside the image without affecting the original 

visual quality (Zear et al., 2016). The embed process is hiding the data within the 

image, while the extract process retrieves the hidden data from the image (Shen, Tang, 

Xu, Chen, & Lei, 2021). 

As shown in Figure 1.1, watermark technology embeds the watermark data 

into the original image, known as the host or cover image, to create a watermarked 

image (Ayad & Khalil, 2018). Spatial domain or frequency was used to include the 

watermarked data in the medical cover image (Wang & Yang, 2020).  

 

 

 

Figure 1.1 Hides the Watermark Data within the Original Image to Generate the 

Watermarked Image 
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In the case of the spatial domain, the watermark data is directly embedded in 

the host image pixel value, while in the frequency domain, the watermark data is 

embedded in the frequency coefficients resulting from transferring the host image 

pixel value (Wang & Yang, 2020). 

The performance of the watermark technique is measured in terms of three 

evaluating terms: imperceptibility, robustness, and embedding capacity (Swaraja, 

2018). Imperceptibility is the calculation of the similarity between the original and 

watermarked medical image (Kumar & Jha, 2019). Embedding capacity is the size of 

the watermark data included in the original medical image (Zhong & Shih, 2018). The 

robustness measure the ability of the watermarked image to resist the image attacks 

such as resizing, rotation, cropping, JPEG compression, sharpening, averaging, salt 

and pepper noise, Gaussian noise, and histogram equalization (Venkateswarlu et al., 

2018). The Author (Voloshynovskiy, Pereira, Pun, Eggers, & Su, 2001) mentioned the 

goals of image attacks on the watermarked image: 

• Try to remove watermark data from the host image. 

• Destroy the watermark data. 

• Or change the content of watermark data.  

The robustness of the watermarked image is calculated after the extraction 

process (Singh et al., 2015). The extraction process is to separate the watermark data 

from the cover image (Priya et al., 2017). 

The watermarked image generated by the watermarking techniques used in the 

frequency domain of the medical cover image, to include the watermark data, is more 

robust than the techniques used in the spatial domain (Ustubioglu et al., 2019). 

Incorporating watermark data using the host image's frequency domain leads to 

imperceptibility and robustness performance (Agrwal et al., 2016). While, the spatial 



 

 

4 

 

domain is classified as fragile because of its lack of resistance to the JEPG 

compression attack (Das et al., 2017). As shown in Table 1.1, the fragile 

watermarking technique is useful for tampering localization and tampered area 

recovery (Ansari et al., 2017) because the embedded watermark data damage if the 

watermarked image is exposed to any kind of manipulation (Ouazzane et al.,  2017). 

While the robustness watermarking technique is useful for images’ copyright 

protection and ownership verification (Loan et al., 2018) because the embedded 

watermark data can resist any kind of modification caused by image attacks (Prathiwi 

et al., 2015; Soualmi et al., 2019).  

 

 

Table 1.1 Comparison between Embedding in the Spatial and Frequency Domain 

 

 

 

Single value and Schur decomposition technology are used to watermark the 

image to improve performance (Marjuni & Nurhayati, 2021). The advantage of using 

the Schur decomposition is more robust to image attacks (Mohan et al., 2011) and 

requires less computing time in comparison with using Singular Value Decomposition 

(SVD) (Kahlessenane et al., 2021; Marjuni & Nurhayati, 2021). 

There is an inverse relationship between performance evaluating terms 

imperceptibility and robustness performance, as well as imperceptibility and 

Spatial Domain Frequency Domain 

Robust watermarking technique. Fragile watermarking technique. 

Watermark data resist image attacks. Watermark data damage from any kind of 

manipulation. 

Used for copyright protection and 

ownership verification. 

Used for tampering localization and 

tampered area recovery. 
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embedding capacity (Guo et al., 2017). Optimization algorithms are used to trade-offs 

between the performance evaluation terms of the watermarking technique (Pourhadi & 

Mahdavi-Nasab, 2020).  

This chapter is organized as follows: Section 1.2 explains how the 

performance quality of the watermarking technique is measured. Section 1.3 defines 

the DICOM and their modalities. Section 1.4 describes the techniques used for the 

proposed watermarking technique for medical images. Section 1.5 illustrates the 

problems of the watermarking technique for medical images. Section 1.6 is the aim of 

the research proposal. Following this, Section 1.7 and 1.8 present the research 

questions and research significance, respectively. Section 1.9 illustrates the research 

scope. The research contributions discuss in Section 1.10 and the definition of 

research terms are in Section 1.11. Finally, the organization of the thesis outlines in 

Section 1.12. 

 

1.2 PERFORMANCE EVALUATION TERMS 

This section discusses the performance evaluation terms of the watermarking 

technique. The performance of the watermarking technique was analyzed by 

computing the level of imperceptibility, robustness, and embedding capacity (Swaraja, 

2018).  

 

A. Imperceptibility 

Imperceptibility is computing the similarity between the original medical image and 

the watermarked medical image (Khedr & Elsoud, 2019; Kumar & Jha, 2019). 

Medical image data is used in disease diagnosis (Mashalkar & Shirgan, 2017). For this 

reason, the watermarked medical image has to be similar to the original medical 




