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ABSTRACT

Bring Your Own Device (BYOD) is a new phenomenon in which employees connect
their personal mobile devices to an enterprise network to gain access to corporate
information and conduct daily business functions. The issues of BYOD and its security
has received significant attention; thus, the research is being conducted in order to
investigate the use of application of the new and trendy devices which can contributes
to as many information, knowledges and connections as the All-in-One concept with
the whole countries in the world. Then, BYOD guidance: information security
consideration is the title that has been chosen for the research upon all the need and
relevancies of the security information and knowledges for the benefits of the country,
Malaysia in the midst of sciences and technology era. And, the key words applied in the
research such as devices, facilities, security, military forces, etc. The objective of this
study is to identify the level of information security consideration on the practice of
BYOD in the organization, then, to recognize factors that should be considered in
ensuring organization’s information is secured while enabling the use of BYOD and to
emphasize the security risks which can be related to the use of BYOD in organizations.
The respondent will be 200 respondents among the military forces who work in
Malaysian Army among personnel of the Markas Pemerintahan Medan Barat Tentera
Darat (MK PMBTD). This study uses a quantitative and qualitative research method
using SPSS 25.0 to get the data from the respondent. The findings of this study show
that Information Security Consideration is moderately and significant with Successful
BYOD Practice (r=0.606, p=0.000) and Security Measure Implemented (r=0.711,
p=0.000) strongly and significant with Successful BYOD Practice. Then, the Security
Risk showed strongly and significant (r=0.720, p=0.000) with Successful BYOD
Practice. Then, the Beta coefficient is 0.569, which is the greatest satisfaction with
Security Risk and this corresponds with the highest t-statistic of 8.036. The research
provides good analytical guidance on the conceptual security maintenance framework
for BYOD implementation by enhancing IT security management. The research
demonstrated that it is possible to create appropriate IT security model in order to
enhance BYOD security management. Hence, through this beneficial approach, it will
become an effective way to determine the factors which influence efficiency and
effectiveness of BYOD practice.
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CHAPTER ONE

INTRODUCTION

1.1 BACKGROUND OF THE STUDY

Military force is one of the most important parties which ensure the security and safety
of the people in one country. Malaysia is a country with multiple races which always
strongly in its effort to defend the country from any threats and attacks from within or
outsiders. Since the age of Independence Day, Malaysia endeavor with many ways in
order to preserve the harmonious within the society and within the country. Hence, the
military forces become one of the most important shield team for the country from any

danger and attack.

Historically, there are many wars before the Independence Day, in a way that
many outsiders and foreign countries especially from the high-power invaders such as
British, Dutch, Portuguese and Japan. British had interrupted in almost all matters and
business within the country except for the royal-king and the custom and religion of the
people especially Malays population. Besides, British and all other colonials including
Japan had control almost all sources of country’s economic, politic and social such as
conquered all land resources and taxes as well as placed their representative in the

administration of the politic of almost all the states in the country.

In fact, all these colonialism and interruption from other countries can be taken
as a lesson for all Malaysians regardless their status and parties to defend the country,
to maintain the harmony and to preserve the peace of all individuals in the society.
Primarily, these acts of defending, maintaining and preserving the peace and harmony
in the country is so much related to the whole concept of the security of the country.



The security is the most noticeable aspect that needs to be strengthened by a
state for its own national interest. It does not only refer to military task forces, but also
encompasses other sectors including political, societal, economic and environmental
security. The security of the state also refers to a variety of continuous activities
comprising all aspects of domestic, foreign and security policies. On one hand, it takes
bearing from a country’s threats and capabilities from the global or international scope

Or Views.

The introduction of security controls on employee-owned device has the
potential to compromise employee privacy (Absalom, 2012). Employees may be
worried about being monitored and that private data on their portable devices, such as
emails, images, and GPS data, may be revealed to their employers. (Lebek et al., 2013).
The issues of BYOD and its security has received significant attention; thus, the
research is being conducted in order to investigate the use of application of the new and
trendy devices which can contributes to as many information, knowledges and

connections as the All-in-One concept with the whole countries in the world.

Then, BRING-YOUR-OWN DEVICE(BYOD) GUIDANCE:
INFORMATION SECURITY CONSIDERATIONS AND
RECOMMENDATIONS FOR MALAYSIAN ARMY IN PENINSULAR
MALAYSIA is the title that has been chosen for the research upon all the need and
relevancies of the security information and knowledges for the benefits of the country,
Malaysia in the midst of sciences and technology era. The key words applied in the

research such as devices, facilities, security, military forces, etc.

1.2 PROBLEM STATEMENT

Bring Your Own Device (BYOD) is a relatively new phenomenon in which employees
connect their personal portable devices to an enterprise network to gain access to
corporate information and conduct daily business functions (Miller et al., 2012). The
use of BYOD would present a specific issue for protection and privacy. BYOD exposes



companies and organizations to additional security and information privacy risks
because it increases the likelihood of sensitive information being exposed to
unauthorized entities or persons. As mentioned by Vorakulpipat et al., (2017) that there
are many organizations in today’s world permit their employees to bring own electronic
gadgets such as smartphones or tablets to work and access the corporate network, which
is known as bring your own device (BYOD).

To practice, all systems in the country are working with BYOD such as in
education, in economic and businesses, in social welfare practices and in the military
forces task also. It appears that BYOD enables users to take part more in participate in
more work-related tasks by using any endpoint devices and mobile phones, regardless
of location or time. Thus, BYOD has provided substantial benefits and convenience to
all business activities in all organizations to function efficiently and flexibly (B.
Morrow, 2012). As a result, BYOD saves money for businesses because it eliminates

the need for employer to provide any devices for their workers.

However, allowing employees to access company information on their own
devices raises a number of questions that a company must address in order to meet its
information security obligations. There are numerous threats and risks may be faced by
all person especially those who work in the field of safety and security of the country

such as shown in the figure 1.1 below.



9 = most likely to 1 = least likely

Cyber threats and incidents " 8.21
Data loss or theft I 7.99
Branded exploits against customers and the — 6.78
public | :
Compliance/regulatory incidents _ 6.24

Phishing/social engineering attacks IS 5.03
Denial of service N 4.11

[
Hacktivism/activism/event/physical threats I 3.42

Domain-based threats/cyber-attack infrastructure
Sreation _ 2.32

Executive threats / impersonations _ 1.91

I 1.00 2.00 3.00 4.00 5.00 6.00 7.00 8.00 9.00

Figure 1.1 Example of the risks of using BYOD in daily life.
(Source: Businesswire, 2016)

According to Drury et.al. (2012), BYOD is commonly used in most countries
such as Spain, Brazil, Malaysia and Singapore, the usage of BYOD by organizations
are up to 80%, nevertheless the number of employees who obey the policies needed to
secure BYOD is extremely low. Subsequently, VMware Asia Pacific (2013) reports that
more than 85% of Malaysians utilize their personal computing equipment in the
workplace but only 26% are given the support they needed from IT departments.

On the other hand, Juniper Networks (2012) states that global security state of
portable devices, services and networks is at a critical state. Most of the advantages of
having a BYOD strategy may be lost if security solutions are not put in place (M. Eslahi,
2012). Therefore, it is crucial for organizations especially those who are fully
responsible with the safety and security of the people and the country to employ a proper
security model for portable devices as the widespread use of portable devices increases
the incidence of critical security problems in organizations (J. Lee, 2013).

Apparently, the use of BYOD has recently risen however the numbers of
associated studies of its security are relatively low. Security is deemed to be main key
issues when considering about BYOD (Miller, Voas & Hurlburt, 2012). Therefore, this

4



dissertation will focus on investigating information security considerations in BYOD

practice in an organization.

1.3 RESEARCH QUESTION

This study will investigate the security of the information on BYOD phenomenon. The

investigation is focusing on work environment, with the goal to develop a set of the

factors for consideration when developing BYOD.

The present study, within the context of a work environment, will be concerned

with the following research questions:

1.

What is the level of information security consideration in the practice of
BYODin the organization?

What are the security risks related to the use of BYOD in organizations?
What are the factors that should be considered in ensuring organization’s

information is secured while enabling the use of BYOD?

1.4 RESEARCH OBJECTIVES

To identify the level of information security consideration on the
practice of BYOD in the organization.

To identify the security risks which can be related to the use of BYOD
in organizations.

To determine factors that should be considered in ensuring

organization’s information is secured while enabling the use of BYOD.



1.5 SCOPE AND LIMITATION

The research will only cover the exploration the scope of the use of BYOD among the
military forces in term of factors and its risks, not discussing any other items such as an
environmental factor will not be investigated in the study. Then, there are several
respondents among the Malaysian Army or soldiers have been involved in this study
that has been randomly selected, and not referring to any other group of respondents in
the government sectors. The respondent will be among the military forces who work in
Malaysian Army, and not referring to any other group of military forces like Navy and

Air forces in the country.

This study focused on the factors or conditions which are being considered in
using or applying BYOD and its risks as a relation to the security information threats
occurrence, not represent any other item or variables. Literature finding will be based
on factors or conditions of the consideration of using BYOD and its relation to the
information systems. The information systems in other e- government application will

not be considered and not be represented by the literature reviews within this study.

1.6 SIGNIFICANCE OF THE STUDY

By conducting this dissertation, consideration of BYOD guidance in information
security can be studied. With the understanding of the main risks of BYOD when
considering on portable device program, the researchers may propose potential steps to

address these risks based on organization’s current and most urgent challenges.

This study is about the Malaysian’s safety and security in the work environment
which have evolved based on situations especially during this modern and global time
and why the overuse of BYOD may become a threat to the internal securities. The
factors and causes discussed reflect the approach and changes made by government

especially among the Malaysian army or soldiers to tackle each issue.



This study is significant since it can help the staffs in the ministry of defends
and the soldiers themselves to understand the real phenomena of the security within or
outside of the country as well as the current issues such as publics’ respond towards the
government’s acts. By knowing and aware of all happens, they can prepare for any
consequences ahead. Additionally, it can upsurge the patriotic spirits among the
government members and all the public servants to looking seriously at the importance
of the relation between BYOD and the national security of the country each time in
present and in the future. By comprehending the importance of both variables, all
members of the country will be hand in hand to make sure the harmonious life of the
people. It will be an interesting starting point for more research related to this field.

In spite the high focus on the factors and the suitable conditions for the use of
BYOD, there is still lack of understanding concerning the potential impacts of the
misused or leaking of the information along the application of BYOD within the
organizations. Thus, this study is significance for all members of the government and
the publics, not only to military forces, to identify the safety and security guaranteeing
of the using of BYOD in their work life. So, it can help creating the greater awareness
among all individuals in the country about the importance of the internal security

especially in term of information security.

For academic perspectives, this study also significance in providing new
information to the policy makers, the government, the academic researchers and other
decision makers. In order to help them organizing their understanding about the
importance of the correct and proper use of BYOD and the risks of it may exist towards

the national security.

1.7 ORGANISATION OF THE CHAPTER

Chapter One point up the whole sketch of this research. As well as introducing the
background of this research, problem statement, research questions, research objective,
significance of study and the scope of study are also adopted to direct the next chapters.



Chapter Two highlighting in reviewing literature and prior studies which
connected to each independent and dependent variable, conceptual frameworks in this
research. The researcher will explore the previous studies and journals regarding the
concept of BYOD, the importance BYOD in the relation with the information security
systems, and BYOD advantages and disadvantages. Theories and models related to the
use of BYOD and the national security of the country.

Chapter Three describes on research methodology encompassing research
design, sampling techniques, data collection method, research instruments, variables

and constructs measurement, data processing and analysis techniques.

Chapter Four demonstrates the pattern of results through statistical techniques
such as SPSS analyses. The results analyses are consequently validated against research

questions developed in previous chapters.

Chapter Five will summarize all analysis and discussion on major finding. As
well, this chapter concludes conclusion, implication and research limitations.
Limitations of this research and recommendations for future research will be elaborated

in this chapter.



CHAPTER TWO

LITERATURE REVIEW

2.1 INTRODUCTION

Chapter 2 has a task to review and gives a deeper understanding to the reader on the
concept of BYOD, the importance BYOD in the relation with the information security
systems, and BYOD advantages and disadvantages. The issues related to the use of
BYOD and the national security of the country especially that related to the information

security.

2.2 BRING YOUR OWN DEVICE (BYOD)

Bring your own device (BYOD) also called bring your own technology or tube (BYOT
was invented by Ryan Zetterberg on April 4 2016, in which it asks to bring your own
phone (BYOP). Moreover, bring your own Personal Computer (BYOPC) refers to the
policy of permitting employees to bring personally owned mobile devices (laptops,
tablets and smart phones) to their workplace. Those devices are used to access
privileged company information and applications Tony Bradley (2011). It is relatively
new paradigm in tele-commuting purposes. According to Boon & Sulaiman (2015),
BYOD is a practice that has been embraced by most businesses and organizations,
estimating that 200 million out of 360 million users use their personal devices for work-
related activities because can give job satisfaction as it produces an improvement in
productivity. This is supported by Page (2013) who shows that 80% of the companies
and organization who allows a BYOD program have seen a rise in productivity. In other

way, the companies and organization don’t have to cope with the devices or data plan’s





