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ABSTRACT

This research aims to solve some problems related to blockchain peer-to-peer
energy trading, which are purchased energy under consumption and transaction authen-
tication and demand response control, which still rely on centralized schemes. The
purpose of this thesis is to control and authenticate a fully Decentralized pay-per-use
energy trading platform. It presents a blockchain-based peer-to-peer (P2P) energy trad-
ing platform where prosumers can trade energy autonomously and without interference
from a central authority. Multiple prosumers can collaborate on energy generation to
form a single supplier. Customers’ electricity consumption is monitored via a smart
meter connected to an IoT node connected to a private blockchain network. Smart con-
tracts invoked on the blockchain enable autonomous trading interactions between parties
and govern the behavior of accounts within the Ethereum state. The decentralized P2P
trading platform uses autonomous usage-based billing and energy routing monitored by
a smart contract. A Deep Learning-based Gated Recurrent Unit (GRU) model predicts
future consumption based on past data collected on the blockchain. The predictions
are then used to set Time of Use (ToU) ranges using the K-means cluster. The data
used to train the GRU model is shared among all parties within the network, making
the predictions transparent and verifiable. By implementing K-Mean clustering in a
smart contract on the blockchain, the set of ToU is independent and unchallengeable.
To ensure the validity of the data uploaded to the blockchain, a consensus algorithm is
proposed to detect fraudulent nodes, along with a Proof of Location (PoL) to ensure that
the data is uploaded by the expected nodes. To address the conflict of interest between
prosumers and distribution system operators (DSOs) in decentralized P2P energy trad-
ing platforms, where prosumers seek to maximize their profit on the one hand, while
DSOs seek optimal power flow (OPF) on the other hand, a novel fully decentralized
architecture is proposed for an OPF-based demand response management system that
uses smart contracts to force generators into compliance without the need for a central
authority or hardware. The study details the proposed platform architecture, operation,
and implementation. The results are presented mainly in terms of gas consumption of
smart contracts and transaction latency for different loads. The work presented in the
thesis is relevant in the sense that we have attempted to address a popular and important
contemporary research issue related to blockchain technology. The research work holds
great potential for industrial use. In the future era of renewable energy, decentralization
of energy trading is a necessity for the future society.
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CHAPTER ONE

INTRODUCTION

1.1 Background

Blockchain is the underlying technology of the most potential applications which has
been gaining traction in recent times (Salimitari et al., 2020), (Bouraga, 2021), (J. Zhang
et al., 2020). Blockchain network is a decentralized, distributed ledger technology
where all nodes must agree on the validity of the ledger they are sharing, to ensure
that any data included are perfectly valid; then, hence, after being committed to the
blockchain, it is impossible to delete, deny or tamper with (Nofer et al., 2017). Blockchain
is a transformation of the Byzantine Generals (BG) Problem, where at least two third
of the network should be willing to maintain the integrity of the network so that impact
of malicious parties can be nullified (Lamport et al., 2019). In order to agree on the
new data (blocks to be added to the chain) and ensure trust in the system, the nodes
must rely upon a consensus protocol. These algorithms are the backbone of blockchain,
which in several ways determine the performance that such a system can achieve. Up
to now, increasing attention has been paid with regard to many consensus protocols,
and different cryptocurrencies implemented different protocols. Consensus algorithms

in blockchain have been subjected to numerous research studies and are still opened to



new ones. Despite the fact that the proposed algorithms endeavored to strengthen some
of the existing weaknesses, they will witness new constraints. Some consensus proto-
cols are intensively robust, while others will also lead towards centralization and trust
issues whilst blockchain was created to avoid it (Monrat et al., 2019).

In a world where energy technologies and battery storage systems are rapidly
improving, and the sharing economy seems to be disrupting every industry, many con-
sumers are asking, why can’t we trade energy? Peer-to-peer (P2P) energy trading looks
to address just that question by enabling people to buy and sell energy to each other
directly.

One of the main hurdles that prevents small-scale producers (prosumers) of re-
newable energy from engaging in exchange is regulation from the National Electricity
Market (NEM).NEM requires that vendors on their market have a generator larger than
5 megawatts, which is equivalent to 5,000 SkW solar systems. If the cost of a SkW
system is approximately USD 10,000, then the cost of a system large enough to meet
the NEM’s minimum would be USD 50 million. This is significantly more than the
vast majority of households can afford, creating a huge barrier to entry for homeowners
with a small array of solar panels. However, with P2P energy trading, everyone from
a 1.5kW solar system homeowner to the biggest coal-fired power plant can engage in
peer-to-peer energy exchange.

On top of lowering the barrier to entry for many consumers, P2P energy trading



would allow users to purchase energy from specific sources. This means that it would
be possible to buy solar energy or energy produced specifically by your neighbor. By
enabling P2P commerce, prosumers will be able to generate revenue on their excess
energy and consumers will be able to obtain transparently-sourced, reliable energy. The
hope is that by cutting out the middleman, prices will go down and more people may
be incentivized to install solar panels and other types of renewable energy generators.
Blockchain in P2P energy trading is illustrated in Figure 1.1 (Saxena, 2019)
There are three main options for P2P energy trading:

- Trading through the power grid: in this option, a consumer remains associated with a
central power grid and administer price and volume risk in an independent fashion, by
selling or buying energy directly to other parties. The main benefits are the low upfront
investment required by the P2P trader, the savings in subscription premiums billed by an
energy retailer, the mindfulness and control of the consumption profile (peak shaving),
the 100% certainty of purchasing green energy, and finally, the reduced vulnerability to
market fluctuations as seen in the fall of 2021.

- Partially independent microgrid: In this constellation, participants build a microgrid
that manages part of the total energy demand, but remains connected to the central grid
for a remaining portion of the required capacity. An example of this is the Schoonschip
Amsterdam microgrid. In this community-managed microgrid, electricity is traded

among residents while the community remains connected to the grid for redundancy.



This encourages participants to balance each other’s profiles and reduces the need for
centralized grid investment. The investment cost for the parties involved is higher than
trading over the grid, but the savings are also much higher. One trend is that partially
independent microgrids are emerging in industrial clusters. For example, P2P platforms
have been established in shipping ports around the world, such as the Port of Rotterdam
and the Port of San Diego.

- Fully independent microgrid: In this constellation, multiple participants create a pri-
vate, fully self-sufficient power grid that is not connected to the central power grid, and
the parties transact through a P2P platform. In this case, the investment for the partic-
ipants in the initiative, as well as the associated savings, are higher than in the other
two concepts. However, given the current cost of energy storage and the maturity of
microgrid technology, it is unlikely that this concept will catch on. It is more likely
that consumers will first explore grid trading and partial independence from the electric
grid in the coming years until the technology matures enough for this concept to become
mainstream. The industry of P2P trading platforms is quite young but some players have
already reached substantial communities of peers. An example of a P2P energy trad-
ing platform that can enable the three set-ups is ENTRNCE (2019). The platform was
introduced in 2017 and currently handles transactions for over 10.000 peers on a daily
basis. ENTRNCE (2019) facilitates all three set-ups and is an independent and fully au-

tomated (electricity) transaction platform for direct transactions between producers and





