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ABSTRACT

Although the Internet is benefiting the young generation especially teenagers in nany
ways, such as doing home work or assignnent, gaining knowedge, online shopping

etc, gradually they are experiencing nore online risks. This is happening all over the
world, including in a devel oping country like Bangladesh Realising this problem the
researcher decidedto conduct astudy on why teenagers in Bangladesh are experienci ng
online risks and howthis issue can be reso ved This study enpl oys an explanatory
sequential mxed nethod approach which allows collecting and anal ysing quantitati ve
data at the first phase fdlowed byin-depth qualitativeinterviews wthasnaller sanple.

A survey was conducted anong 443 teenagers inthe quantitati ve phase, and later, se m-

structured intervievs were arranged invol ving 10 participants inthe qualitative phase.

To understand the characteristics of the survey respondents, several types of descriptive
anal yses were perfor ned initially in the quantitative phase. A series of conplex
anal yses such as reliability and validity of the reflective neasurenent model, path
coefficients for the structural nodel, eval uation of effect sizes (f2), etc. were conducted
serially. The purpose of quantitati ve anal ysis was to devel op a general understandi ng of
the phenonenon. Inthe qualitative phase, data was first organised before anal ysis due
tothe production of alarge volune of data Consequently, data were anal ysed usingthe
The natic Anal ysis approach. Hnally, the quantitative results and qualitative findings
were synt hesised to reach the outcone. The enpirical results showthat psychol ogi cal

factors, social factors, and perceived religosity significantly influence online risks
anong teenagers. The results reveal that teenagers are experiencing online risks due to
their enotional problens and low self-efficacy. These results are supported and
explained by the findings of the qualitative anal ysis. The results of this study suggest

that social factors and perceived religosity can help to reduce online risks anong
teenagers. The findings of interviews support these results and explain further how
parents’ support, teachers’ support, and peer pressure anong the social factors al ong
with their (teenagers’) relig osity hel ping the mto successfull y encounter online risks.

Fndings of both quantitative and qualitative studies are expected to assist the famly
ne nbers, educat ors, and policynakers totake necessary steps to protect teenagers from
online risks inthe future.
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CHAPTER ONE
INTRODUCTI ON AND OVERM EW

1. 1 INTRODUCTI ON

The 1 npact of the Internet is affecting the whole world since its presence inthe 1980s.
No doubt it has facilitated the process of education and learning in nany ways but,
conversel y, its negative impacts cannot be denied as well. The use of the Internet has
positive and negative i npacts on users, especially teenagers. This is because research
has found that teenagers are the nost vulnerable group inthe age of de nobgraphy since
they are the nost enotional users of infor mation and communication technol ogies
(ICI) (Deleuze et al., 2018 Livingstone, 2011a; Mnchirggu & Sadachar, 2018§;
Neverkovich et al., 2018). Sudies have found that anong the negative conducts
engaged by youngsters include cyberbullying pornography, sexual victi msation,
addi ction and even beconi ng an accidental outlaw due to unt hi nkabl e postings onthese
sites (A bert & Gabbe, 2008; Lenhart et al., 2008; Lenhart et al., 2007, Abdul Ml ok
et al., 2015; Thonas, 2009). They usethe Internet for educati onal purposes, nai nt ai ni ng
social irteraction wth their friends, and for entertainnent purposes, such as playing
online ganes (Abert & Gabbe, 2008, Lenhart e al., 2008, Lenhart et al., 2007
Thonas, 2009).

There were reported cases about the negative inpacts of the Internet on
teenagers. A university student in Mlaysia becane an accidental outlaw when he
posted on his Facebook page that he wantedto bomb the helicopter of a prime mmnister
(Abdul Mok et al., 2015; The Sar, 2012). Another exanple can be nentionedinthis
regard (he teenage grl in Milaysia accepted a friend request on Facebook from

another girl of her age. After ward when she went to neet her, she found the person was



neither a gl nor of her age. Rather than the person was nuch o der and surprisingy a
man. The guytook her toa pal moil plantation by car and raped her there by five people
(Gyber Security Milaysia, 2014; Abdul Ml ok et al., 2015). Another case was reported
about the suicide of another Mlaysian uni versitystudent. She al nost killed herself due
to continuous bull ying by her seni ors through Facebook Her seniors usedto harass her
frequently out of jeal ousy because she was elected as the netball captain by defeating
her senior (Cyber Security Milaysia, 2014; Abdul Mol ok et al., 2015).

In Sngapore, the naj ority of the teenagers were found being bullied online and
thisrate was increasing at asharprate. Practicall yin nost of the cases, they never shared
their experiences wththeir parents whenthey were bullied Sady, this phenonenon is
still being tackled inthat region by a culture of inaction as well as silence at present
(Paulo & Lokajaya, 2018).

However, in western countries like Australia the cases are si mlar as well.
Cyberbull ying has become very popular anong teenagers in that region (A Foster,
2018). It has becone so promnent nowinthese days that they are not acceptingit as a
bully. The proble mhas becone so serious that more than 4000 schools inthis region
were encouraged to participate in the MNational Day of Action against bull ying and
vidence (NDA) toinitiate crucial steps against those cri nes (A Foster, 2018).

In New Jersey, Uhited States, a 12-year-dd grl took away her life due to
continuous harass nent online by her class nates (Rosenblatt, 2017). The famly sued
the school district due to its faillure inthe prevention of the harass nent towards their
daughter ( Rosenbl att, 2017).

This chapter presents the core elenents of the thesis. The discussion is started
withthe description of the research background as well as the nwotivation of research,

whi chis fdlowed by the problens addressed fromthe rel evant literature. Subsequently,



the scope and boundary of the research wll be presented In addition to that, this
introductory chapter highlights the significance of the research and the questions that
the research tries to get the ans wers ta Last, of all, the concluding part of this chapter

briefl y sumnmarises the overview of the research desi gn and thesis structure.

1.2 RESEARCH BACKGROUND

In the last decade, teenagers (under 18 years of ol d) in devel oped countries rapidy
increased the usage of the Internet and nobile phones. Though they are getting nany
benefits from such use, they are not free from online risks. In addition to that,
Livingstone and Smth (2014) investigated whether these risks led to sexual or
aggressive har ns or not. Chil dren, adol escents as well as young people who are grow ng
up fromthese technol ogies and innovations fromthe very beginning of their lives are
called digtal natives ( Myers & Sundaram 2012, Rrensky, 2001; Wing et a., 2013).
These natives are using different comnunication landscape, which is continuously
evolving partialy realized and after all, no one knows when and where it wll end
( Myers & Sundaram 2012; Prensky, 2001; Wing et al., 2013). This is the result of a
‘techno mcrosystemi (Johnson, 2010). Teenagers and even younger children are
becomng habituatedtothe use of s nart phones and social net worki ng sites. Internet and
mobiletechnol ogies have brought tre nendous opportunities tothem They are also used
as a nediumof pleasure and fun enjoynent and excitenent, knowedge sharing and
exchange (Livingstone & Smth 2014).

Before the 21st century, literacy was defined as the capability of a person about
howtoread and wite. However, nowinthese days wit hthese ne winvented and nodern
technol ogi es, the definition of literacy has even been changedto a wder neani ng (Jones

& Hani gan, 2006). Inthis newage, literatureis nainly defined by a person’s capability



to effectively nanage and perfor mvarious tasks through digital nedium conprehend,
utilise and explat information froma variety of dgtal sources and assess the novel
knowtedge obtained from the digtal world (Glster, 1997). Gitically assessing the
infor nation gat hered from online sources has becone an essential portionrelatedtothe
concept of dgtal literacy.

More youths are engaging in social nedia such as Facebook, Twitter, and
Instagram continually due to the spread of nobile technol ogy and progressively
organised cyberspace. Though adolescents are receiving a lat of benefits fromsocial
nedia, they are at the sane ti ne becomng exposed to new online risks fromthis type
of website (Livingstone & Smth 2014). Alat of alar mng cases already have been
reported locally as well as irternationally Sone of them were engaged in
cyberbullying contact wth strangers, sexual nessaging (‘sexting’), sexual
vi cti msation, addiction and pornography. Inextre ne cases, because of ridicul ous posts
onthese sites, sone of the mhave accidentall y becone outlaws which have already been
discussed earlier (Abdul Mol ok et al., 2015). These issues have gained serious public
concern periodically. Especially at the professional level, clinicians, educators, and at
the famly level, even parents becane worried about this because of irtensification by
the mass nedia(Ling &Haddon, 2008; Livingstone &Smth 2014; Vandebosch et al.,
2013).

Sone special journals had been established over the past t wo decades to devel op
a better realisation of this phenonenon as well as support new and multidisciplinary
field of research - CGyberpsychology, Behavior, and Social Net working (1998-),
Cyberpsychology: Journal of Psychosocial Research on Cyberspace (2006-),

International Journal of Cyber Society and Education (2008-), Journal of Conputer-



Me diated Communication (1996-), New Media &Society(1999-) are promnent anong
the m(Li vingstone & Smith 2014).

( der journals are shifting their focus as well to online risks related to children
such as Conputers in Hinan Behavior (1984-). In addition to that, special issues of
sone journals that mnajored in various disciplines such as conputing sciences,
education, nediastudies, psychol ogy, and socid ogy are shiftingtheir focus. The US by
the Pew Research Center, the Gines Against Children Research Center, and the
Berkman Center for Internet & Society, and by the EU Kids (nline net work in Eur ope,
and COST Action IS0801 on cyberbullying in Europe and Australia are the najor
or ganisations that researching this field (Li vingstone & Smth 2014).

The growng research on this trend indicates the severity and i npact of this
issue. Fromthe above discussion it is obvi ous that the researchers are becom ng nore
concerned about the problem In their studies, they already discussed what is known
about the phenonenon what is still unknown, and what the ather future researchers
shoul d do whileinvesti gatingthisissue. Bearingthe suggestions in mind the researcher

is encouraged to proceed withthe investi gation of the phenonenon

1.3STATEMENT OF THE PROBLEM

Teenagers are encountering online risks all over the world This proble mis severe in
devel oped countries such asinthe UK (Livingstone & Girzig 2014; Livingstone et al.,
2014), S (Boyd 2008 Boyd & Hlison, 2010; Boyd & Hargittai, 2013), Canada
( Young & Quan- Hhase, 2009, 2013) and Australia (Ey & Genn Cupit, 2011; Geen et
al., 2011). Followng this trend although acute child abuse is not happening online in
devel oping countries such as Bangladesh the situation is gradually becomi ng worse

( A-Jubayer, 2013; Akhi, 2015; Islam & Hossin 2016; Soron & Chowdhury, 2016).



Before reaching the alarmi ng stage, preventive measures should be taken in these
regions. Therefore, it is crucial to devel op a nodel toreduce online risks toteenagers.
The purpose of this mxed- nethod study is to explare the experiences of teenagers in
Bangl adesh regarding online risks. Hopefully, this study wll provide new irteresting
findings on howseveral factors are infl uenci ng online risks anong teenagers (O Neill,
Grehan et al., 2011a). It is expected that this study wll derive a new understandi ng in
the research area, especially froman Islamc perspective (Abdul Ml ok et al., 2015;
Bakri & Aziz, 2014).

The researcher used risk theoryinthe study because risk theorists observed the
probl e mt hrough a particul ar lens and thus set the boundary of the research Rsktheory
not only guided the researcher inthe way of data colection but also helped in the
anal ysis and discussion part to drawresearchi nplications that are i nportant for policy
and practices. Tothe best know edge of the researcher, the current study is considered
the first research that develops a nodel to reduce online risks to teenagers in
Bangladesh Thus, the study fills the gap inthe literature by expl oring reasons why
teenagers are experiencing online risks in Bangladesh and howthis problem can be
solved Hopefully, the study findings wll hel pthe policynakers toensure asafer online
environnent for teenagers which wll grant easy access to infor mation and gat her

know edge.

1.4 RESEARCH QUESTI ONS

Wth the target of addressing the problens nentioned above, bel ow are the research
questions that this study atte npts to ans ver:
1. What are the factors that influence online risks toteenagers?

2. Why are teenagers experienci ng online risks?



3. What arethe factors that can hel ptoreduce online risks affectingteenagers?

4. How areteenagers encountering online risks?

1.5SRESEARCH OBJECTI VES

The study a ns to achieve the fol ow ng obj ecti ves:
1. Toidentifythe factors influencing online risks toteenagers.
2. To explore the teenagers online risk experiences.
3. To devel op a nodel toreduce online risks anong the teenagers.

4. To explorethe teenagers coping strateges while encountering online risks.

1. 6 DEFI N NGINTERNET

Internet was ariginallyinventedinthe 1960s. A that ti ne the Unhited Sates launched a
program of research wth the target of devel oping fault-tderant and robust net works
whose purpose was to provide easy irteraction through conputers (“Reading The
Internet | ITE 115 Introduction to Conputer Applications,” nd). A the root, the
Internet is a colection of miltiple net works whose scope ranges fromlocal to g obal.
A variety of net worki ng devices and technol ogies are connected using either public or
private connections. The a mis to develop a gobal communication system that wll
bring worldwde billions of scattered people, devices, and resources close toget her
(Suciuet a., 2015).

Most of the traditional nedia used for nass communications such as
newspapers, paper nails, radios, telephony, as well as televisions, are becomng
obsol ete continuall y cause of the Internet. Their places are being occupied by el ectronic
newspapers, enails, Internet calls, Hectronic Medias, dgtal nusic, and live videos

gradually. Al these current and newservices originated fromthe Internet and nost of



themare conpletely free (“ What is irternet,” 2018). Books, Newspapers, and o her
print nedia are disappearing Bogs and online news feeds are taking their place.
Through online foruns, instant nessaging apps, and social net working sites, the
Internet is creating newplatfor ns of comnunication (“ Waat isinternet,” 2018). Besides
this, the narketing world is being owned by the Internet continually. Online shopping
is becomng popular anong both giant nerchandisers and s nall entrepreneurs. So, they
can sell and or buy products and services online conpletely as well as can make huge
transactions online very easily. Inthis way, their presence of “brick and mortar” is
extended to a large extent wth a greater purpose of serving a large narket. Supply
chains are being affected by financial as well as business-to-business services on the

Internet across entire industries (“ What is internet,” 2018).

1.7 DEFI N NG TEENAGERS

Large (2005) reported that defining adolescents, children and young adults using
concrete ter mnol ogy is not so easy. If all the elastic conceptualizations of youth are
considered the categorization would be growng continuously. However, Ahn (2011)
defined adol escents as the people of 12—-18 years of age considering a wde range of
studies. Mreover, the adolescents, teenagers, and youth — these ter ns were used
interchangeabl y throughout the article of the author ( Ahn, 2011). Lenhart et al. (2010)
nmentioned that the ages bet ween 12 and 17 years are often consi dered as teenage years
in National studies. Wereas people of 15to 24 years of dd were defined as a youth by
the Uhited Nations ( Definition of youth nd).

Itoet al. (2009) alsorealizedthat adol escents, children, young adults, etc. - these
terns are labelled culturally and socially. Intheir case studies about youth and nedia,

they define chil dren as less than 13 years of age, teenagers, and adol escents as bet ween



