
A MODEL FOR ONLI NE RI SKS AMONGST 
TEENAGERS I N BANGLADESH 

 

BY 

 

TASLI M TAHER 

 

 

A t hesis submitted i n fulfill ment of the require ment for t he 
degree of Doct or of Phil osophy i n Infor mati on Technol ogy 

 
 
 

Kulli yyah of Infor mati on and Co mmuni cati on Technol ogy 
Internati onal Islami c Uni versit y Malaysia 

 

 
J UNE 2021 



 

ii 

ABSTRACT 

Alt hough t he Internet is benefiting t he young generati on especi all y teenagers i n many 
ways, such as doi ng home wor k or assi gnment, gai ni ng knowl edge, online shoppi ng, 
et c., graduall y t hey are experienci ng more onli ne risks. This is happeni ng all over t he 
worl d, incl udi ng i n a devel opi ng country like Bangl adesh. Realisi ng t his probl e m, t he 
researcher deci ded t o conduct a st udy on why teenagers i n Bangl adesh are experi enci ng 
onli ne risks and how t his issue can be resol ved. Thi s st udy e mpl oys an expl anat ory 
sequential mi xed met hod approach whi ch all ows collecti ng and anal ysi ng quantitati ve 
dat a at the first phase followed by i n-dept h qualitative i ntervi ews wit h a s maller sa mpl e.  
A survey was conduct ed a mong 443 teenagers i n the quantitati ve phase, and later, se mi-
struct ured i ntervi ews were arranged i nvol vi ng 10 partici pants i n t he qualitati ve phase. 
To understand t he characteristics of t he survey respondents, several types of descri pti ve 
anal yses were perfor med i nitiall y i n t he quantitati ve phase. A series of compl ex 
anal yses such as reliability and vali dit y of t he reflecti ve measure ment model, pat h 
coefficients for t he structural model, eval uati on of effect sizes (f2), etc. were conduct ed 
seriall y. The purpose of quantitati ve anal ysis was to devel op a general understandi ng of 
the phenomenon. In t he qualitati ve phase, data was first organised before anal ysis due 
to t he producti on of a large vol ume of dat a. Consequentl y, dat a were anal ysed usi ng t he 
The mati c Anal ysis approach. Fi nall y, the quantitative results and qualitative fi ndi ngs 
were synt hesised t o reach t he out come. The e mpi rical results show t hat psychol ogi cal 
fact ors, soci al fact ors, and percei ved reli gi osit y significantl y i nfl uence onli ne risks 
a mong teenagers. The results reveal t hat teenagers are experienci ng onli ne risks due t o 
their e moti onal probl ems and l ow self-efficacy. These results are support ed and 
expl ai ned by t he fi ndi ngs of t he qualitati ve anal ysis. The results of t his study suggest 
that soci al fact ors and percei ved reli gi osit y can hel p t o reduce onli ne risks a mong 
teenagers. The fi ndi ngs of i ntervi ews support these results and expl ai n furt her how 
parents’ support, teachers’ support, and peer pressure a mong t he soci al fact ors al ong 
wi t h t heir (teenagers’) religi osit y hel pi ng t he m t o successfull y encount er onli ne risks.  
Fi ndi ngs of bot h quantitati ve and qualitati ve st udi es are expect ed t o assist the fa mil y 
me mbers, educat ors, and policymakers t o take necessary steps t o prot ect teenagers from 
onli ne risks i n t he fut ure.  
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 خلاصة البحث
ABSTRACT I N ARABI C 

على الرغم من الفوائد العظيمة والإمكانيات الهائلة التي توفرها شبكة الإنترنت للشباب خاصة المراهقين منهم ــ مثل أداء  
المعارف، والتسوق عبر الإنترنت ــ فإ�م في الوقت نفسه يتعرضون بسبب الواجبات المنزلية، والوظائف المدرسية، واكتساب 

هذه التكنولوجيا لمزيد من الأخطار والأضرار، وهذه ظاهرة عمت العالم بأسره، بما فيه من الدول النامية؛ مثل بنغلاديش. 
حول موضوع: لماذا تعرّض الشباب  ولقد أدرك الباحثون هذه المشكلة تمام الإدراك؛ فأجروا من أجل ذلك أبحاثًا ودراسات

في بنغلاديش لمخاطر الإنترنت؟ وكيف يمكن تحليل هذه المشكلة؟ وتستخدم هذه الدراسة منهج التصميم التفسيري 
المتتابع، وهو منهج يعتمد على جمع بيا�ت البحث الكمية وتحليلها في المرحلة الأولى، ويليها جمع البيا�ت الكيفية وتحليلها 

ــ مثل موثوقية وصلاحية نموذج القياس الانعكاسي، ومعاملة المسار الوصفية في المرحلة الكمية، كذلك التحليلات المعقدة 
للنموذج الهيكلي، وتقييم حجم الآثار ــ بشكل متعاقب. والهدف من التحليل الكمي إنما الوصول إلى فهم عام للظاهرة، 

نتائج الكمي، و�تي  ويتمّ بناء التصميم الكيفي على أساس نتائج التصميم الكمي، ولا يمكن بناء الكيفي قبل معرفة
التصميم الكيفي لتفسير ما جاء في النتائج الخاصة بالتصميم الكمي، وأخيراً تجُمع النتائج الكمية والكيفية للوصول إلى 
النتائج النهائية. وتشير النتائج التجريبية ــ وتؤكدها نتائج التحليل الكيفي السابق ــ إلى أن العوامل النفسية، والاجتماعية، 

دينية تؤثرّ إلى حد كبير في تعرض المراهقين لمخاطر الإنترنت، إضافة إلى وجود المشاكل العاطفية لديهم وانخفاض كفاءتهم وال
الذاتية. وتؤكد هذه الدراسة على أن مساندة الآباء والمعلمين، وضغط الأقران، ومستوى التدين لدى هؤلاء المراهقين من 

هم على مواجهة مخاطر الإنترنت بنجاح. ومن المتواقع أن تساعد نتائج الدراسات بين العوامل الاجتماعية التي تساعد
الكمية والكيفية جميع أفراد الأسرة والمعلمين وأولياء الأمور على اتخاذ قرارات لازمة لحماية المراهقين من مخاطر الإنترنت في 

 .المستقبل
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CHAPTER ONE 

I NTRODUCTI ON AND OVERVI E W 

1. 1 I NTRODUCTI ON 

The i mpact of t he Int ernet is affecti ng t he whol e worl d si nce its presence i n the 1980s. 

No doubt it has facilitated t he process of education and learni ng i n many ways but, 

conversel y, its negati ve impacts cannot be deni ed as well. The use of t he Int ernet has 

positi ve and negati ve i mpacts on users, especi ally t eenagers. This is because research 

has found t hat teenagers are t he most vul nerabl e group i n t he age of de mography si nce 

they are t he most e motional users of i nfor mati on and communi cati on technol ogi es 

(I CT) ( Del euze et al., 2018; Li vi ngst one, 2011a; Manchiraj u & Sadachar, 2018; 

Never kovi ch et al., 2018). St udi es have found that a mong t he negative conducts 

engaged by youngst ers incl ude cyberbull yi ng,  pornography, sexual victi mi sati on, 

addi cti on and even becomi ng an acci dent al outlaw due t o unt hi nkabl e postings on t hese 

sites ( Al bert & Crabbe, 2008; Lenhart et al., 2008; Lenhart et al., 2007; Abdul Mol ok 

et al., 2015; Tho mas, 2009). They use t he Internet for educati onal purposes, mai nt ai ni ng 

soci al interacti on wit h t heir friends, and for ent ertai nment purposes, such as pl ayi ng 

onli ne ga mes ( Al bert & Crabbe, 2008; Lenhart et al., 2008; Lenhart et al., 2007; 

Tho mas, 2009).  

There were reported cases about t he negati ve i mpacts of t he Internet on 

teenagers. A uni versit y st udent i n Mal aysi a beca me an acci dent al outlaw when he 

post ed on his Facebook page t hat he want ed t o bomb t he helicopt er of a prime mi nist er 

( Abdul Mol ok et al., 2015; The St ar, 2012). Another exa mpl e can be ment ioned i n t his 

regard. One teenage girl in Mal aysi a accept ed a friend request on Facebook from 

anot her girl of her age. After war d, when she went to meet her, she found t he person was 
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neit her a girl nor of her age. Rat her t han, the person was much ol der and surprisi ngl y a 

man. The guy t ook her t o a pal m oil plant ati on by car and raped her t here by fi ve peopl e 

( Cyber Securit y Mal aysi a, 2014; Abdul Mol ok et al., 2015). Anot her case was report ed 

about t he sui ci de of another Mal aysi an uni versit y st udent. She al most killed herself due 

to conti nuous bull yi ng by her seni ors t hrough Facebook. Her seni ors used t o harass her 

frequentl y out of jeal ousy because she was elect ed as t he net ball capt ai n by defeati ng 

her seni or ( Cyber Security Mal aysi a, 2014; Abdul Mol ok et al., 2015).  

 In Si ngapore, the maj ority of t he teenagers were found bei ng bullied onli ne and 

this rate was i ncreasi ng at a sharp rate. Practicall y in most of t he cases, they never shared 

their experiences wit h t heir parents when t hey were bullied. Sadl y, this pheno menon is 

still bei ng tackl ed i n t hat regi on by a cult ure of inacti on as well as silence at present 

(Paul o & Lokaj aya, 2018). 

Ho wever, in west ern countries like Australia, the cases are si mil ar as well. 

Cyber bull yi ng has become very popul ar a mong teenagers i n t hat regi on ( A. Fost er, 

2018). It has become so pr omi nent now-i n-t hese days t hat t hey are not accepti ng it as a 

bull y. The probl e m has beco me so seri ous t hat mor e t han 4000 schools in t his regi on 

were encouraged t o partici pat e i n t he Nati onal Day of Acti on agai nst bull yi ng and 

vi ol ence ( NDA) t o i nitiate cruci al steps agai nst those cri mes ( A. Fost er, 2018). 

In Ne w Jersey, United St at es, a 12-year-ol d girl took a way her life due t o 

conti nuous harass ment onli ne by her class mat es (Rosenbl att, 2017). The fa mil y sued 

the school district due t o its fail ure i n t he prevention of t he harass ment t owar ds t heir 

daught er ( Rosenbl att, 2017).  

Thi s chapt er presents t he core ele ments of t he t hesis. The discussi on is started 

wi t h t he descri pti on of t he research background as well as t he moti vati on of research, 

whi ch is foll owed by t he pr obl e ms addressed from the relevant literat ure. Subsequentl y, 
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the scope and boundary of the research will be present ed. In additi on to t hat, t his 

introduct ory chapt er hi ghli ghts t he si gnificance of the research and t he questi ons t hat 

the research tries t o get the ans wers t o. Last, of all, the concl udi ng part of this chapt er 

briefl y summarises t he overvi ew of t he research desi gn and t hesis struct ure.  

  

1. 2 RESEARCH BACKGROUND 

In t he last decade, teenagers (under 18 years of ol d) i n devel oped countries rapi dl y 

increased t he usage of t he Int ernet and mobile phones. Though t hey are getti ng many 

benefits from such use, they are not free from onli ne risks. In addition t o t hat, 

Li vi ngst one and Smit h (2014) i nvesti gat ed whet her t hese risks led to sexual or 

aggressi ve har ms or not. Chil dren, adol escents as well as young peopl e who are growi ng 

up from t hese technol ogies and i nnovati ons from the very begi nni ng of t heir lives are 

called di gital nati ves ( Myers & Sundara m, 2012;  Prensky, 2001; Wang et al., 2013). 

These nati ves are usi ng different communi cati on landscape, whi ch is conti nuousl y 

evol vi ng, partiall y realized and after all, no one knows when and where it will end 

( Myers & Sundara m, 2012; Prensky, 2001; Wang et al., 2013). This is the result of a 

‘techno mi crosyst e m’ (Johnson, 2010). Teenagers and even younger chil dren are 

beco mi ng habit uat ed t o the use of s mart phones and soci al net wor ki ng sites. Internet and 

mobil e technol ogi es have brought tre mendous opport unities t o t he m. They are also used 

as a medi um of pleasure and fun, enj oyment and excite ment, knowl edge shari ng and 

exchange ( Li vi ngst one & Smit h, 2014).  

Bef ore t he 21st cent ury, literacy was defi ned as t he capabilit y of a person about 

how t o read and write. However, now i n t hese days wi t h t hese ne w i nvent ed and moder n 

technol ogi es, the defi nition of literacy has even been changed t o a wi der meani ng (Jones 

& Fl ani gan, 2006). In t his ne w age, literat ure is mai nl y defi ned by a person’s capabilit y 
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to effecti vel y manage and perfor m vari ous tasks thr ough di gital medi um; co mprehend, 

utilise and expl oit informati on from a variet y of di gital sources and assess t he novel 

knowl edge obt ai ned from t he di gital worl d ( Gilster, 1997). Criticall y assessi ng t he 

infor mati on gat hered from onli ne sources has beco me an essential porti on rel ated t o t he 

concept of di gital literacy.  

Mor e yout hs are engaging i n soci al medi a such as Facebook, Twitter, and 

Instagra m conti nuall y due t o t he spread of mobile technol ogy and progressi vel y 

or ganised cyberspace. Though adol escents are recei vi ng a l ot of benefits from soci al 

medi a, they are at the same ti me becomi ng exposed t o ne w onli ne risks fro m t his t ype 

of website ( Li vi ngst one & Smit h, 2014). A l ot of alar mi ng cases already have been 

reported l ocall y as well as i nternati onall y. So me of t he m were engaged i n 

cyberbull yi ng, cont act wit h strangers, sexual messagi ng (‘sexting’), sexual 

vi cti mi sati on, addi cti on, and pornography. In extre me cases, because of ri dicul ous posts 

on t hese sites, some of t he m have acci dent all y beco me outlaws whi ch have already been 

di scussed earlier ( Abdul Mol ok et al., 2015). These issues have gai ned serious public 

concern peri odi call y. Especi all y at the professi onal level, cli nicians, educat ors, and at 

the fa mil y level, even parents beca me worried about t his because of i ntensificati on by 

the mass medi a ( Li ng & Haddon, 2008; Li vi ngst one & Smit h, 2014; Vandebosch et al., 

2013).  

So me speci al journals had been established over t he past t wo decades t o devel op 

a better realisati on of t his pheno menon as well as support ne w and multidi sci pli nary 

fiel d of research - Cyberpsychol ogy, Behavi or, and Soci al Net wor king (1998-), 

Cyber psychol ogy: Journal of Psychosoci al Research on Cyberspace (2006-), 

Internati onal Journal of Cyber Soci et y and Educati on (2008-), Journal of Co mput er-
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Me di at ed Co mmuni cati on (1996-), Ne w Medi a & Soci et y (1999-) are promi nent a mong 

the m ( Li vi ngst one & Smith, 2014).  

Ol der j ournals are shifti ng t heir focus as well to onli ne risks related t o children 

such as Co mput ers i n Hu man Behavi or (1984-). In additi on t o t hat, special issues of 

some j ournals t hat majored i n vari ous disci plines such as computi ng sci ences, 

educati on, medi a st udi es, psychol ogy, and soci ol ogy are shifti ng t heir focus. The US by 

the Pe w Research Center, the Cri mes Agai nst Chil dren Research Center, and t he 

Ber kman Cent er for Internet & Soci et y, and by t he EU Ki ds Onli ne net wor k in Eur ope, 

and COST Acti on IS0801 on cyberbull yi ng i n Eur ope and Australia are t he maj or 

or ganisati ons t hat researchi ng t his fiel d ( Li vi ngst one & Smit h, 2014).   

The growi ng research on t his trend i ndi cat es t he severit y and i mpact of this 

issue. From t he above discussi on, it is obvi ous t hat t he researchers are beco mi ng more 

concerned about t he probl e m. In t heir st udi es, they already discussed what is known 

about t he pheno menon, what is still unknown, and what t he ot her fut ure researchers 

shoul d do while i nvesti gating this issue. Beari ng t he suggesti ons i n mi nd, t he researcher 

is encouraged t o proceed wi t h t he i nvesti gati on of the phenomenon.  

 

1. 3 STATE MENT OF THE PROBLE M 

Teenagers are encount ering onli ne risks all over the worl d. This probl e m is severe i n 

devel oped countries such as i n t he UK ( Li vi ngst one & Görzi g, 2014; Li vi ngst one et al., 

2014), US ( Boyd, 2008;  Boyd & Ellison, 2010;  Boyd & Har gittai, 2013), Canada 

( Young & Quan- Haase, 2009, 2013) and Australia ( Ey & Gl enn Cupit, 2011; Green et 

al., 2011). Foll owi ng t his trend, alt hough acut e chil d abuse is not happening onli ne i n 

devel opi ng countries such as Bangl adesh, t he situati on is graduall y becomi ng worse 

( Al-Jubayer, 2013; Akhi , 2015; Isla m & Hossi n, 2016; Soron & Chowdhur y, 2016). 



 

6 

Bef ore reachi ng t he alarmi ng stage, preventi ve measures shoul d be taken i n t hese 

regi ons. Therefore, it is cruci al to devel op a model to reduce onli ne risks t o teenagers.  

The purpose of t his mi xed- met hod st udy is to explore t he experiences of teenagers i n 

Bangl adesh regardi ng online risks. Hopefull y, this st udy will provi de ne w int eresti ng 

fi ndi ngs on how several fact ors are i nfl uenci ng online risks a mong teenagers ( O’ Neill, 

Gr ehan et al., 2011a). It is expect ed t hat this st udy will deri ve a ne w understandi ng i n 

the research area, especiall y from an Isla mi c perspecti ve ( Abdul Mol ok et al., 2015; 

Bakri & Azi z, 2014).  

The researcher used risk theory i n t he st udy because risk t heorists observed the 

pr obl e m t hrough a particul ar lens and t hus set the boundary of t he research.  Risk t heor y 

not onl y gui ded t he researcher i n t he way of data collecti on but also helped i n t he 

anal ysis and discussi on part to dra w research i mpl icati ons t hat are i mport ant for policy 

and practices. To t he best knowl edge of t he researcher, the current st udy is consi dered 

the first research t hat devel ops a model t o reduce onli ne risks t o teenagers i n 

Bangl adesh. Thus, the study fills the gap i n t he literat ure by expl ori ng reasons why 

teenagers are experiencing onli ne risks i n Bangladesh and how t his proble m can be 

sol ved. Hopefull y, the st udy fi ndi ngs will hel p t he policymakers t o ensure a safer onli ne 

environment for teenagers whi ch will grant easy access t o i nfor mati on and gat her 

knowl edge.  

  

1. 4 RESEARCH QUESTI ONS 

Wi t h t he target of addressi ng t he probl e ms ment ioned above, bel ow are the research 

questi ons t hat t his st udy atte mpt s t o ans wer: 

1.  What are t he fact ors t hat infl uence onli ne risks t o teenagers? 

2.  Why are teenagers experienci ng onli ne risks? 
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3.  What are t he fact ors t hat can hel p t o reduce onli ne risks affecti ng teenagers? 

4.  Ho w are teenagers encount eri ng onli ne risks?  

 

1. 5 RESEARCH OBJECTI VES 

The st udy ai ms t o achi eve t he foll owi ng obj ecti ves:  

1.  To i dentify t he fact ors i nfluenci ng onli ne risks t o teenagers. 

2.  To expl ore t he teenagers'  onli ne risk experiences.  

3.  To devel op a model t o reduce onli ne risks a mong the teenagers.  

4.  To expl ore t he teenagers'  copi ng strategi es while encount eri ng onli ne risks. 

  

1. 6 DEFI NI NG I NTERNET 

Internet was ori gi nall y i nvent ed i n t he 1960s. At that ti me t he United St ates launched a 

pr ogra m of research with t he target of devel opi ng fault-t olerant and robust net wor ks 

whose purpose was t o pr ovi de easy i nteracti on through comput ers (“Readi ng: The 

Internet | ITE 115 Introducti on t o Co mput er Applicati ons, ” n. d.). At the root, t he 

Internet is a collecti on of multi ple net wor ks whose scope ranges from l ocal to gl obal. 

A variet y of net wor ki ng devi ces and technol ogi es are connect ed usi ng eit her public or 

pri vat e connecti ons. The ai m is t o devel op a gl obal communi cati on system t hat will 

bri ng worl dwi de billions of scattered peopl e, devi ces, and resources close t oget her 

(Suci u et al., 2015). 

Most of t he traditi onal medi a used for mass communi cati ons such as 

ne wspapers, paper mails, radi os, telephony, as well as televisi ons, are beco mi ng 

obsol ete conti nuall y cause of t he Int ernet. Their places are bei ng occupi ed by electroni c 

ne wspapers, e mails, Internet calls, El ectroni c Medi as, di gital musi c, and live vi deos 

graduall y. All these current and ne w servi ces origi nat ed from t he Int ernet and most of 
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the m are compl et el y free (“ What is internet, ” 2018). Books, Ne wspapers, and ot her 

pri nt medi a are disappeari ng. Bl ogs and onli ne news feeds are taki ng their place. 

Thr ough onli ne forums,  instant messagi ng apps, and soci al net wor ki ng sites, t he 

Internet is creati ng ne w platfor ms of communi cati on (“ What is internet, ” 2018). Besi des 

this, the mar keti ng worl d is bei ng owned by t he Int ernet conti nuall y. Online shoppi ng 

is becomi ng popul ar a mong bot h gi ant merchandisers and s mall entrepreneurs. So, t hey 

can sell and/ or buy products and servi ces onli ne compl et el y as well as can make huge 

transacti ons onli ne very easil y. In t his way, t heir presence of “brick and mort ar” is 

ext ended t o a large ext ent wit h a great er purpose of servi ng a large market. Suppl y 

chai ns are bei ng affect ed by fi nanci al as well as busi ness-t o-busi ness services on t he 

Internet across entire i ndustries (“ What is internet,” 2018).  

 

1. 7 DEFI NI NG TEENAGERS 

Lar ge (2005) reported that defi ni ng adol escents, chil dren and young adults usi ng 

concret e ter mi nol ogy is not so easy. If all the elastic concept ualizati ons of yout h are 

consi dered, t he cat egorizati on woul d be growi ng conti nuousl y. However, Ahn (2011) 

defi ned adol escents as t he peopl e of 12–18 years of age consi deri ng a wi de range of 

st udi es. Moreover, the adol escents, teenagers, and yout h – t hese ter ms were used 

interchangeabl y t hroughout t he article of t he aut hor ( Ahn, 2011). Lenhart et al. (2010) 

menti oned t hat t he ages bet ween 12 and 17 years are often consi dered as teenage years 

in Nati onal st udi es. Whereas peopl e of 15 t o 24 years of ol d were defi ned as a yout h by 

the United Nati ons ( Definiti on of yout h, n. d.). 

It o et al. (2009) also realized t hat adol escents, children, young adults, etc. - these 

ter ms are labelled cult urall y and soci all y. In t heir case st udi es about yout h and medi a, 

they define chil dren as less t han 13 years of age, teenagers, and adol escents as bet ween 


