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ABSTRACT 

In this digital era, information assets are becoming increasingly important, thereby 

necessitating measures to ensure information security. Globally, end-users are also 

struggling to ensure the security of their information. In the domain of information 

security, it is the human factor that constitutes the greatest vulnerability. While security 

education, training, and awareness programmes are evolving as valuable approaches to 

increasing awareness and behaviour intention to information security, changing security 

awareness and behaviour by end-users remains the most complex and challenging 

aspect of information security.  Furthermore, the conventional methods for influencing 

information security awareness are still very expensive, time-consuming, and require 

regular repeating. Given such challenges, this research introduces persuasive 

technology to improve users’ awareness and behaviour intention. Persuasive technology 

has proved to be successful in improving the end-users’ attitudes and behaviour. In this 

context, this research establishes an integrated model of improving end-users’ security 

awareness by incorporating relevant literature and multiple empirically verified 

theories, including the Fogg behaviour model (FBM), Protection Motivation Theory 

(PMT), Theory of Planned Behaviour (TPB), and Technology Acceptance Model 

(TAM). A multidimensional research model has been proposed based on the main 

categories of FBM (motivation, ability, and trigger) to identify the effects of key factors 

in the persuasive technology context for influencing end-users’ security awareness and 

behaviour intention. The prototype has been developed in order to implement the factors 

of the proposed model and measure the effectiveness of persuasive technology to 

enhance information security awareness. This research adopts a mixed-methods 

approach to evaluate the proposed model and prototype. The proposed research model 

was validated through paired sample T-test and partial least squares (PLS), which were 

administered to 100 participants to measure security awareness in the light of persuasive 

technology. Furthermore, content analysis was performed using NVivo software for 45 

semi-structured interviews to collect qualitative data on the end-users’ perception of the 

prototype. The collection of data is based on secondary and primary data. In order to 

improve primary information, secondary data references were collected from 

publications, journals, and books. The data for this study was acquired through the use 

of a quasi-experiment. The experiment began with a pre-prototype questionnaire, 

followed by the use of the prototype, followed by a post-prototype questionnaire, and 

finally, a short interview. The results validate the effectiveness of the prototype utilising 

the factors of the research model, specifically FBM attributes. Moreover, the results 

indicate that the research model significantly predicts the key factors affecting security 

awareness and behaviour intention in respect of persuasive technology. This study 

contributes to the body of knowledge by providing empirical results for the key factors 

that affect security awareness and intention of security behaviour in a persuasive 

technology context. The findings provide organisations and security practitioners with 

a model for the creation and development of a proactive and customised security 

awareness system. This research has contributed significantly to Human-Computer 

Interaction (HCI), specifically in the design and content of persuasive technology to 

influence security awareness and intention of security behaviour in the safe and secure 

use of information technology. 

 



 

iii 

 خلاصة البحث 

في هذا العصر الرقمي اليوم ، أصبحت أصول المعلومات ذات أهمية متزايدة حيث أصبحت التدابير ضرورية بنفس القدر   
في الوقت نفسه ، يكافح المستخدمون النهائيون عالميًا للحفاظ على أمان موارد المعلومات الخاصة    المعلومات.  لحماية أمن

بينما تتطور برامج التعليم   في الواقع ، يشكل العامل البشري ضعفًا خطيراً باعتباره الحلقة الأضعف في مجال الأمن.  بهم.
دة الوعي ونية السلوك لأمن المعلومات ، يظل تغيير الوعي الأمني والسلوك من  والتدريب والتوعية الأمنية كطريقة قيمة لزي 

علاوة على ذلك ، لا تزال الأساليب التقليدية   قبل المستخدمين النهائيين هو الجانب الأكثر تعقيدًا وتحديً لأمن الكمبيوتر.
لذلك ، فإن الغرض من   وتتطلب تكراراً منتظمًا. للتأثير على الوعي بأمن المعلومات باهظة الثمن وتستغرق وقتًا طويلاً  

التكنولوجيا  و قد وجدت   ، والتي تستخدم لتحسين وعي المستخدم ونية السلوك.التكنولوجيا المقنعةهذا البحث هو إدخال  
هذا البحث نموذجًا    يطور  في هذا السياق،   المقنعة فعالة في تغيير مواقف وسلوكيات المستخدمين النهائيين بشكل كبير.

متكاملًا لتحسين الوعي الأمني للمستخدمين النهائيين من خلال دمج الأدبيات ذات الصلة والنظريت المتعددة التي تم  
( ، ونظرية السلوك  PMT، ونظرية تحفيز الحماية )  Fogg (FBM) التحقق منها تجريبياً ، بما في ذلك نموذج سلوك 

قبول     (TPB)المخطط   الفئات    .(TAMالتكنولوجيا )، ونموذج  إلى  استنادًا  الأبعاد  اقتراح نموذج بحث متعدد  تم 
العوامل الرئيسية في سياق التكنولوجيا المقنعة  هذه  )الدافع ، والقدرة ، والتحفيز( ، لتحديد تأثيرات    FBMالرئيسية لـ  

ولي من أجل تنفيذ عوامل النموذج المقترح  تم تطوير النموذج الأ  لتحسين وعي المستخدمين النهائيين بالأمن ونية السلوك.
نوعية وكمية لتقييم    ،  يتبنى هذا البحث أساليب مختلطة   .  وقياس فعالية تكنولوجيا الإقناع لتعزيز الوعي بأمن المعلومات

 paired sample T-test  تم التحقق من صحة نموذج البحث المقترح من خلال   المقترح والنموذج الأولي.   النموذج

مشارك لقياس الوعي الأمني في ضوء تكنولوجيا    100، والتي تم إجراؤها على     partial least squares (PLS)و
مقابلة شبه منظمة لجمع البيانات    45لـ    NVivoعلاوة على ذلك ، تم إجراء تحليل المحتوى باستخدام برنامج   الإقناع.

يعتمد جمع البيانات على البيانات الثانوية والأولية. من أجل   لنهائيين للنموذج الأولي.النوعية حول تصور المستخدمين ا
تم الحصول على بيانات هذه    تحسين المعلومات الأولية ، تم جمع مراجع البيانات الثانوية من المنشورات والمجلات والكتب.

بل النموذج الأولي ، متبوعًا باستخدام النموذج الأولي  الدراسة من خلال استخدام شبه تجربة. بدأت التجربة باستبيان ما ق 
النتائج من فعالية النموذج الأولي باستخدام    ت هذهتحقق  .، متبوعًا باستبيان ما بعد النموذج الأولي ، وأخيراً مقابلة قصيرة 

بشكل كبير    علاوة على ذلك ، تشير النتائج إلى أن نموذج البحث يتنبأ .FBMعوامل نموذج البحث وخاصة سمات  
  المعرفة     في تساهم هذه الدراسة    .لتكنولوجيا المقنعة بابالعوامل الرئيسية التي تؤثر على الوعي الأمني ونية السلوك فيما يتعلق  

في سياق التكنولوجيا   ني سلوك الأم النية   من خلال تقديم النتائج التجريبية للعوامل الرئيسية التي تؤثر على الوعي الأمني و 
  و   مخصص    نموذجًا لإنشاء وتطوير نظام وعي أمني   الأمنيين  لذلك ، توفر نتائج البحث للمنظمات والممارسين  قنعة. الم

البحث مساهمة كبير   استباقي. ) قدم هذا  الإنسان والحاسوب  بين  التفاعل  تصميم ومحتوى  HCIة في  في  ، وتحديداً   )
   تكنولوجيا الإقناع للتأثير على الوعي الأمني ونية السلوك الأمني في الاستخدام الآمن لتكنولوجيا المعلومات.
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CHAPTER ONE 

1 INTRODUCTION 

1.1 INTRODUCTION    

Currently, the internet is visibly becoming an essential product for any business, similar 

to electricity and other utilities; without them, many businesses are unable to get the job 

done. Nevertheless, information security for both business and home users is 

significant. Electronic networks and computer technologies are growing at a rapid pace, 

leading to growth in information systems and extending their capabilities in most 

business sectors. Information and communication technology (ICT) constantly change 

to capitalise on advancing technology. However, the resulting ongoing changes can 

present numerous concerns regarding the protection of information assets.  

Moreover, information assets are mostly in electronic form and processed by 

information systems. Information assets are communicated extensively on the internet 

and over a private network. Therefore, high levels of connectivity, the enormous growth 

of electronic commerce, the availability of sophisticated hacking tools, and other factors 

create challenges to information security (Hu, Hart, & Cooke, 2007; Humayun, Niazi, 

Jhanjhi, Alshayeb, & Mahmood, 2020). Viruses, spyware, and security breaches occur 

almost daily, requiring constant monitoring and protection. Turner and Broucek (2003) 

revealed that “In the age of hacktivism, malware, and cyber-warfare, an increasing 

number of publications are being produced by computer security specialists and 

systems administrators on technical issues arising from illegal or inappropriate online 

behaviours.” 

People use computing devices for a variety of reasons, which require 

information security. The weakest link in information security is human beings 
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(Abraham, 2013; Han, Dai, Han, & Dai, 2015). Implementing information security best 

practices increases in complexity due to the many options available to access networks 

from home computers and mobile devices. This has led to increased developments in 

cybercrime and related risks to the home user (end-users). 

In addition, these home users are becoming more vulnerable to security threats 

due to the use of information communication technologies, 95% of attacks by targeting 

home computer users (Furnell, Bryant, & Phippen, 2007; Sophos, 2009; Symantec, 

2007). Eighty per cent of the zero-day attacks used home computer users’ applications 

in 2014-2015(McAfee, 2015). Compliance with security policies is important in an 

organisational setting. However, there are no rules for home users, and they are not 

expected to engage in safe and secure behaviour. While home users are highly likely to 

provide intruders with useful information (for example, email, internet banking, online 

shopping, instant messaging, and online trading), home user security information should 

also be a concern to organisations (Li & Siponen, 2011). Therefore, security for home 

digital devices and services is becoming increasingly important as many home users 

(end-users) face online threats and attacks (Nthala & Flechais, 2019). 

  A variety of security measures exist to protect end-users. Such methods continue 

to evolve and grow in complexity to combat the increasing nature of the information 

security risks. To function effectively, they depend fundamentally on the end-user to 

install, configure and run them (Talib, Clarke, & Furnell, 2010). Information security 

relies primarily on technical solutions, including encryption, anti-spyware, malware 

prevention, and firewalls (Spears & Barki, 2010; Stanton, Stam, Mastrangelo, & Jolton, 

2005). It is not enough, however, to invest in technical information security system 

countermeasures, because 50-70% of overall information security system (ISS) 

incidents are expected to result directly or indirectly from the misuse of end-users from 
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innocent to deliberate damage (Siponen & Vance, 2010). In order to improve 

information security, both technological and social resources require investments 

(Bulgurcu, Cavusoglu, & Benbasat, 2010). Against this context, scholars and 

practitioners have recently turned their attention to the human aspect of information 

security through the application of behaviour and social psychology concepts. In fact, 

Experts believe that technology cannot entirely assure a safe environment for 

information (Bada, Sasse, & Nurse, 2019; Dhillon & Backhouse, 2000; Hwang et al., 

2019; Safa et al., 2015) 

Therefore, end-users’ behaviour should be thought of as an essential aspect 

within this domain; people are the critical elements of information security policies and 

are accountable for their use of computing resources. There is no guarantee that people 

will strictly comply with security policies. Addressing the threat posed by end-users, 

the emphasis has been put on awareness of information security and the need to educate 

and inform end-users (Ikhalia, Serrano, Bell, & Louvieris, 2019). 

  Information security awareness (ISA) was described as one of the most critical 

information security behaviour prerequisites and a key factor for policy compliance. If 

people have high levels of ISA, they understand not only information security risks 

better but make more significant efforts to keep information secure (Al-Omari, El-

Gayar, & Deokar, 2012a; Alotaibi, Clarke, & Furnell, 2020; Dinev & Hu, 2007; 

Siponen, 2000c, 2000a). Extreme losses of information can be caused by any end-user 

who compromises security. Some security incidents have been captured by the media 

and caused financial and reputational losses for the organisations. For example, due to 

the carelessness of one end-user in a hospital in Massachusetts resulting in the loss of 

files containing personally identifiable information, the hospital had to pay one million 

dollars (USD) in settlements (Abraham, 2013). 


