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ABSTRACT

In this digital era, information assets are becoming increasingly important, thereby
necessitating measures to ensure information security. Globally, end-users are also
struggling to ensure the security of their information. In the domain of information
security, it is the human factor that constitutes the greatest vulnerability. While security
education, training, and awareness programmes are evolving as valuable approaches to
increasing awareness and behaviour intention to information security, changing security
awareness and behaviour by end-users remains the most complex and challenging
aspect of information security. Furthermore, the conventional methods for influencing
information security awareness are still very expensive, time-consuming, and require
regular repeating. Given such challenges, this research introduces persuasive
technology to improve users’ awareness and behaviour intention. Persuasive technology
has proved to be successful in improving the end-users’ attitudes and behaviour. In this
context, this research establishes an integrated model of improving end-users’ security
awareness by incorporating relevant literature and multiple empirically verified
theories, including the Fogg behaviour model (FBM), Protection Motivation Theory
(PMT), Theory of Planned Behaviour (TPB), and Technology Acceptance Model
(TAM). A multidimensional research model has been proposed based on the main
categories of FBM (motivation, ability, and trigger) to identify the effects of key factors
in the persuasive technology context for influencing end-users’ security awareness and
behaviour intention. The prototype has been developed in order to implement the factors
of the proposed model and measure the effectiveness of persuasive technology to
enhance information security awareness. This research adopts a mixed-methods
approach to evaluate the proposed model and prototype. The proposed research model
was validated through paired sample T-test and partial least squares (PLS), which were
administered to 100 participants to measure security awareness in the light of persuasive
technology. Furthermore, content analysis was performed using NVivo software for 45
semi-structured interviews to collect qualitative data on the end-users’ perception of the
prototype. The collection of data is based on secondary and primary data. In order to
improve primary information, secondary data references were collected from
publications, journals, and books. The data for this study was acquired through the use
of a quasi-experiment. The experiment began with a pre-prototype questionnaire,
followed by the use of the prototype, followed by a post-prototype questionnaire, and
finally, a short interview. The results validate the effectiveness of the prototype utilising
the factors of the research model, specifically FBM attributes. Moreover, the results
indicate that the research model significantly predicts the key factors affecting security
awareness and behaviour intention in respect of persuasive technology. This study
contributes to the body of knowledge by providing empirical results for the key factors
that affect security awareness and intention of security behaviour in a persuasive
technology context. The findings provide organisations and security practitioners with
a model for the creation and development of a proactive and customised security
awareness system. This research has contributed significantly to Human-Computer
Interaction (HCI), specifically in the design and content of persuasive technology to
influence security awareness and intention of security behaviour in the safe and secure
use of information technology.
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CHAPTER ONE
INTRODUCTION

1.1 INTRODUCTION

Currently, the internet is visibly becoming an essential product for any business, similar
to electricity and other utilities; without them, many businesses are unable to get the job
done. Nevertheless, information security for both business and home users is
significant. Electronic networks and computer technologies are growing at a rapid pace,
leading to growth in information systems and extending their capabilities in most
business sectors. Information and communication technology (ICT) constantly change
to capitalise on advancing technology. However, the resulting ongoing changes can
present numerous concerns regarding the protection of information assets.

Moreover, information assets are mostly in electronic form and processed by
information systems. Information assets are communicated extensively on the internet
and over a private network. Therefore, high levels of connectivity, the enormous growth
of electronic commerce, the availability of sophisticated hacking tools, and other factors
create challenges to information security (Hu, Hart, & Cooke, 2007; Humayun, Niazi,
Jhanjhi, Alshayeb, & Mahmood, 2020). Viruses, spyware, and security breaches occur
almost daily, requiring constant monitoring and protection. Turner and Broucek (2003)
revealed that “In the age of hacktivism, malware, and cyber-warfare, an increasing
number of publications are being produced by computer security specialists and
systems administrators on technical issues arising from illegal or inappropriate online
behaviours.”

People use computing devices for a variety of reasons, which require

information security. The weakest link in information security is human beings



(Abraham, 2013; Han, Dai, Han, & Dai, 2015). Implementing information security best
practices increases in complexity due to the many options available to access networks
from home computers and mobile devices. This has led to increased developments in
cybercrime and related risks to the home user (end-users).

In addition, these home users are becoming more vulnerable to security threats
due to the use of information communication technologies, 95% of attacks by targeting
home computer users (Furnell, Bryant, & Phippen, 2007; Sophos, 2009; Symantec,
2007). Eighty per cent of the zero-day attacks used home computer users’ applications
in 2014-2015(McAfee, 2015). Compliance with security policies is important in an
organisational setting. However, there are no rules for home users, and they are not
expected to engage in safe and secure behaviour. While home users are highly likely to
provide intruders with useful information (for example, email, internet banking, online
shopping, instant messaging, and online trading), home user security information should
also be a concern to organisations (Li & Siponen, 2011). Therefore, security for home
digital devices and services is becoming increasingly important as many home users
(end-users) face online threats and attacks (Nthala & Flechais, 2019).

A variety of security measures exist to protect end-users. Such methods continue
to evolve and grow in complexity to combat the increasing nature of the information
security risks. To function effectively, they depend fundamentally on the end-user to
install, configure and run them (Talib, Clarke, & Furnell, 2010). Information security
relies primarily on technical solutions, including encryption, anti-spyware, malware
prevention, and firewalls (Spears & Barki, 2010; Stanton, Stam, Mastrangelo, & Jolton,
2005). It is not enough, however, to invest in technical information security system
countermeasures, because 50-70% of overall information security system (ISS)

incidents are expected to result directly or indirectly from the misuse of end-users from



innocent to deliberate damage (Siponen & Vance, 2010). In order to improve
information security, both technological and social resources require investments
(Bulgurcu, Cavusoglu, & Benbasat, 2010). Against this context, scholars and
practitioners have recently turned their attention to the human aspect of information
security through the application of behaviour and social psychology concepts. In fact,
Experts believe that technology cannot entirely assure a safe environment for
information (Bada, Sasse, & Nurse, 2019; Dhillon & Backhouse, 2000; Hwang et al.,
2019; Safa et al., 2015)

Therefore, end-users’ behaviour should be thought of as an essential aspect
within this domain; people are the critical elements of information security policies and
are accountable for their use of computing resources. There is no guarantee that people
will strictly comply with security policies. Addressing the threat posed by end-users,
the emphasis has been put on awareness of information security and the need to educate
and inform end-users (Ikhalia, Serrano, Bell, & Louvieris, 2019).

Information security awareness (ISA) was described as one of the most critical
information security behaviour prerequisites and a key factor for policy compliance. If
people have high levels of ISA, they understand not only information security risks
better but make more significant efforts to keep information secure (Al-Omari, El-
Gayar, & Deokar, 2012a; Alotaibi, Clarke, & Furnell, 2020; Dinev & Hu, 2007
Siponen, 2000c, 2000a). Extreme losses of information can be caused by any end-user
who compromises security. Some security incidents have been captured by the media
and caused financial and reputational losses for the organisations. For example, due to
the carelessness of one end-user in a hospital in Massachusetts resulting in the loss of
files containing personally identifiable information, the hospital had to pay one million

dollars (USD) in settlements (Abraham, 2013).



