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ABSTRACT

Consideration of security during software development from the initial design phase
has not been consistently addressed by the software developers. As a result there is an
abundance of software systems with weak security. The solution proposed by the
academia and the industry is to integrate security within various stages of software
development life cycle. Acceptance from all the software developers and stakeholders
is necessary for successful adoption of this paradigm shift within the organization. A
number of secure development methodologies have been proposed by the industry and
the academia for secure development but most of them were ignored by the
developers. The objective of this research is to identify the factors influencing
developers to adopt secure software development practices. The extent to which
developers adopt secure software development practices is crucial to the successful
development of secure software. In this research an integrated model is proposed and
validated based on the Unified Theory of Acceptance and Use of Technology model 2
(UTAUT?2). This research uses sequential explanatory mix method research design to
achieve the desired research aims. A survey questionnaire is used for quantitative data
collection and interviews were conducted at second qualitative stage with 04 experts
from software industry. According to the proposed conceptual model the adoption of
secure software development practices were determined by eight factors i.e.
performance expectancy (PE), effort expectancy (EE), Social Influence (SI),
facilitating conditions (FC), Habit (HT), secure software development awareness
(SSDAW), Top management involvement (TPM) and Readiness for change (RFC).
The model was tested on a sample of 382 software engineers and developers around
Klang Valley Malaysia. Using structural equation modeling with Smart-pls software,
data analysis showed that 11 out of 14 hypothetical paths were significant. The results
revealed that the performance expectancy (PE), effort expectancy (EE), Social
Influence (SI), facilitating conditions (FC), Habit (HT), Top management involvement
(TPM), Secure Software Development awareness (SSDAW) and Readiness for change
(RFC) were found to have significant effect on developer’s Behavioral intention (BI)
to adopt secure software development practices and on use behavior (UB) among
software developers. The findings revealed that behavioral intention is explained by
PE, EE, FC, SI, HT, SSDAW, TPM and RFC. Similarly, use behavior is explained by
behavioral intention, Bl, SSDAW and FC. Findings of the study showed that the
proposed model achieved an acceptable fit with the data. Based on identified key
factors, an integrated model was developed and validated to predict the adoption of
secure software development practices by software developers in the industry. In
second phase of the study, qualitative results were obtained from the interviews from
04 experts of the industry to confirm the quantitative results. It was found that both
quantitative and qualitative approaches contributed complementary results. This
research seeks to supplement the existing literature regarding security integration in
software development lifecycle for secure software development and provide software
development firms with strategies and guidelines to successfully introduce and
integrate secure software development practices within their organization. This
research provide more reliable results as compared to previous studies as both quantity
and qualitative technique are used in this study to find out the factors ,opinions and
suggestions from the people working in software industry.
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CHAPTER ONE
INTRODUCTION

1.1 BACKGROUND OF THE RESEARCH

Software applications are often produced in the fastest and cheapest way, with no or
little focus on security. Software security is a relatively new field and has been pointed
as an afterthought. Firstly, the software is released, and then the security problems that
are found during its usage are fixed. Realizing security at later stages of software
development (SD) results in increased risks of occurring security flaws. Fixing system
risks and vulnerabilities after software development cost high for developers and
users. This fact can be observed when reading the release notes of a software product,
which usually indicate some patches to fix vulnerabilities. The problem with this
reactive approach is that there could be potential consequences with the exploitation
of the discovered breaches such as brand reputation damage and money losses.
Software security is essential for protecting assets, resources and the
information of an organization and the individuals. Data is the most valuable asset and
to protect the data of an organization is very important. There is a need of
consideration for software security during software development process. Usually,
security is often addressed after the software implementation phase and its being
ignored at initial phases of the software development. Historically, security has been
considered as an afterthought in software development, where the focus was mainly
on functionality (McGraw, 2006). However, increasing threats led to acknowledging
the importance of addressing security in the development lifecycle (Geer, D. 2010).
From recent past, big software firms are taking initiatives for security integration

within their development life cycle, Such as, Google has appointed an independent



Security Team which is responsible for reviewing security during the design and
implementation phases of their software development, this team also provides
consultation and related remedies on security risks . Microsoft has employed a
security-oriented software development process called Microsoft Security
Development Lifecycle (SDL) since 2004 (Chess & McGraw, 2004). This process
considers security concerns from the early stages of software development life cycle
(SDLC). Many proposals have been presented for incorporation of security in SDLC
(Fonseca & Vieira, 2013) by integrating security from the early stages of the SDLC
when vulnerabilities are less expensive to mitigate. Considering security at early
stages has showed much better outcomes. as compared to when security was viewed
as an additional task (Microsoft. 2019).

Despite these efforts, software vulnerabilities persist (NVD, 2019). With
increasing connectivity and progress towards the Internet of Things (1oT), threats have
changed (Howard & Lipner, 2006) and software security is often critical. Also, the
security threats are not limited to the large enterprises; even Small and Medium

Enterprises (SMESs) are frequently been targeted by the cyber-attacks (J. Sophy, 2019).

1.2 PROBLEM STATEMENT

Developing secure software is not a straight forward task; expertise from a number of
people is needed to accomplish this task. Initially requirement engineers and software
designer are required to collect security requirements along with the functional
requirements of the software to be developed to accommodate the software
developers. From software functional and non-functional requirements, its
architectural diagrams are defined in a way that it can facilitate software developers to

develop secure software system. There are a number of considerations in this process



of developing secure software which includes; technical limitations of the software
developers, a set of constraints, and functional goals of the system to be developed.
Taking into consideration that most of developers are expert at coding functionality of
the software system but they lack expertise in security implementation. Developing a
secure system needs expertise in secure software development practices. Proper
knowledge of security implementation and how to develop security mechanisms in a
software system is a challenging job for a developer.

From the recent past, software industry has focused on the need of the support
for software developers to adequately address security and privacy concerns (Acar et
al. 2016; Green & Smith, 2016; Pieczul et al. 2017). Developers, although considered
experts in their own domain, are typically not security experts (Green & Smith, 2016).
They sometimes make mistakes that affect the privacy and security of their whole
system (Acar et al. 2016; Green & Smith, 2016]. It is difficult for the non-security
expert software developers to understand security constraints as there is a lack of
common methods related to security modeling. Most of the software developers lack
security expertise (Bouaziz & Kammoun, 2016) due to which they face difficulty in
deploying security constraints (Vieira and Antunes, 2013). The complexity of security
mechanisms makes it difficult for an ordinary software developer to understand the
security mechanisms and fulfill the security requirements to achieve the secure
implementations goal. Identifying potential security threats and security vulnerabilities
during software development process is not easy for software developers as they are
not usually security experts (Kobashi et al. 2015). For this challenge, there is no clear
solution has been provided (Fernandez, 2009). Software developers find it difficult to
select appropriate security mechanisms because a number of security mechanism are

present in the literature as well as from the industry without providing concrete



guidelines for their use, secondly location of the security code within the system along
with its abstraction is also deemed difficult by the developers (Bouazizet et al., 2011).
Software developers need concrete guidelines for developing secure applications
(Lodderstedt et al., 2002). Guiding developers about different security attacks and
their mitigation within the developing system is also very important (Lincke et al.,
2012). Lack of security tools to model and analyze the secure system is also discussed
by (Vysoky., 2012). A number of methods have been presented in literature for
addressing security requirements at early software development phases, but there is a
lack of connection between these security requirements in relation to design of secure
architectures (Howard & Lipner, 2009). Despite of the fact that there are a number of
methodologies present for the development of secure software system, majority of the
developers are reluctant to use them because most of the software developers lack the
skills and experience needed to use these methodologies. However, software
developers working in the industry might not be willing to use these methodologies

because of the additional time, costs, and effort needed for secure development.

1.3 RESEARCH QUESTIONS

In this research work, there are three research questions which help to achieve the
research objectives. These questions will also help to understand the overall purpose

and contribution of this research.

RQ 1. What is the current adoption level of security practices in the software

industry?

RQ 2 Which are the influencing factors for adoption and failure of security practices

among programmers and developers for secure software development?



RQ 3 What are essential behavioral factors that affect developer’s intention to use

secure software development practices?

1.4 RESEARCH OBJECTIVES

There are also three objectives of this research to answer the research questions.

1. To assess the adoption Level of security practices in the software industry.

2. To examine the influencing factors for adoption and failure of security
practices among programmers and developers for secure software development
in industry.

3. To develop a model of the determinants of secure software development
practices adoption based on technology acceptance model 2 (UTUAT2) and

other grounded theories.

1.5 RESEARCH SCOPE

Software security focuses on the resistance of software applications to vulnerability
exploitation. This is different from security functions, which can be expressed as
functional requirements, such as authentication and authorization (Xie, 2011). In this
thesis, we focus on ensuring software security with special focus on the human in the
development loop. Security functions are out of the scope of this thesis. Thus, terms
such as “security” and “secure" used herein refer to software security. The scope of
this study covers adoption of secure software development practices among software
developers for the understanding and better adoption of secure software development
practices in software industry. The main purpose of this investigation is to measure the

behavioral intention of the software developers towards adoption of secure software



development practices. While going through literature review, it was analyzed and
found that, limited research publications is available on this area mostly focused on
limited number of respondents and more precisely in the context of Malaysia. As there
are more number of private sector companies/organization are involved in huge
number of software development projects in Malaysia and the researcher is a foreigner
student and he does not have access to public sector organizations in Malaysia,
therefore, this study is intended to investigate the UTUATZ2 model along with some
external constructs in the context of adoption of secure software development
practices. Data collection was performed using survey method from private sector
software development companies/organizations within Klang Valley Malaysia.

In addition, the main focus of this study are human actors (such as; software
engineers and developers) who are responsible for developing secure software. This
study is intended to understand the behavior of software developers that how they deal
with the process of developing a secure software system. Technological support to

secure software development process is out of the scope of this research.

1.6 SIGNIFICANCE OF RESEARCH

The significance of this research can be defined as, this study will contribute by
closing the research gap by performed a theoretical based empirical investigation of the
determinants related to secure software development use by the developers in software

industry. Second, it was noted from the prior research that technology acceptance
models like UTAUT and UTAUT2 cannot be a complete and final version to be
evaluated in any environment. Thus, UTAUT2 model has been extended in this study
by developing, validating a theoretical model based on collected empirical data during

this study. The model validated in this study will contribute to more systematic



