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ABSTRACT

The rapid development of technology has left its imprint on all aspects of modern life
including the norm and systems that people depend on to regulate their conducts and
protect their interests. The Internet of Things (IoT) is one of those successive
technological waves that are widely being used by individuals, organisations and
governments around the world. Based on this, the thesis examines the effect of 10T on
the existing legal framework of Malaysia through highlighting challenges of this
technology to the legal rules related to security, privacy and ownership of data. The
discussion of privacy of data focuses on pointing out threats facing information privacy
in the 10T environment and the challenges of complying with personal data protection
principles in this electronic environment. In the security aspect, the thesis highlights
threats of cyberspace to security of private and public entities with especial
concentration on national security and assesses the ability of the existing legal
framework of the country to efficiency deal with those threats. In addition to aspects of
privacy and security, the thesis also discusses ownership of data and investigates the so-
called ‘propertization of data’ (dealing with data as property) from economic, academic
and legal perspectives. Moreover, the research also discusses the Shariah (Islamic law)
view on security, privacy and ownership of data. The researcher uses the analytical
method for finding relevant legal rules and examining the effectiveness of such rules in
dealing with data flowing in the 10T environment. He also employs the comparative
method for comparing laws pertaining to data in different aspects. The study uses both
primary and secondary sources. Statutes and court-cases referred to in this thesis are
mostly taken from Malaysia and sometimes from other jurisdictions. The study
concluded that the current legal framework governing privacy and security in Malaysia
provides considerable protection to information privacy and vital interests of the
country. However, there is a need to improve and enhance such framework to enable it
to efficiently cope with countless threats associated with cyberspace. For data
propertization, the research found that dealing with data as property is a new idea, but
it can theoretically be accepted by the existing legal system in Malaysia and elsewhere.
The best legal models to be followed thereof are data protection law which grants
various rights to data subjects and IP law which also gives an assortment of rights to
data in its scope. As for the Shariah side, the thesis found that Figh rulings related to
privacy, security and ownership can apply to data in the loT environment.
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CHAPTER ONE
INTRODUCTION

1.1 BACKGROUND OF THE STUDY

Technology has made people’s lives better and easier and has provided them with
myriad of benefits. This improvement is pervasive in the economic, health, educational,
social sectors and so on. The Internet of Things (10T) is one of the successive waves of
technology that promise unprecedented benefits and at the same time pose challenges.
It has been described as an Internet evolution “driven by an extension of the Internet
through the incorporation of physical items.”* The whole idea of IoT revolves around
connecting objects with the Internet and with each other and enabling them to process,
generate, send, receive, etc., information about themselves and the things they are
attached to. 10T is perceived differently from different people in different sectors. For
example, while it in the consumer perspective means “wearable technology and “smart”
appliances, such as thermostats and televisions,” it means “autonomous machines and
sensorized equipment” in the industrial sector.? To simply understand 10T, consider it
as “things or objects that connect to the Internet and each other.”® The term loT may
also be used to refer to the specific time when the number of connected objects
outnumber people in the earth.* Currently there are many things connected to the

Internet including ordinary and everyday objects. For example, in 2010, around 12.5
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billion devices were estimated to be connected to the Internet and such number
increased dramatically to 25 billion in 2015.° In 2019 there were 26.66 billion loT
devices and such number was expected to exceed 75 billion by 2025.% According to
Gartner, consumer applications represented 63% of IoT applications (5.2 billion units)
used in 2017.7 In fact, the connected devices will affect different aspects of life and
such effects will be good and bad at the same time.

IoT technologies have captured people’s attention, imagination and efforts for
about a decade and it is likely to do so in the future as it is still one of the top emerging
technologies. For example, 10T is considered among technologies enabling business
trends side by side with other emerging technologies such as Artificial Intelligence (Al),
blockchain and such like.® Moreover, Gartner has counted loT legal, social and ethical
issues among top loT ten trends for 2019 to 2023.° All these indicate or necessitate
dealing with 10T as a reality and providing legal solutions to its challenging issues. 10T
is being used in various domains such as transport, logistics, energy, smart environment,
agriculture, etc.’® 10T promoters are claiming that when it is fully employed, the gap

between poor and rich people will be closed or at least minimised as resources and
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services will reach the needy.** In the healthcare sector, for instance, 10T could enable
health professionals to serve more patients and detect diseases.'? As an illustration, a
patient who needs close observation can be monitored via “using IoT-driven, non-
invasive monitoring” where sensors are used to collect physical information from the
patient without the need for the presence of health professionals to “check the patient’s
vital signs.”*®

Regardless of the above, however, 10T has a cost especially when it comes to
security and privacy of individuals. Data stored and collected about individuals has
great values and the same could be said about data collected from inanimate things (cars,
houses, offices). Moreover, many might be interested in gathering information via loT
or using it as a means of surveillance for various purposes. It can be used by
governmental intelligent services agencies,* intruders, criminals and other malicious
parties. As insecure loT systems and devices can be used and deployed to generate and
store sensitive private information about individuals and things, human dignity, privacy
as well as their safety might be at risk in the 10T age. Thus, data protection becomes an
urgent issue in the 10T era where everything could reveal everything.

Nowadays, expressions such as smart environments, smart homes and smart
cities become on everybody’s lips. Therefore, IoT applications can be found in almost

all domains such as smart grids, environmental monitoring and logistics, intelligent
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transportation systems, e-health, etc.’® 10T devices that could collect information
related to persons include, among others, smartwatch, fitness tracker, smart eyewear,
smart clothing, wearable medical device and wearable camera.’® As an illustration,
among wearable devices that can collect personal information are the followings®’: (1)
Health and fitness devices sensors- such as countertop devices, wearable, intimate and
implantable sensors. There are many types of personal health devices -range from least
physically invasive to most invasive- that can generate and store valuable and intimate
personal information about users (this information includes: how much and how fast
you eat, steps taken each day, heart rate, skin temperature, breathing patterns, blood
pressure, weight scale, etc.). (2) Automobile sensors (black boxes) -such as Event Data
Recorders (EDR), and consumer’s automobile sensors. These sensors can collect
enormous amounts of information about vehicles and drivers’ behaviour. (3) Home and
electricity sensors- such as the smart home and the smart grid. These are types of 10T
devices that provide information to the home-dwellers and let them control home-
appliances remotely but at the same time they can generate, transmit, and store huge
information about homes and people stay in them. (4) Employee sensors. The purpose
of these sensors is to enable the employers to monitor their employees in the workplace
and to know what they are doing and whether they act in accordance with employment
rules or not. However, these sensors could create problems if employers try to access

and collect personal and private information about the employees. (5) Smartphone

15 River Publishers Series in Communication, Internet of Things- From Research and Innovation to
Market Development, ed. by Ovidiu Vermesan and Peter Friess, (Aalborg: River Publisher, 2014), 243-
4,

16 Mokhinabonu Mardonova and Yosoon Choi, “Review of Wearable Device Technology and Its
Applications to the Mining Industry,” Energies, vol. 11, no. 3 (2018): 547.

17 Scott R. Peppet, “Regulation of the Internet of Things: First Steps Toward Managing Discrimination,
Privacy, Security, and Consent”, Texas Law Review, vol. 93 no. 1 (2014): 85, Mostafa Haghi, MSc,
Kerstin Thurow, Ing. Habil, Regina Stoll and Med. Habil, “Wearable Devices in Medical Internet of
Things: Scientific Research and Commercially Available Devices,” Healthcare Informatics Research,
vol. 23 no. 1 (2017): 4.



sensors. Sensors embedded in smartphones can be considered one of the most
ubiquitous new sensors technologies.'® These sensors can detect physical orientation,
track the phone movement in space, and so forth.

From the above, it becomes obvious that loT systems and devices have the
power to generate, transmit and store enormous information about users’ habits,
activities, characteristics and personalities as well as about their surrounding
environment. Since most of data streaming in the 10T environment might include
personal information, concern about misusing such valuable information is justifiable.
In the legal view, serious questions related to data streaming in the 10T sphere need to
be answered: What information does the Internet of Things collect? Who owns and
controls data generated, processed and stored in IoT environment? Who should be
responsible in case of negligence? Is loT a secured place in the meaning of data
protection law? It could be true that calling for an loT specific law at this stage may be
premature or undesirable as 0T is still in its infancy. Nonetheless, examining and
investigating the phenomenon in light of the existing legal frameworks are important
because loT technology is penetrating in almost all aspects of modern life in a way that
can negatively and positively affect people. Therefore, the law has to keep an eye on it
in order to take its advantages and avoid its disadvantages.

As an emerging topic, 10T has been addressed and discussed by researchers who
come from different disciplines from different aspects (technical, social, economic and
legal aspects, etc.). Data protection, security, and privacy are at the forefront of legal
concerns. The issue of ownership of data and responsibility for a damage or injury to

property or persons that may be caused by this technology are also other challenges.
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From here, this research attempts to contribute to the foregoing discussions by
examining and judging loT from security, privacy and data ownership in Malaysia from
a legal perspective.

Recently, 10T became an important issue in the national agenda of many
countries. For example, in the European Union (EU) region there is an assortment of
projects and research about 10T and its impacts. In 2009, the European Research Cluster
on Internet of Things (IERC) created with the aim of establishing policy frameworks in
the 10T field. Following that, an Expert Group on IoT has investigated 10T from various
aspects such as governance, architecture, standards, security and privacy in addition to
other ethical issues.’® The IERC seeks, among other things, to : (1) establish a
cooperation platform and develop a research vision for loT activities in Europe and
become a major entry and contact point for 10T research in the world, (2) define an
international strategy for cooperation in the area of loT research and innovation and
have an overview of the research and innovation priorities at the global level, (3)
coordinate the cooperation activities with other EC Clusters and ICT projects, (4)
coordinate and align the SRIA (Strategic Research and Innovation Agenda) agenda at
the European level with the developments at the global level, and (5) organise
debates/workshops leading to a better understanding of 10T and Future Internet, 5G,
cloud technology, and adoption.?° As Ron Davies mentioned, the rapid growth of loT
is anticipated to bring tangible benefits to the EU citizens, businesses and

governments.?! Moreover, the Article 29 Data Protection Working Party (WP29)
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acknowledged that 10T has already met the needs of the EU citizens in general and it is
going to create significant economy growth that will benefit both large and small
innovative and creative businesses working in the field. However, the WP29 asserts
that 10T advantages should not lead to ignore its disadvantages like challenges related
to security and privacy.?

Another manifest of 10T policy initiative is found in Malaysian context. In 2014,
the Minister of Science, Technology and Innovation (MOSTI) published the country’s
first National Internet of Things (1oT) Strategic Roadmap.?® The Roadmap provides an
overview of Malaysian mission and vision towards 10T. Apart from loT definition and
megatrends, the Roadmap discussed the importance of 10T and readiness of the country
to join the 10T caravan. The loT economic potential for Malaysia is forecast to reach
RMO9.5 billion in 2020 and the growth will continue to RM42.5 billion thereafter. 10T
was also estimated to create more than 14000 high-skilled employment opportunities
by 2020. It could also serve the research community and help them commercialise R&D
outputs. Regarding readiness of the country for IoT, the Roadmap mentioned that
Malaysia has a suitable environment for 10T and a strong ground in terms of technical,
political and societal aspects. Nevertheless, the Roadmap highlights some obstacles
that can hamper implementation of 10T in Malaysia such as security, privacy and others
concerns. This hindrance will be discussed later on in the coming chapters of this

present study.
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